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Abstract—The next generation future Internet architecture 

is believed to be changed. This is because there are vast 

researches and experiments going, to improve the current 

Internet architecture. This has led to a new Internet architecture 

named as Named Data Networking (NDN) .It is believed that the 

current IP architecture will be replaced with this new Internet 

architecture).The data packets in NDN will carry information of 

the contents being used in the network rather than carrying the 

IP address of the source and destination port addresses of a 

network. The main strength of NDN is that the data packets 

have a built-in security embedded with it. This eradicates many 

issues related to Internet security .For this purpose a concept 

called Lightweight Integrity Verification (LIVE) architecture is 

proposed which will resolve the current issues related to the 

Internet architecture. 
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I.INTRODUCTION 

 
IP network is the current Internet architecture that is 

being used worldwide. The main task of IP network is to 

transmit data packets from source node to destination node 

based on the IP address that are present in the packet headers. 

This IP network is also referred as TCP/IP. Although IP 

network poses several advantages like security issues, self-

containment it also induces many drawbacks. 

Today’s Internet was designed as a means of 

communication between two remote hosts. This was 

envisioned in 1970-s and early 1980-s as the predominant 

paradigm for resource sharing. Today, common Internet 

usage scenarios have changed significantly and include: 

large-scale content distribution, delay-tolerant networking, 

swarms of wireless devices producing and consuming data as 

well as mobile computing. Named-Data Networking (NDN) 

[30] is one such effort. 

NDN is part of a field typically called Information-

Centric Networking (ICN) [18], [26] – consisting of 

networking paradigms designed for efficient data distribution 

[22]. Related prominent efforts are PARC’s Content-Centric 

Networking (CCN), whose open source software CCNx is 

used as a reference implementation for the work described 

below. In NDN, named data – rather than a named host or an 

interface address – is a first-class entity. Data is directly 

addressable, regardless on what host distributes it, and is 

returned in response to explicit requests from consumers, and 

is never sent unsolicited, i.e., NDN is a “pull” architecture. 

 

NDN also stipulates that each piece of data must be 

signed by its producer. This allows decoupling of trust in data 

from trust in the entity that store and/or disseminates that 

data. NDN’s long-term goal is to replace the current 

TCP/IPbased Internet architecture [12]. In order to succeed, it 

must be shown that NDN can support all major types of 

communication performed today and envisaged for the near 

future. Recent work focused on implementing telephony [21], 

video conferencing [40], smart meters [24], and control 

systems [4], [34] over NDN. 

This paper provides further evidence of NDN’s 

suitability for communication other than data distribution. 

Specifically, we explore the use of NDN for secure sensing 

applications. Sensors play a central role in the Internet of 

Things (IoT) [8]. Smart objects, which represent the building 

blocks of IoT, provide a bridge between physical (analog) 

and digital (cyber) worlds, through sensing. The use of 

sensors in IoT research builds on research of the embedded 

and wireless sensing community [2] and more recent efforts 

in sensing using general purpose mobile devices [5]. 

Related research in sensing and control by the NDN 

team, which motivates the work described here, has focused 

on the context of building automation systems (BAS). BAS 

are a traditional application of industrial control systems to 

managing the various systems of buildings, including 

heating, ventilation and air conditioning (HVAC), electrical 

distribution, water monitoring, fire detection and suppression, 

intrusion detection, and access control. The IP protocol suite 

is increasingly used to network their components and as such 

is now a fundamental substrate of new buildings [17].  

In both BAS and IoT scenarios, the main purpose of a 

typical network-enabled sensor is to collect data and allow 

other devices and applications to access it remotely. Such 

sensors tend to be part of resource-constrained devices, for 

example being either battery-operated or energy-limited for 

sustainability reasons, with computing resources sufficient to 

perform data gathering and reporting. In order to save power, 

sensors can choose to sleep or hibernate whenever possible. 

Therefore, any general approach to secure sensing must 

offer availability, integrity, origin authentication and access 

control (data privacy). Also, due to sensors’ limited 

resources, a common DoS attack vector is to attempt to 

overwhelm the target sensor(s) with malicious requests. 

Thus, DoS mitigation is an important requirement All of the 

above, coupled with scalability, represent a major challenge 

in the context of any Internet architecture, including NDN. 

BAS and other industrial control systems have in the past 
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typically employed physical or logical isolation of the 

network as a primary security measure, and can likely do so 

no longer [25].  

Our approach to sensing security must necessarily be 

more sophisticated. The rest of this paper is structured as 

follows: We proceed with an overview of related work in 

Section II. Then, Section III introduces our security 

framework, which provides foundation for the sensing 

protocols, presented in Section IV. The paper concludes in 

Section V. 

 

II. RELATED STUDY 
 

NDN (Named Data Networking) is a new buzzword 

which is going in-around the world for its merits in replacing 

the existing IP architecture. Content is the mostly utilized 

entity all over the world via Internet. Why not the network be, 

the content-oriented when it is the most widely accessed 

entity and that gave birth to the new architecture named 

NDN. It is completely based on the content which is available 

in different servers.  

NDN is a new network architecture that delivers packets 

by content names but not packet addresses [2]. A User who is 

in need of data sends an interest packet to the content 

provider. The interest packet first reaches the NDN router 

which checks its Content Store (CS) for the content. If it 

exists in CS then it forwards the content packet to the user. If 

the content is not available in CS then it checks the Pending 

Interest Table (PIT) and Forwarding Information Base (FIB). 

NFD (Network Forwarding Daemon) is a network forwarder 

that implements and evolves together with the Named Data 

Networking (NDN) protocol [5]. NFD runs in all NDN 

routers which constructs its FIB with NLSR (NDN Link State 

Routing Protocol). If there is an entry in PIT for the same 

content then it just forwards to corresponding interface, if it is 

not then adds an entry in PIT and forwards the interest 

packet. The same way it passes through the number of NDN 

routers and reaches the content provider. Once the interest 

packet reaches the content provider, it then generates the 

content packet and the signature and sends it to the end-user. 

The signature is generated for integrity verification i.e. to 

trust the origin of the content and not from the fake data 

provider. The NDN routers when it receives the data packets, 

it does an Integrity check to confirm that it was originated 

from the valid content provider. It then adds it into Content 

Store (CS) and removes the entry from PIT and forwards it to 

the user. 

Open challenges in NDN are the Security and Privacy. 

There are few Security issues in NDN such as open access to 

available content and the interest flooding attack. We provide 

solution for these two issues in our new model.  

 

Open Content Access  

Content provider provides content to all the users 

irrespective of who the user is. There is no restriction on the 

content such as “who can access what kind of data”. There 

are some sensitive or confidential which cannot be made 

accessible for all users. This kind of data has to be controlled 

in the way such that only the authorized users can access the 

content.  

 

Interest Flooding Attack  

Interest packets are flooded in the network to reduce the 

bandwidth of the network thereby they create the slowness of 

network or choke the network. This makes other users not 

access the content in the network. This interest flooding 

attack also solved here in this new model. 

Our new model helps in controlling the content access to the 

user and the Interest flooding attack. The changes proposed 

in the existing system are a new field addition in Interest 

packet, two new packet types and new tables in NDN router 

for access information.  

 Interest Packet includes one more field to have the 

user enroll ID.  

 New packet types - Validation Request Packet and 

Validation Response Packet.  

 New tables in NDN routers which maintain 

additional information for access control and 

validation request.  

 

User would send an interest packet with enroll ID which 

he has got it from corresponding Content Provider. The NDN 

router’s receives the interest packet and checks the content 

name, if it exists in Content Store. If it exists then checks for 

the access whether the enroll ID has got allow access or deny 

access. Based on that, decision is made whether to send or 

not to send. If there is no information about access details 

then it sends a validation request to Content Provider for 

authentication and authorization and then it sends the content 

packet if got access for it. 

 

III. SYSTEM DESIGN 
 

A. Packet types  

i. Interest packet  

Fig.1 shows the Interest packet structure. It contains the 

existing fields for the Interest packet and in-addition to it, the 

enroll ID which will be present. 

 
 

ii. Validation request packet  

Fig.2. shows the sample validation request packet which 

will be generated by the NDN routers to validate the user for 

content access.  

 

iii. Validation response packet  

Fig.3 shows the validation response packet format. It 

contains the response for the validation request whether to 

allow or deny.  
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B. Access Table  

Access table contains the content name which is 

available in the Content Store (CS) and the allowable and 

deniable enroll ID’s. Table 1.1 shows the sample access table 

and the entries for access control. The enroll Id’s are 

generated by the AAA server which the Content Provider 

uses for Authentication and Authorization. A generalized ID - 

/ndn/0000 says that the content is access globally and there is 

no access restriction to it. The enroll ID’s are generated based 

on the content provider’s name prefix which helps in 

identifying the AAA server appropriately. 

 
 

C. Pending Validation Table  

Pending validation Table (PVT) contains the entries for 

the validation requests sent and awaiting for the response 

from the Content Provider or the AAA server. Table 1.2 

shows the sample Pending Validation Table. When NDN 

router receives the validation response packet for the specific 

enroll ID and the content name, it then removes the entry 

from the PVT. 

 
 

D. Interest validation Algorithm  

Interest validation is done in both NDN routers and in the 

Content Provider. Algorithm1 explains the Interest packet 

validation in NDN router and Algorithm2 explains the 

validation in Content Provider side. 

 

 
Fig.4 shows our proposed model for content access control. 

 

 When user sends an interest packet to content provider, it is 

first sent to intermediate routers by inserting their enroll ID in 

the packet. NDN router checks the Content Store for the 

requested content name. If found then it does access 

validation by checking the enroll ID in the Access Table. If 

an entry exists in the table to allow then it allows access. If it 

has “deny” access then it sends the denial message to the 

user. Though the requested content exists in the content store, 

router doesn’t forward the content due to the access 

restriction which was applied by the content provider.  

 

 
 

If there is no entry in the Access table then it creates a 

validation request packet and sends it to the content provider 

or to the nearest router. It also adds an entry in PVT (Pending 

Validation Table) with content name and enrolls ID. This 

helps in reducing the interest flooding in to the network. It 

also filters the interest packets from the same enroll id for the 

same content name. If a router receives the validation request 

packet, it just forwards to another router or to the Content 

Provider based on the FIB. When the validation request 

reaches the Content Provider, it forwards to the AAA server 

which does actual authentication. The Server responds back 

with validation response packet saying the success or failure. 

It then forwards it to the NDN router, which updates its 

access table with content name; enroll Id and the access level. 
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It removes the entry in the PVT. Then the router sends the 

content packets to the user.  

If the content name is not available in the Content Store, 

then it forwards the Interest Packet to the content provider or 

to the neighboring router. Finally, it reaches the Content 

provider which then sends a validation request to the AAA 

server. Based on the validation response, the content provider 

decides whether to send the content packets to the user or to 

deny the access. 

 
 

V.  PERFORMANCE EVALUATION 

 

We use our prototype to determine the performance of 

LIVE. Since content access delay incurred by verification is 

proportional to length of content packet delivery, for 

simplicity, we only evaluate the delay of two-hop content 

forwarding with and without caching. Figure 5 shows the 

testbed of our experiments, including one user node R1 and 

one CP node R4. 

Also, it includes two machines acting as NDN 

routers: R2 is a CR of the CP and can cache the contents from 

the CP, and R3 is the normal router that cannot cache the 

contents from CP. R3 forwards content requests received 

from R1 to R4. 

 

We evaluate the performance of LIVE at R1 and R4 

using Mac laptops with 2.53 GHz Intel CPU, 4GB RAM, and 

Mac OS 10.6.8. We investigate the token generation 

performance in the CP and measure the computation and 

content delivery delays introduced by LIVE in the user node 

R1. 

Also, since LIVE increases the content packet size by 

piggybacking signatures, we measure the communication 

overhead incurred by LIVE. We evaluate the LIVE 

performance with different content sizes range from 150 

bytes to 1480 bytes. To demonstrate the benefits of 

lightweight signatures in LIVE, we also implement a signing 

and verification library with the RSA algorithm with 1024-bit 

RSA keys by extending the OpenSSL library (OpenSSL-

1.0.1c) [17]. 

 

 

 
Fig 5: Performance of Token Generation 

 

 
Fig 5: Content Signing Performance 

 

VI. CONCLUSION 
 

With the advent of the IoT and its convergence with 

critical infrastructure such as building automation systems 

(BAS), secure connectivity of resources constrained devices 

is becoming increasingly important. This paper focused on 

the design of a secure and efficient framework for connecting 

sensors with applications over NDN. Our framework includes 

a trust model that allows parties to authenticate sensor data, 

and fine-grained access control mechanisms based on data 

encryption as well as key attributes. We considered three 

types of sensors and constructed corresponding 

communication protocols tailored for NDN. 
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