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Abstract

Growing need of cloud computing services makes it
more challenging field for cloud providers and
researchers. After a brief introduction of Xen
hypervisor paper discusses the problem of inefficient
access to graphics accelerators in cloud. The reason
behind such problem is proprietary models and
heterogeneity in architecture of graphics processors.
This paper focuses on such problem of GPU
(Graphical Processing Unit) acceleration by providing
a sample GPU passthrough model. At the last we will
discuss the advantages of such technique and its future.

1. Introduction

To understand graphics passthrough ones should
understand the concept of GPU and its working. To
start with GPU is a graphics processing unit a chip used
to accelerate graphics in a computer system.GPU is
generally available on a VGA (Video graphics adapter)
in typical computer hardware. At present many high
quality graphics cards available in market to provide
customers or users advance graphics which they can
use for entertainment and development purpose. Now if
we want to provide same sort of quality graphics
services, then there is requirement of virtualization of
graphics devices. So the graphics passthrough is such a
technique to achieve graphics virtualization for cloud
users.

As mentioned earlier new generation clients are using
cloud for various purposes. So it is always a challenge
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for cloud developers to fulfil the needs of users. Quality
graphics for gamming and other entertainment purpose
or even for development is such a novel requirement of
users of cloud market.

The only way to fulfil such requirement is graphics
virtualization. But there is a large list of problems in
achieving such milestone for cloud business. Because
GPU’s architecture is complex. Another reason is GPU
developers never reveal methodology of GPU, and they
keep upgrading the architecture for better performance
[2].

The problem of virtualizing graphics becomes worst
when we think of recent virtualized cloud environment.
Vendors of graphics adapters follow proprietary
models. So virtualizing such adapters requires separate
logic dedicated to various models specifically. It also
complicates the task of sharing graphical resources
between two or more VMs [3].

2. Xen Hypervisor

Xen was actually developed as an open source research
project at Cambridge University. Now it is a
proprietary of Citrix organization but continuous to be
open source. Citrix now provide all the modification
done to xen code by its users and also supports various
researches on xen. So now xen is a good option to
continue research in area of cloud and virtualization
[1].

In xen as it is bare metal hypervisor the initial operating
system will be booted as “Domain 0”.Domain 0
operating system is a normal linux that communicates
with host system hardware directly. While the guest
systems which are running on xen can communicate to
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Figure 1. Xen Paravirtualization Architecture

physical hardware via xen domain 0.

2.1. Xen Memory Layout

It is basically required to understand Xen memory
layout including its physical host and guest systems to
gain knowledge of passthrough. Figure 2 shows a
typical memory layout of machine running Xen. A
communication area in terms memory address range is
reserved along with BIOS, generally used by NICs and
disk controllers.
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Figure 2. Xen memory usage layout

After that Xen and its guest domains are placed. Guest
domains have a normal layout of memory same as a
typical computer system. For a guest domain a memory

access by translating the address. Result is only single
VM is a candidate for accessing such area, others will
be isolated.

2.2. Graphics Vs PCI Passthrough

If we compare VGA adapters with other PCI devices
graphics adapters are complicated ones. Reason behind
such complexity is VGA adapters have to take care of
many x86 features like 1/0 ports, text mode, memory
ranges, VESA modes, VGA BIOS etc. It simply means
more code, more logic and more complication than PCI
passthrough in a system [4].

A GPU passthrough includes various complex steps
based on adapter model like disabling internal adapter,
mapping of VGA BIOS, emulation of the same. It is
also required to passthrough all 1/0 ports connecting
guest to original physical adapter of the host system

[3].
3. Graphics Acceleration

Graphics processing unit is a special chip available on
VGA cards which performs various graphics related
operations as instructed by the operating system.
Earlier we already discussed that graphics cards are
extremely complicated devices due to their secretive
vendor dependent architecture. This section describes a
sincere approach to achieve graphics passthrough in
specific VGA card.

In the approach we have used citrix xen server 5.6.1
version having kernel version xen- 4.2 or above. It is
also required to have one or more guest domain
configured with guest operating system windows XP
service pack 3. As graphics virtualization is still far
from generalized scheme. This scheme roughly dictates
four generalized steps to achieve passthrough for any
VGA card.

Figure 3 shows general steps required in achieving gpu
virtualization.

L2 D= '@

layout means simply an address range starting with Map Host Copy VGA Y — Disable Xen's
. . R . Frame bufferto BIOS to Guest VGAPIpanns VGA
0,whatever translation require is done by physical host DomU VM P instuctions

and Xen. Same way BIOS of guest is replica of original
BIOS.

If we think of PCI passthrough, some areas of physical
host are mapped to guest as shown in figure. When the
VMs guest operating system tries to access such areas
by writing/reading them, Xen confirms the address

Figure 3. Graphics passthrough process
3.1. Map host frame buffer to DomU

Very first step in implementing passthrough for VGA is
to map its frame buffer to guest domain running in
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Xen. The addresses 0xA0000 to 0xCO000 are standard
range to which frame buffer is generally mapped. To
get access to VGA card guest’s memory should be
mapped with such a range, which will be useful for
guest operating system to detect the VGA. Normally
such locations are hardcoded for various operating
systems. Two files which are configured to achieve this
task are /libxc/xc hvm build.c and /libxc/xc linux.c

3.2. Replicate VGA BIOS to VM

Same way like frame buffer VGA BIOS also have a
fixed memory location and its address range in general
case is 0xC0000 to OXCBFFF.VGA adapter control is
handled by a number of functions provided by BIOS,
this BIOS s first copied to Dom U and then executed
in this step. Configuration of tools/ioemu/hw/pc.c will
results in initialization of graphics adapter with updated
BIOS.

3.3. Mapping of VGA 1/O ports

VGA adapters establish communication with operating
systems using /O ports. By writing the required
instruction to appropriate address for VGA BIOS, one
can communicate with VGA. Because typically VGA
adapter is hard coded to read values from fix locations
and perform operation based on the value. So such
mapping important to allow communication of guest
operating system request is done in this step.

3.4. Immobilize Xen's VGA instructions

Last but very crucial step is to stop xen’s domain 0
from interrupting anymore in VGA adapter’s
communication when it is requested by a guest domain.
The step allows fully functional video support to guest
running in xen.

4. Results

This section includes results taken wusing two
benchmark tools for graphics testing. Tools used for
testing are TechPowerUp GPU-Z a video card
information tool and Performance test provided by
passmark softwares.

Snapshots in figure 4 and 5 shows poor graphics
response by guests while running benchmark tests
using testing tools.

In figure 4 we can see GPUz utility is not showing any
graphics detection in a guest domain running in xen.
Similarly figure 5 show output of performance test tool
having a warning: “Nothing will be rendered”.
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Figure 4. Gpu-z before passthrough
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Figure 5. Performance test output
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Name NVIDIA GeForce GTX 680
GPU [ GKiDs Revision | A2 @
Technoogy | 28nm Die Size [ 294mm* | /DA
Release Date | Mar22,2012 Transistors | 3540M
BIOS Version | 80.0409.00.8C *
Device ID [10DE-1180  Subvendor | Palit Microsystems (1569)
ROPs/TMUs | 32/128  Bus Intefface | PCHE 20x16 @x161.1 7
Shaders | 153 Unfied  DirectX Support | 11.0/SM5.0
Pocel Ficte | 347GPoel/s  Texture Firate | 138.9 GTexel/s
Memory Type | GDDRS Bus Width 256 B
Memory Size | 2048 MB Bandwidth | 201.6GB/s
Driver Version | nviddmkm 9.18.13.1407 (ForceWare 314.07) / Win7 64
GPUClck | 1085MHz  Memory | 1575MHz  Boost | 1150 MHz
Defaut Clock | 1085MHz  Memory | 1575MHz  Boost | 1150 MHz
NVIDIA SLI Disabled
Computing [¥]OpenCL [VICUDA [¥]PhysX (V] DirectCompute 5.0

[NVIDIA GeForce GTX 680 ~] [ cose |

Figure 6. Gpu-z after passthrough

Snapshots in figure 6 and 7 show testing result of same
tools after implementation of GPU passthrough. Test
results of GPUz in figure 6 shows detection of graphics
card including its name and BIOS version. Same way
snapshot in figure 7 shows performance test running
without any error.
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Figure 7. Performance test after passthrough

5. Benefits of Passthrough Model

Cloud environment can gain significant advantages by
implementing graphics virtualization.GPU passthrough
results in following plus points for cloud [2].

VMs can render high quality graphics. CAD/CAM
applications can be available remotely for clients of
cloud. Cloud user can gain access to high quality
graphics at low cost. Games demanding 3D rendering
can be available on cloud. Remotely accessible high
range graphics can be available at lower rates. Cloud
can be loaded with low cost graphics services.

6. Limitations

Multiple graphics card sharing and acceleration .is still
an issue, because the technique is extracting BIOS of
host system such operation is complicated and
hardware specific. Currently the patches and steps are
working well with Intel chips, but they may not prove
efficient with other hardware.

7. Future

Because HPC benefits attracting more and more people
to use Cloud, and because of the need of high graphics
applications like Maya, AutoCAD, High Graphics 3D
Games, it make sense that acceleration is required at
hardware level in Graphics adapters. The accomplished
implementation work is a sincere effort to virtualize
NVDIA graphics adapter which opens doors for
enhancing the current work to achieve GPU
acceleration for graphics adapters from other vendors.
All the manufacturers of graphics adapters are
possessive about their models, it is the right time to do
research in area of virtualization enabled flexible
graphics for cloud.
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8. Conclusion

Graphics passthrough is found a delicate task due to
secretive architecture of graphics adapters specifically
NVDIA. Accomplishment of graphics virtualization via
gpu passthrough enables cloud for providing quality
graphics services at very low cost. As discussed earlier
in the paper graphics card vendors are secretive in
disclosing the architecture of graphics devices, this
makes graphics acceleration specific to the graphics
vendor.
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