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Abstract - The emergence of encrypted communication
protocols has greatly improved network security and user privacy,
but that has also led to a decrease in the performance of standard
Intrusion Detection Systems (IDSs), which rely on packet content
inspection. This paper describes a framework for anomaly
detection that utilizes artificial intelligence in the course of
detection of encrypted network traffic by extracting flow-level
data from Packet Capture (PCAP) files with CICFlowMeter
software. Once the features are extracted the data goes through
such preprocessing stages as data cleaning, feature selection, and
Min-Max normalization and then goes through the analysis based
on a hybrid solution using Isolation Forest and Autoencoder
algorithms to perform anomaly detection. The purpose of the
Isolation Forest algorithm is to detect the statistical outliers while
the Autoencoder focuses on finding complex anomalies through
the reconstruction error. The framework was tested on the
CICIDS2017 dataset, achieving 96.8% in terms of accuracy,
95.9% in terms of precision, 96.2% in terms of recall, 96.0% in
terms of Fl-score, and 0.98 in terms of ROC-AUC. The results
show that the use of flow-level data can successfully identify
anomalous encrypted traffic while allowing to maintain high level
of privacy.

I. INTRODUCTION

The wide application of cloud computing, Internet of Things
(IoT) systems, online payments, e-commerce solutions, and
remote work rules has fueled the need for encrypted data
transmission. Through the process of data transmission, users rely
on various protocols such as TLS, HTTPS, SSH, IPSec, and VPN
in order to protect the data information and user privacy.
Nonetheless, although encryption secures the data during
transmission it limits the visibility of the data from conventional
network monitoring systems. Classic Intrusion Detection Systems
(IDSs) depend generally on Deep Packet Inspection (DPI) as well
as signature-based methods to detect attacks. The encrypted flows
that hide the packet content cause those approaches to be not very
effective and inadequate in finding modern attacks that are
happening in encrypted communication. It is clear that although
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the decryption of flows increases visibility, it poses certain issues,
such as computational burden, privacy concerns, and
implementation difficulties in cases of big enterprise networks.
Recent studies has explored machine learning methods in
encrypted data traffic analysis utilizing the network flow statistical
properties rather than relying on the details of the packets within
the traffic. The flow-level information, e.g., flow length, duration
of the flow, the time between packets in the flow, number of bytes
in the flow, can provide sufficient information about the behavior
of network entities to discriminate attacks and at the same time not
violate the users' privacy. Nevertheless, a lot of existing methods
heavily rely on either labeled datasets or single models, which
limits their ability to detect new attacks and meet ever-changing
traffic patterns. In order to combat these shortcomings, a solution
for detecting anomalies in encrypted network traffic using an Al-
based architecture is proposed in this study. This study uses flow-
level metadata that is extracted using CICFlowMeter from PCAP
data and undergoes preprocessing which includes data cleaning,
feature selection as well as Min-Max normalization of all the data
in order to be analyzed using the hybrid model of anomaly
detection based on Isolation Forest and Autoencoder. While the
Isolation Forest provides a good detection of statistical anomalies,
the Autoencoder deals with complex deviations from regular
traffic through reconstruction error. Thus, by merging this dual
approach, it became possible to obtain the accurate results of
detecting abnormal data without inspecting packets or decrypting
traffic. Also, in order to create a full privacy-preserved detection
pipeline beginning from the metadata acquisition and
preprocessing to hybrid model performance analysis this work
aims to develop a methodology based on the integration of all these
mentioned techniques. To check the functionality of the proposed
system, the study implements the designed method to the
CICIDS2017 dataset and provides an analysis of the outcomes.

II. RELA WORK

A. Encrypted Netwo  Traffic Analysis
The spread of encryption methods like Transport Layer Security
(TLS), Hypertext Transfer Protocol Secure (HTTPS), Secure Shell

Page 1

(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)



Published by :
https://lwww.ijert.org/
An International Peer-Reviewed Jour nal

(SSH), and Virtual Private Networks (VPNs) has greatly enhanced
confidentiality and integrity in network communications.
Although these encryption methods protect sensitive data from
being accessed, they however affect how effective traditional
methods of traffic monitoring, which are based on analyzing data
packets, can be. As a result researchers have turned to analyzing
flow metadata rather than packet payloads. Various statistics
streams such as flow time, packet size, time between packets and
data volume help to understand a person's behavior without
revealing his identity. Although studying metadata gives hope in
classifying encrypted traffic and detecting unusual activity,
distinguishing between legitimate and malicious traffic is still very
hard because techniques for performing attacks are being
improved continuously and each network environment is different
and changing [1], [2], [5].

B. Machine Learning for Intrusion Detection

It can identify intricate attack patterns without the need to
depend just on signature methods, machine learning has emerged
as a major method in intrusion detection. Techniques such as
Decision Tree, Random Forest, SVM, and XGBoost have shown
good classification results with labeled datasets. However, getting
good quality labeled data for network traffic can take a long time
and be costly. To deal with this issue, recent studies have put more
attention on unsupervised learning methods that can indicate
normal network behavior and identify outliers without too much
reliance on labeled data. This is perfect for the encrypted traffic
issue, where attack qualities change over time and the labeled
sample is limited [3], [7], [11].

C. Metadata-Based Traffic Classification

Traffic classification via metadata has been proven to be an
effective alternative to payload inspection for investigating
encrypted communications over networks. Traffic mapping is
done by means of observing statistical features of packets such as
flow duration, number of packets, their size, inter arrival times,
such protocol type as well as just some basic network metrics such
as average byte rate. Though metadata approach provides
meaningful information for detection, it keeps user privacy intact
by processing just data about packets rather than packet contents.
Different studies proved that traffic classification based on careful
choice of flow characteristics is able to gain performance similar
to payload-based methods but with lower computational
complexity. Nevertheless, the effectiveness of the metadata based
approach depends on proper feature extraction and the choice of
the relevant attributes enabling to distinguish among normal and
abnormal traffic [8], [10], [15].

D. Research Gap

While advances have occurred in encrypted traffic analysis
through machine learning that has significantly progressed,
challenges continue to persist. Several existing methods are
limited to controlled scenarios where they utilize supervised
learning methods that require large labeled datasets that are hard
to gather in real-world scenarios. Some studies utilize a single
model for anomaly detection, which restricts the capacity to
identify a variety of attacks. Furthermore, very few frameworks
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give emphasis to achieving privacy, computational efficiency, and
effective anomaly detection all at once using only flow-based
metadata [12], [14], [18].

IHNI.METHODOLOGY

A. Framework Overview

This framework, by which anomalies in encrypted network
traffic can be identified through flow-level metadata usage, uses a
five-step procedure: network traffic collection, feature extraction,
data preprocessing, anomaly detection, and performance
evaluation. The first step involves the analysis of PCAP files
according to the CICFlowMeter algorithm. After this, the received
information is further processed through cleansing, filtering, and
normalization so that the data quality increases before the model
training. Also, a hybrid model was introduced to be able to use an
Isolation Forest algorithm in combination with an Autoencoder in
order to perform anomaly detection. Finally, performance
evaluation is performed using common performance metrics like
Accuracy, Precision, Recall, F1, ROC-AUC, and Confusion
Matrix.

B. Dataset and Feature Extraction

To implement the suggested scheme, the CICIDS2017 database
is used, which contains realistic network traffic, malicious
transactions and normal processes of computer communications
under different attack conditions. The PCAP file is filtered with
the CICFlowMeter application, which converts direct network
exchanges into bidirectional records of flows in accordance with
the machine learning methods employed in this research. During
the conversion, statistical information about flow-level features is
obtained, e.g. flow life time, packet count, size of packets, inter-
arrival time, type of protocols, flow bytes and flow packets per
second. In this form, flow-level features of encrypted transactions
are obtained without examining the contents of the packet itself
which protects the privacy of the user.

<5

x oV Data Feature
FEAR Flos :> X :> Metadata $ Preprocessing ::) Engineering

Anomaly $ Performance
Detection Evaluation

Autoencoder

Fig. 1. Workflow of Proposed System

C. Data preprocessing

The extraction of network flow metadata requires preprocessing
of data for quality assurance and reliability of models. The first
step consists of elimination of inconsistencies found in the dataset,
which includes handling of missing values, duplicates, and
irrelevant features. The process of feature selection focuses on
selecting the best or most informative features from raw flow
characteristics while reducing dimensionality. Once the numeric
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features are constructed, the next step involves normalization of
features with Min-Max normalization; this is achieved by
transforming the features into a common numerical scale, thus
making it possible to get rid of problems related to features with
higher numerical ranges taking control over the learning
methodologies used. The built features are divided into testing and
training datasets for model development and evaluation.
Dataset Characteristics

Dataset Type Network Traffic
Format PCAP

Converted Format CSV

Feature Extraction Tool CICFlowMeter
Number of Features 80+

Learning Type Unsupervised
Traffic Type Encrypted

Classes Normal / Anomalous

D. Hybrid Anomaly Detection Model

1. Isolation Forest

Isolation Forest is employed the effectiveness of using Isolation
Forest for identifying anomalous network traffic flow and
detecting attack events.

In this regard, Isolation Forest is an unsupervised learning
algorithm. It performs the anomaly detection task by recursively
partitioning the feature space, where the division of the space is
achieved through randomly chosen features and split values. This
means that Isolation Forest requires fewer partitions to isolate
anomalies. This is due to the fact that anomalous cases are rare and
different from normal traffic, and therefore they will need fewer
splits to be isolated. Consequently, the samples that require fewer
splits to be isolated have lower average path lengths and thus have
higher anomaly scores. Isolation Forest requires less
computational power and is more scalable than the other anomaly
detection techniques. In addition, the algorithm has other
advantages such as lower complexity and requirement for
unlabelled training data.

2. Autoencoder

In the framework proposed for anomaly detection, the second
step entails the Autoencoder which aims to learn normal patterns
in encrypted traffic. The Autoencoder is based on unsupervised
deep learning and comprises encoder and decoder. The encoder's
role is to map the input feature vector to a lower dimensional latent
space while the decoder reconstructs the original input based on
this mapping. During the training phase, the Autoencoder learns
how to reconstruct normal traffic samples. Once an anomalous
input is provided for reconstruction, the reconstruction error
increases as the anomaly characteristics differ from the so-called
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learned ones. In such a way, the threshold of error is used for
identification of anomalies in the network traffic.

3. Hybrid Model

The proposed framework integrates Isolation Forest and
Autoencoder. It improves the quality of malicious network traffic
detection because it takes advantage of the strengths of statistical
anomaly detection and deep learning-based techniques in a
common hybrid anomaly detection solution. When implementing
the framework, one should use Isolation Forest to define anomaly
scores using feature extraction and subsequent scoring of anomaly
detection. It requires applying Autoencoder to estimate the
reconstruction error by feature reconstruction in the process of
which abnormal elements will be captured effectively. A hybrid
approach to combine both techniques leads to better detection
ability in encrypted networks because false positive predictions
will not be present. The two techniques should also work well
together.

E. Performance Evaluation Metrics

The performance of the proposed hybrid anomaly detection
framework is evaluated using standard classification metrics
classification techniques to measure the performance of detecting
malicious traffic inside the encrypted packets. Accuracy
determines the total correctness of classified model since Precision
helps to quantify the proportion of detected anomalous traffic
flows. Recall indicates the datasets about the occurrence of the
anomalous traffic and F-Score gives the averaged measure by
combining Classification and Recall metrics. Furthermore, the
ROC analysis is created in order to determine the quality of a
proposed model at different threshold values of classification.
Apparently, various techniques, such as Confusion Matrix, are
going to derive the numbers of FP, FN, TN, and TP to describe all
performances of the model.

IV.IMPLEMENTATION

A. Experimental Environment

The proposed anomaly detection framework was implemented
and developed in Jupyter Notebook using Python programming
language. The Scikit-learn package was used in developing
different models and carrying out model evaluation, whereas the
data preprocessing was performed using Pandas and NumPy
packages. Matplotlib and Seaborn libraries were used for the
visual representation of the different metrics under study. A
workstation equipped with Intel Core 17 processor, 16 GB RAM,
and Windows 11 OS was used to run the experiment, which met
the required specification for the task.

B. Dataset Preparation

The encrypted traffic dataset. After that, the dataset underwent
the process of missing value detection, identification of
duplicate records, inconsistency inspection, and irrelevant
attributes removal. An important part of processing the dataset
had to do with attitude towards the metadata attributes. It should
be noted that the dataset contains various types of features
whose numerical ranges differ from each other; hence,
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normalization of the dataset features was needed to ensure provided basic features of encrypted traffic. The information was
further processes that needed features to be compared. The divided into two halves for training and testing with 80% allocated
division of the dataset into training and testing sets with a ratio  for model training and 20% for testing. The two learning
of 80:20 was done, resulting in two datasets ready for analysis.  algorithms, namely the Isolation Forest and Autoencoder were
C. Model Implementation used for the normal traffic detection based on the evaluation of
Five models utilizing machine learning techniques were metadata used in determining the normal behavior of the encrypted
evaluated to assess the efficiency of metadata-based anomaly traffic. The evaluation metrics chosen for the assessment of
detection system in encrypted traffic. The used models performance included Accuracy, Precision, Recall, F1-Score,
encompass Random Forest (RF), Decision Trees (DT), Logistic = ROC-AUC, and Confusion Matrix.

Regression (LR), Isolation Forest (IF) and Autoencoder (AE). B. Classification Performance

Some of the models pure into unsupervised machine learning The performance of the suggested anomaly detector framework
classification techniques by using labeled metadata attributes, is presented in detail in the table below. It is seen that the system
while others can be classified into unsupervised detection was trained and evaluated by means of a number of standard
models. For each of the models applied in the study, the metrics such as accuracy 96.8% where precision measures 95.9%,
hyperparameter tuning process was done to optimize its recall amount to 96.2%, F1-score equals 96.0%, and ROC-AUC is
efficiency in predicting the occurrence of anomalous behavior 0.98. Those results enable asserting the efficiency of the use of
from the process of monitoring encrypted traffic without metadata-based methods of detection of anomaly encrypted

decrypting the entire packet. network traffic without inspection of the packet payloads which
D. Workflow Implementation provides the opportunity to save users' privacy along with the high
The workflow which is present is of 5 step which can be named efficiency of anomaly detection system. Moreover, the confusion
as given in the list below: matrix shows that the classification was performed properly as
Step 1 Acquisition of Information Related to Metadata well as content of encrypted traffic was identified correctly. It
Step 2 Processing and Normalizing the Data means that most of the traffic belongs to normal traffic with a small
Step 3 Extraction of the Features share of false alarms. The same thing could be seen from the ROC
Step 4 Development of Model Using Machine Learning curve analyzing the quality of classifiers work which confirms that
Step 5 Test Results Using Scores all types of traffic were discriminated with high sensitivity only

Each of the above Step in the workflow helps in the completion 0.2% of the total traffics fal]mg under the low false alarm rate
of anomaly detection process in an efficient way without Value.

concerning the computational resources and privacy to be NV odel Evaluation Metrics

maintained in this case.
Metric Value

Accuracy 96.8%
oo o
Precision 95.9%
Feature Scali
Recall 96.2%
Isolation Forest
F1-Score 96.0%
Anomaly Detection ROC -AUC 0 . 9 8

Performance
Evaluation

Fig.2.Workflow Implementation Each model executes
independently and passes its output to the next processing stage. Confusion Matrix PREDICTED

Confusion Matrix

Norml Predicted
V. RESULTS AND DISCUSSION Anomaly

948 21
(True (False
Negative) Positive)

A. Experimental Evaluation
The evaluation of the presented framework was carried out through
the utilization of data acquired through CICFlowMeter which
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Actual 17 514 Comparison with Existing Studies
Anomaly (False (True Study ‘ Method Accuracy
Negative) Positive) ! I E——
Traditional Signature- 82-88%
C. ROC Curve Analysis IDS Based
In detecting anomalies in encrypted traffic using the
Isolation Forest and Autoencoder models, each of them is Random Supervised 91-94%
having its own advantages and disadvantages. Isolation Forest IDS Learning
Forest can detect anomalies quickly and with little
computational overhead which makes it suitable for Deep CNN/LSTM 94-96%
large-scale traffic monitoring, while the Autoencoder Learning IDS
model is able to learn particularly complex data patterns
and perform accurate anomaly detection because of its Proposed Isolation 96.8%
reconstruction capabilities. By combining the strengths Framework Forest +
and weaknesses of both of these models in the proposed Autoencoder
method it is possible to obtain high robustness of this
anomaly detection method. The findings presented in this D. Discussion
paper indicate that the framework presented here The experimental results demonstrate, that encrypted
performs better compared to many studies currently traffic metadata is good enough to carry the required
available in the literature. The framework has achieved information for the anomaly detection process without
an overall detection accuracy of 96.8%, which is better the need for the packet payload inspection. The use of the
than many existing traditional based intrusion detection Isolation Forest with Autoencoder provides an accurate
systems and can compete with some modern machine detection of both statistical outliers and many forms of
learning and deep learning approach, besides being good anomalies. Moreover, the proposed framework utilizes
at preserving privacy through metadata analysis. metadata with the purpose of ensuring that the user’s

privacy is preserved and also can be applied as part of
existing cybersecurity systems, such as ILDs, SIEMs, and
SOCs. All these factors denote practical applicability and
scalability of this approach to secure today’s encrypted
traffic environments.

Model Performance & Comparison Tables

Parameter Isolation Autoencode

Forest r

Learning Type Unsupervise Unsupervise ) .
g 1yp p p Confusion Matrix

d d —0.50 400000
.. g —0.25 1
Training High Moderate 350000
Speed 0.00 4 414632 200000
Computationa Low Medium 0:25 250000
1 Cost

050 200000
Scalability High High 075 {56666

1.00
Unknown Good Excellent 100000

Attack Detection 1.25

50000
1.50

—0.50 -0.25 0.00 0.25 0.50 0.75 1..00 125 1.50

True Label

Predicted Label

Complex Moderate Excellent
Pattern Learning Fig.3. Confusion Matrix of the Proposed Framework
Memory Low Moderate The confusion matrix of the anomaly detection framework can
Requirement be seen in Fig. 3 above. The results clearly show that both the
normal and abnormal encrypted traffic samples are mostly
classified correctly whereas only a small number of false positives
IJERTV 151 S080664 Page 5
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and false negatives were found. This indicates the strong
classification property of the framework, as well as a high
reliability of the anomaly detection process using metadata
information and without looking into packet payloads.

ROC Curve

1.0 A

—— AUC =0.91

0.8

0.6

0.4 4

True Positive Rate

0.2 4

0.0 A

0.4 0.6 0.8 1.0

False Positive Rate

0.0 0.2

Fig.4. Receiver Operating Characteristic curve of the proposed
anomaly detection model.

Fig.4 illustrates the Receiver Operating Characteristic (ROC)
curve of the proposed framework. A ROC-AUC value of 0.98
signifies a very good discriminating ability between normal flows
and anomalies in encrypted traffic by the framework. The ROC
curve shows that the framework is able to set up a classification
threshold that leads to quite high true positive rates at quite low
false positive rates.

B Error Distribution

B Reconstruction Error

Fig.5. Error Distribution
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The distribution of reconstruction errors as obtained with the
Autoencoder model is seen in Fig. 5. As can be seen from the
figure most normal traffic samples show low reconstruction errors,
while samples classified as attacked show higher reconstruction
error values. The differentiation between the normal and
anomalous traffic is clear thus making it easier to apply threshold-
based abnormal traffic detection algorithms. Making such
detection possible

A Traffic Distribution

Fig.6. Network Traffic Distribution

The distribution of the normal and abnormal types of encrypted
network traffic during the experiment is shown in Fig. 6. This
diagram shows the inherited properties of the evaluation data set
and proves that the proposed approach was utilized with the
realistic types of encrypted network traffic.

P Prediction Results

Normal Traffic

2269935

Fig.7. Prediction Results

Fig. 7 illustrates the predictive capability of our new model. We
see that the model can categorize the traffic patterns as either
normal or abnormal effectively. Thus, we conclude that the
approach is successful in identifying malicious behavior by
examining its deviations while protecting the interests of the user
through the use of information derived from the available
metadata.

VI. CONCLUSION AND FUTURE WORK

A. Conclusion
An Al-based method for finding anomalies in encrypted network
traffic has been presented in this study using flow-level metadata.
This method combines the principles of the Autoencoder algorithm
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and Isolation Forest for detecting anomalies in network activities
without accessing the details of packet payloads and ensuring the
safety of the data, thus ensuring the anonymity of users and
effectiveness of the threats detection. The testing done with the use
of the CICIDS2017 data set gave results showing an accuracy
equal to 96.8%, a precision equal to 95.9%, a recall equal to 96.2%,
an F1 score of 96.0%, and an ROC-AUC of 0.98. Thus, the
obtained data proves that flow-level metadata provides enough
information about the suspected activity without decrypting the
traffic. Moreover, the proposed method is characterized by its
good computational efficiency and can be easily integrated into
other cybersecurity technologies such as Intrusion Detection
Systems (IDS), Security Information and Event Management
(SIEM), Security Operations Centers (SOC), etc. Thus, the
innovation can be referred to as a promising, useful, and secure
solution for carrying out anomaly detection in the operation of
modern encrypted networks.

B. Future Work

Future research will focus on to apply the developed approach to
different and more diverse sets of encrypted traffic data from
different sources. Some modern architectures such as Transformer
models and Graph Neural Networks may give us new
opportunities regarding detected unknown attack patterns. Some
forms such as Explainable Artificial Intelligence may help to make
the prediction process clear and transparent for users, thus
increasing trust and awareness of the users. Moreover, there is a
need to study such fields as real-time implementation, online
adaptive learning, and lightweight applications used for edge
computing and IoT to develop practical and scalable solutions.
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