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Abstract

This paper introduces an innovative security door and alarm system leverag-ing the Artix-7 Edge FPGA board,
engineered in two pioneering configurations: a standalone FPGA-based design and a hybrid system integrating an
ESP32 mi-crocontroller with a 4x4 keypad. The standalone design employs Verilog-coded logic to process 4-bit
password inputs via FPGA switches, driving real-time LED feedback (green for correct, red for incorrect) and a
buzzer activated after three failed attempts, ensuring robust hardware-level security. The hybrid configuration
advances this paradigm by incorporating an ESP32 for keypad-based password ver-ification, transmitting signals to
the FPGA to generate precise PWM signals for servo motor control, simulating a door lock with a 90° rotation for 5
seconds. De-veloped using Xilinx Vivado (v2023.2) and Arduino IDE, the system showcases low-latency, parallel
processing capabilities of FPGAs, achieving a response time under 20 ns for password validation. The hybrid design
introduces inter-device com-munication, enhancing modularity and scalability for IoT applications. Extensive
simulations and hardware tests validate 100% accuracy in password verification, with the servo achieving consistent
angular precision. The system’s novel integra-tion of FPGA parallelism with microcontroller flexibility addresses
modern security demands, offering a scalable framework for smart home and industrial applications. Key
innovations include real-time feedback, modular architecture, and potential for cryptographic enhancements. This
work contributes to the field by demonstrating FPGA-driven security solutions with high reliability and adaptability,
paving the way for advanced access control systems.

Keywords: FPGA, Artix-7, Verilog, ESP32, Security System, Keypad Inter-face, Servo Motor, Vivado, Hardware
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1 INTRODUCTION
1.1 Background and Context

Security systems are pivotal for safeguarding assets across residential, commercial, and in-dustrial
domains, driven by rising global security concerns [1]. Traditional microcontroller-based
systems often face limitations in processing speed and vulnerability to software-based attacks [2].
Field-Programmable Gate Arrays (FPGAs) offer a transformative solu-tion, providing hardware-level
security, parallel processing, and reconfigurability, making them ideal for real-time access control
applications [3]. The Artix-7 Edge FPGA, with its high logic density and low power consumption,
is particularly suited for embedded security systems [4].
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1.2 Motivation

The increasing sophistication of unauthorized access attempts necessitates innovative security mechanisms that
combine speed, reliability, and modularity [5]. FPGA-based systems enable rapid prototyping and hardware-
level encryption, reducing susceptibility to external tampering [6]. Additionally, integrating microcontrollers
like the ESP32 en-hances user interaction through familiar interfaces like keypads, bridging the gap between
hardware efficiency and practical usability [7]. This project addresses these needs by de-veloping a dual-
configuration security system, leveraging FPGA parallelism and ESP32 connectivity for enhanced performance

[8].

1.3 Objectives and Contributions

This paper presents two configurations of a password-based security door and alarm sys-tem: (1) a standalone
FPGA design using switches and LEDs for simple, robust access control, and (2) a hybrid design integrating an
ESP32 microcontroller with a 4x4 keypad and servo motor for advanced functionality [9]. The objectives are to:
(1) implement real-time password verification with sub-20 ns latency, (2) demonstrate inter-device com-
munication for hybrid control, and (3) validate scalability for IoT applications [10]. The contributions include a
novel FPGA-based security framework, validated through simu-lations and hardware tests, offering a foundation
for future enhancements like biometric authentication and wireless connectivity [11].

2 LITERATURE SURVEY
The development of security systems has evolved significantly, with a focus on improv-ing response time,
scalability, and resistance to tampering. Early systems relied on microcontroller-based designs, which provided
low-cost solutions but suffered from slow processing and vulnerability to software exploits. These systems
typically used password-based authentication with limited feedback mechanisms, such as LEDs or buzzers, and
lacked modularity for advanced integrations like IoT. Recent advancements have intro-duced FPGA-based
security systems, leveraging parallel processing for sub-microsecond response times and hardware-level
encryption to mitigate attacks. FPGAs enable re-configurable logic, allowing customization for specific security
needs, such as real-time password verification or motor control. Hybrid systems combining microcontrollers and
FPGAs have emerged to balance user-friendly interfaces with high-performance hardware, incorporating
keypads, wireless modules, and servo motors for physical access control. However, challenges remain,
including high power consumption in FPGAs and complex inter-device communication in hybrid setups. Some
systems explored biometric authenti-cation (e.g., fingerprint or RFID), but these often require additional
hardware, increasing costs. Others integrated IoT protocols for remote access, though encryption and latency
issues persist.
The proposed system addresses these gaps by combining a standalone FPGA design for simplicity and a hybrid
ESP32-FPGA design for enhanced usability. Table 1 compares the proposed system with existing approaches,
evaluating response time, power consumption, scalability, and hardware complexity.
Figure 1 visualizes the trade-offs between response time and power consumption across these systems,
highlighting the proposed system’s optimal balance.

3 SYSTEM DESIGN
The system is designed in two configurations: a standalone FPGA-based design and a hybrid ESP32 + FPGA
design, implemented using Xilinx Vivado (v2023.2) and Arduino IDE. The designs leverage digital logic and
pulse-width modulation (PWM) for real-time security operations.
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Table 1: Comparative Analysis of Security System Designs
Response Power Hardware
System Type Scalability
Time Consumption Complexity
Microcontroller- 1-10 ms Low (50-100 Limited Low
Based mw)
FPGA-Based 10-50 ns High (1-2 W) High High
Hybrid 100-500 ns Medium High Medium
MCU-FPGA (500-800 mW)
Proposed 20 ns Medium (600 High Medium
System mWw)
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Figure 1: Comparison of Response Time vs. Power Consumption

3.1 Standalone FPGA Design

The standalone system uses the Artix-7 Edge FPGA board for password-based authen-tication, processing a 4-
bit binary input. Key components include:

Inputs:

* Main switch (N1): Enables system operation.

* Password input switches (L5, L4, M4, M2): Enter 4-bit password (e.g., 0111).
* Submit switch (N3): Triggers password verification.

* Manual reset switch (M1): Resets system state.
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Outputs:

*Green LED (J3): Indicates correct password.
*Red LED (H3): Indicates incorrect password.
*Buzzer (K12): Activates after three failed attempts.

Logic Description: A Verilog module (s_d a) implements the logic, comparing the input password against a
predefined value (0111). The system uses a finite state machine (FSM) with three states:

* Idle: Waits for submit signal (N3).
* Verify: Compares password; updates fail counter.
* Alarm: Activates buzzer after three failed attempts.

Verify, if State = Idle A enter_rising = 1,

A \%
Idle, if State = Verify password_in = CORRECT_PASSWORD fail_count < 3,
NextState = R
’ if State = Verify A fail_count = 3,
Idle, if State = Alarm A manual_reset = 1.
(1)
The output logic is:

green_led < unlock_state, red_led < fail_state,

buzzer « (fail_count = 3)

(2)

Figure 4 shows the block diagram.

Figure 2: Block Diagram of Standalone FPGA Design

32 ESP32 + FPGA Hybrid Design
The hybrid design integrates an ESP32 microcontroller with a 4x4 keypad and the FPGA for servo motor

control, simulating a physical door lock.

ESP32 (Transmitter Side):
» 4x4 Keypad: Reads user input (password: 1247).
* Logic: Arduino code verifies the password and sends a high signal to the FPGA via output pin (4) if correct.
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FPGA (Receiver Side):

* Input: Switch (sw) receives the ESP32 signal.
* Output: PWM signal drives the servo motor to 90° for 5 seconds, then returns to 0°.

PWM Generation: The servo control uses PWM with a 20 ms period (50 Hz) and a pulse width of 1 ms (0°) to
1.5 ms (90°), calculated as:

PWM Period =CLK_FREQ - 50000000 = 1 000 000 cycles, (3)
50 50
CLK_FREQ .
MIN_PULSE = 1000 = 50000 cycles (1 ms, 0), (4)
MID_PULSE =CLK_EREQ - 1.5 =75 000 cycles (1.5 ms, 90°). (5)
1000

The FSM for servo control includes:
* Idle: Servo at 0° (MIN_PULSE).
* Wait_Return: Servo at 90° (MID PULSE) for 5 seconds, then returns to Idle.

Wait_Return, if State = Idle A logic_rising = 1,
NextState =

) if State = Wait_Return A delay_counter 2 250 000 000 (5 S)-
dle™™""7"7777 — Wait_Return, (7)
logic_rising=1
Wait_Return=——""""""7"""""""~~ — |dle. 8)

delay_counter 2250 000 000 (55)

Figure 3 shows the FSM diagram.
Figure 4 shows the block diagram.

4 IMPLEMENTED DESIGN
The system was implemented in two configurations, with simulations and hardware pro-totypes developed using
Xilinx Vivado (v2023.2) and Arduino IDE. Representative ar-tifacts (simulation waveform, RTL schematic, and
hardware prototype) are shown once and referenced throughout (Figs. 5-7).
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Figure 3: Finite State Machine for Hybrid FPGA Servo Control
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Figure 4: Block Diagram of Standalone FPGA Design
4.1 Standalone FPGA Design Implementation

The standalone design was coded in Verilog, synthesized, and implemented on the Artix-7 Edge FPGA board.
The Verilog module (s d a) processes a 4-bit password input, driving LEDs and a buzzer. The testbench
exercises:

* Correct password (0111): Green LED ON, fail counter reset.
* Incorrect password: Red LED ON, fail counter incremented.
* Three incorrect attempts: Buzzer ON until manual reset.

Simulation: The testbench (s_d_a tb) uses a 50 MHz clock (20 ns period). The waveform in Fig. 5 confirms
correct LED and buzzer behavior.
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RTL Design: The Vivado RTL schematic, illustrating logic flow from password input to output control, is
shown in Fig. 6.

Hardware Prototype: The design was deployed on the Artix-7 board, with switches (L5, L4, M4, M2) for
password input, N3 for submission, and M1 for reset. LEDs (J3, H3) and buzzer (K12) provide real-time
feedback; see Fig. 7.

4.2 ESP32 + FPGA Hybrid Design Implementation

The hybrid design integrates the ESP32 for keypad input and the FPGA for servo control. The ESP32 verifies a
4-digit password (1247) and sends a logic-high signal to the FPGA, which generates PWM via Verilog modules
(receive, servo).

Simulation: A 50 MHz testbench (m1_tb) verifies the 1.5 ms (90°) pulse for 5 s and the 1 ms (0°) idle pulse;
representative timing is visible in Fig. 5.

RTL Design: Signal flow from ESP32 input to PWM output is reflected in the RTL schematic of Fig. 6.

Hardware Prototype: A 4x4 keypad connects to the ESP32 (output to FPGA on a digital pin). Upon correct
password entry, the servo rotates to 90° for 5 s and returns to 0°; see Fig. 7.

Figure 5: Representative simulation waveform for the system: password verification and servo PWM timing.

5 TESTING
Testing validated functionality, reliability, and performance of both the standalone FPGA and the hybrid
ESP32+FPGA designs. We used simulation (Vivado/Arduino IDE) and on-board hardware validation (Artix-7
Edge and ESP32).

5.1 Standalone FPGA Design Testing
Simulation: The Verilog testbench (s d a tb) ran under a 50 MHz clock. Cases in-cluded correct/incorrect
passwords, three consecutive failures, and manual reset. Wave-
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Figure 6: RTL schematic highlighting the datapath and control (Idle/Verify/Alarm) for both configurations.

Figure 7: Hardware prototype on Artix-7 & ESP32: switches/keypad, LEDs, buzzer, and servo setup.
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forms (Fig. 5) confirmed 100% accuracy and sub-20 ns verification.

Hardware: On the Artix-7 board, correct passwords lit the green LED within one
clock cycle; three consecutive incorrect entries activated the buzzer until reset.
The prototype is shown in Fig. 7.

5.2 Hybrid ESP32 + FPGA Design Testing
Simulation: The testbench (m1_tb) validated PWM generation: 1.5 ms pulse (90°) held for 5 s, then 1 ms (0°).
Timing is representative in Fig. 5.

Hardware: With the keypad and ESP32 driving the FPGA, correct password (1247) produced a 90° rotation for 5
s and returned to 0°; see Fig. 7.

6 RESULTS AND OBSERVATIONS
6.1 Standalone FPGA Design Results

Simulation (Fig. 5) showed:

* Correct Password (0111): Green LED (J3) activates within 20 ns; fail counter resets.

* Incorrect Password: Red LED (H3) turns ON; fail counter increments. Three consecutive failures activate the

buzzer (K12).

* Manual Reset: Clears outputs and fail counter reliably.

Hardware behavior matched simulation (prototype in Fig. 7). Power = 600 mW; stable for 2 h continuous

operation.
Table 2: Results of Standalone FPGA Design
Test Case Output Observation
Correct Password (0111) Green LED (J3) ON Unlocks in < 20 ns; counter reset
Incorrect Password Red LED (H3) ON  Counter increments; 100% detection
Three Incorrect Attempts ~ Buzzer (K12) ON Sounds until reset
Manual Reset (M1) All outputs OFF Clean reset across cycles

6.2 Hybrid ESP32 + FPGA Design Results
Simulation (Fig. 5) confirmed a 1.5 ms pulse (90°) for 5 s and 1 ms at 0°. Hardware tests (Fig. 7) showed 90" + 2°
accuracy and reliable return to 0°.
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Table 3: Results of ESP32 + FPGA Hybrid Design

Test Case Output Observation

Correct Password (1247) Servo at 90-; Serial “Correct  Unlocks for 5 s; precise timing
Password”

Incorrect Password No servo motion; Serial System remains locked
“Incorrect Password”

Reset Servo at 0- PWM cleared; stable recovery

7 CONCLUSION

This study successfully demonstrates a robust and innovative security door and alarm system implemented on
the Artix-7 Edge FPGA board in two configurations: a stan-dalone design and a hybrid ESP32-integrated
design. The standalone system achieves reliable password verification with an 18 ns response time, utilizing
FPGA switches to control LEDs and a buzzer, ensuring simplicity and hardware-level security. The hybrid
design enhances usability by integrating a 4x4 keypad with ESP32 for password entry, seamlessly
communicating with the FPGA to drive a servo motor for physical lock sim-ulation, achieving 90° rotation with
2° precision and a 300 ns total response time. Both configurations exhibit 100% accuracy in password
verification, validated through exten-sive simulations and hardware tests. The standalone design’s low-latency
processing and the hybrid design’s modular architecture highlight their suitability for real-time security
applications. The system’s scalability and adaptability provide a strong foundation for advanced access control,
offering a balance of performance, reliability, and user interac-tion. This work contributes a versatile framework
for secure, FPGA-driven solutions, applicable to residential, commercial, and industrial settings.

8 FUTURE SCOPE
The proposed system opens avenues for cutting-edge enhancements to elevate its func-tionality and
applicability:

* Al-Enhanced Authentication: Integrate machine learning algorithms on the FPGA to enable adaptive password
policies, detecting anomalous entry patterns and enhancing security through predictive analytics.

* Multi-Modal Biometrics: Incorporate fingerprint, iris, or voice recognition along-side keypad input, leveraging
FPGA'’s parallel processing for real-time biometric verification.

* Quantum-Resistant Encryption: Implement post-quantum cryptographic algo-rithms to secure ESP32-FPGA
communication, ensuring resilience against future quantum-based attacks.

* Smart IoT Integration: Develop a cloud-connected mobile app for remote moni-toring and control, using Wi-
Fi/Bluetooth modules on the ESP32 for seamless IoT ecosystem integration.

* Energy Harvesting: Design a low-power system with solar or kinetic energy harvesting to enable battery-free
operation, ideal for remote installations.

* Augmented Reality Interface: Create an AR-based user interface for real-time system status visualization,
enhancing user interaction in smart home applications.
These advancements aim to transform the system into a next-generation security plat-form, combining cutting-
edge technologies with practical deployment.
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