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Abstract-Jammer identification is a serious challenge in
wireless sensor network. There are many systems to
identify Jammers. Still Jammers attacks sensor networks
much faster. So identification of fast mobile jammer isthe
main threat in WSN. Jammer is a transmitter mainly used
for jamming signals. When new nodes enter to the sensor
group in WSN, theinitial routing processis performed for
finding the desired node is jammer or non-jammer. After
the identification it is decided for transmission. So here it
will not allow any jammers to affect the data transmission
in WSN. A new scheme called as debut node
decentralization algorithm (DND) is proposed.Trigger
identification service for reactive jamming in wireless
sensor networks is presented, which promptly provides the
list of trigger nodes, without introducing new hardware
devices. Itismainly usedin military application.
Keywords: jammer, trigger node, group testing,
routing, non-jammer nodes.

I.INTRODUCTION

The project is about jammer idenéfion
in mobility which comes under mobile computirg.
wireless sensor network nodes are grouped and are
provided with a single base station for each group,
where the base station will collect all the infotina
about the nodes that is whether it is jammer or ot
will also detect the jammer range up to which the
data cannot be transmitted. When a new node enters
to the group then that node can be easily idedtiie
this base station.Through the activity of thoseeasod
it can be identified that the node can be used for
transmission or not. When the nodes are identified
will decide the path to send the message, throhigh t
path the message can be transmitted.Testing ofsnode
is normally done individually for all the nodesnitay

consume more time. Instead here nodes are grouped
and are tested, so that time delay can also be
minimized and it will reach the destination node
correctly in time.

[I.PROBLEM STATEMENT

The main problem is that the mobility in
jammer. When jammer is in fixed location it can be
easily identified, but while it is moving it cannbé
detected easily. Resolving the above problemeés th
proposed system that is the identification of mgvin
jammer in wireless sensor network. Initially thege
of jammer during searching of nodes for identifying
the node whether it is jammer or not, it will be
difficult while searching each node individuallyo S
group testing is introduced (shown in figure 1) véhe
some nodes are grouped and is allowed for searching
While it works for proactive jamming, all the jamche
nodes are having low PDR and thus incapable for
reliable message delay.

However, in the case of reactive jamgni
this is not always the case. Only a proportiorheke
jammed nodes, named trigger nodes, whose
transmissions wake up the reactive jammers, are
blocked to avoid the jamming effects.The expected
lifespan of sensor network applications ranges feom
period of time intervals is given with the limited
power supply of sensor nodes, places high demands
on the energy efficiency of the running algorithms.
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[11. WSN GROUP

Figure 1 Nodes in grey and blue - victim nodes
around jammer nodes, blue nodes are also trigger
nodes, which invoke the jammer nodes. Nodes
surrounding the jammed nodes are boundary nodes,
while the others are unaffected nodes.

IV.EXISTING SYSTEM

The problem of localizing a jammer .in
wireless networks by hearing range based
localization algorithm is that utilizes the changds
network topology caused by jamming to estimate the
jammer's location [1]. The impact of a jammer and
have shown the levels of the node’s hearing range
changes are determined quantitatively by the distan
between a node to the jammer. Therefore, it can
localize the jammer by estimating the new hearing
ranges and solving a least-squares problem. It does
not depend on measuring signal strength inside the
jammed area, nor does it require delivering
information out of the jammed area.

Thus, it works well in the jamming se€ios
where network communication is disturbed. But this
can be done for jammers which are stable in certain
place. In existing algorithms, it cannot perform to
locate the triggers in a fault tolerant environmamdl
further identify the jammers by the locations. lkaa
investigate the dficient conditions for the existence
of constructing routing algorithms where triggess a
only receivers. The problem of generating all
maximal cliques in a UDG is considered here.
General algorithms to find cliques in a graph are
exponential, so it relies on a polynomial

approximation [5]. Each edge and all maximal
cliques with this are found to be the longest edge.

Proceedings of International Conference”ICSEM'13”

Algorithm works by making certain key observations
about the geometric structure of these graphs.
Demerits of the existing system are reactive jansmer
can bring up larger damage due to efficient attaak
hardness to detect [2]. The expected lifespan of
sensor network applications ranges from a period of
time intervals is given with the limited power siypp

of sensor nodes, places high demands on the energy
efficiency of the running algorithms. A novel
jamming detection scheme is the solution to these
problems, but this scheme is able to identify the
cause of bit errors for individual packets with tig
probability by looking at the received signal stgdn
(RSS) during the reception of those bits.

V. PROPOSED SYSTEM

A new scheme called as debut node
decentralization algorithm (DND) is proposed for
finding the new node joining to the sensor groupe T
identification of fast mobile jammer is the main
threat in WSN. When a new node enters to the sensor
group in WSN it can be easily identified by the éas
station provided for that group. After finding the
status of the node that is whether the node is jamm
or not, the initial routing process is done.

After the identification of path it is decided
for transmission. The application-layer real-time
trigger identification service for reactive jammiirg
wire-less sensor networks, which promptly provides
the list of trigger nodes using a lightweight
decentralized algorithm, without introducing new
hardware devices, nor significant message overhead
at each sensor node.

Decentralized trigger-identification
procedure is a lightweight in that all the calcidas
occur at the base station and the transmission
overhead as well as the time complexity is Idtv.
uses error tolerant group testing with that nodes ¢
be grouped and the nodes in that specified groop ca
be easily identified by that base station alonghwit
their status like where the nodes are moving frooh a
the status of that node, that is whether the nede i
jammer or not.This group testing will detect the
jammed area in order to send the data to the
destination point without any disturbances and with
time.Thus after defending the jammer area it can
choose the path where there is no threat due to
mobile jammer.
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5.1 DND ALGORITHM

Initially the nodes are checkedatths
every node entering into WSN region. Once the
nodes are investigated the status of each nodeean
known. Each node in the group is given with an id
when it moves to other group then that node is once
again given with a new id. It will generate key for
every node with group id.

Repeat the steps until every nodethia
network has been grouped. After the identificatién
anomaly node alert message is sent to all the nodes
about that node.Certain range is chosen for those
anomaly nodes. When a node enters into that area
those nodes are said to be as victim nodes.Those
nodes are tested that whether the nodes are affecte
by the anomaly node or not.If it is not affectedrth
those nodes are identified to be a non —jammer node
with which one can transfer the message through tha
nodes.

VI.CONCLUSION

Nodes in the group are identified te
base station provided to that group. Base statitin w
receive the status report of all the nodes witk thi
will find that the node is jammer or not. In order
provide an efficient trigger identification service
framework, several optimization problem models and
corresponding algorithms to them are provided,
which includes the clique independent problem,
randomized error tolerant group testing, and
minimum disk cover for simple polygon. The
proposed scheme debut node decentralization
algorithm needs to be analyzed.
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