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Abstract - Modern communication systems use static 

cryptographic keys that are highly vulnerable to cyber-

attacks, which can compromise sensitive data over time. To 

solve this problem, our project proposes an Adaptive 

Cryptography framework that integrates Machine Learning-

based Intrusion Detection Systems (IDS) with dynamic key 

management. The system applies prescriptive modelling 

techniques to analyze the real-time and historical network 

traffic data to identify the anomalous patterns that may 

indicate the potential security threats. The model employs 

supervised machine learning algorithm Support Vector 

Machine (SVM) to classify traffic as normal or malicious with 

higher accuracy. When an intrusion is detected, the system 

automatically begins cryptographic key rotation using secure 

protocols such as Elliptic Curve Diffie-Hellman (ECDH) for 

key exchange and Advanced Encryption Standard (AES) for 

data encryption.[11] This adaptive mechanism helps to 

reduce the risk of compromising keys and provides 

continuous protection. Also, data science methods such as data 

preparation, feature selection and behavioral analysis 

improves the efficiency and decision making capability of the 

model.[6] The ultimate aim of this approach is to improve 

cyber security through real-time threat detection and 

dynamic encryption, ensuring secure and reliable 

communication in growing network environments.[5] 
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I. INTRODUCTION 

With the rise of cyber-attacks, it has become 
increasingly challenging and important to protect data and 
communication in today’s digital world. Traditional 
security systems employ static cryptographic keys, which 
remain unchanged for extended periods and are thus 
susceptible to attacks. Once these keys are leaked or 
cracked, they could access sensitive data and create serious 
security risks. But frequent key changes are also inefficient 
and introduce complex overhead. This points to the need for 
smarter and more flexible security solutions. Adaptive 
Cryptography aims to tackle these limitations by 
combining machine learning with encryption techniques. 
Instead of using static keys, the system keeps an eye on 
network activity and responds to suspicious behaviour. 
When the system detects an intrusion, it automatically 
updates the encryption keys.[9] This measure prevents 
attackers from reusing any compromised keys. The 

complexity of cyber threats is increasing and data-driven 
approaches are becoming more and more relevant. Network 
data is analysed at large to detect abnormal patterns and 
predict potential attacks using Machine Learning 
techniques. This allows the system to take preventive 
measures rather than reacting after damage has been 
done.[10] 

The overall process is composed of several steps, each 
contributing to the construction of a secure and intelligent 
system: 

• Data Preparation: Cleaning and structuring raw 
network data, removing irrelevant or inconsistent values. 

• Pattern Modelling: Statistical and learning 
methods to understand normal vs abnormal behaviour. 

• Decision Structures: Defining system responses 
to different threat scenarios using models such as decision 
trees. 

• Anomaly Detection: Real-time detection
 of anomalous activities that could indicate a 
cyber-attack. 

• Predictive Analysis: To foresee possible threats 
and take proactive measures like updating keys in 
advance. 

A. Data Science/Analytics 

The Data Science and Analytics deals with the analysis 
of a large amount of data in order to understand the 
behaviour of networks and the prediction of security risks. 
The analysis facilitates the identification of concealed 
patterns in network traffic and aids the system in making 
informed security decisions. The application of analytical 
techniques enables the system to detect potential risks 
within a network and respond appropriately.[1] 

Five major types of the process: 

• Data Collection: The process entails collecting real-
time network data, including traffic logs, packet details, 
and intrusion alerts, from multiple sources. 

• Data Storage: The collected data is systematically 
organized and securely stored, ensuring it remains 
clean, structured, and prepared for subsequent use. 

• Data Processing: The data are analyzed employing 
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techniques such as classification and pattern 
recognition. 

• Data Analysis: To calculate and evaluate hwo strong 
the threats are and predict the attacks, the advanced 
analytical methods are applied. 

• Data Presentation: The final results are displayed Using 
graphical representation, dashboards and reports, end 
results are shown.[2] 

Machine Learning: 

 

Machine learning is a key subject of Artificial 
Intelligence which allows the system, algorithm, tool to 
understand and learn from the given data sets. Here, it helps 
to understand and detect network activities which are more 
suspicious and then decide when to reset or update the 
cryptographic keys. By understanding previous data related 
to behaviour of the network, the model learn the network 
pattern and can take appropriate actions against cyber 
threats. Machine learning performs its operation based on 
major three components.[3] 

• Decision Mechanism: This component 
analyses and understand the incoming 
datasets in the network and classifies as a 
datasets. It improves its efficiency without 
any programming. Triggering the rotation of 
cryptographic keys is mainly based on the 
features like login attempts 
i.e. how many times user have attempted login 
to the network, duration of the session and 
protocol type. 

• Optimization process: To decrease the errors 
and glitches, the model runs continuously and 
adjust all the parameters which are necessary. 
This behaviour of the model increases the 
reliability of detecting unusual, unseen and 
new cyber-attacks. 

• Evaluation Metrics: There are few parameters 
like recall, F1 score, precision and accuracy 
to measure the performance of the model. 
This makes model to understand the actual 
threat and attacks instead of unnecessary and 
unwanted alerts.[] 

II. PROBLEM STATEMENT 

Design and develop a security algorithm which is smart 
and adaptive in nature to detect potential threats to the 
network at very early stage, detect channels which are 
compromised, which will prevent sensitive data from being 
accessed. Generally cryptographic systems has constant or 
static keys which do not change over the period of time, 
hence becomes easy for intruders to intercept the key and log 
in to the network easily. This situation creates difficulties in 
maintaining security of the network. 

 
 

Fig. 1. Flowchart of security algorithm design 

III. METHODOLOGY 

A. Data Collection 

There are standard data sets available like NSL – KDD 
from which user behaviour parameters and data of 
network traffic is collected for manipulation. These data 
sets has information about multi-level connection features 
including types of protocol, traffic flags. This gives clear 
idea about network activity. 

 

Fig. 2. Dataset 1: cybersecurity_intrusion_data.csv 

B. Data Cleansing 

Pre-processing of the data is performed in Jupiter 

notebook environment by using Python libraries like 
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pandas. This process helps to remove null values data sets, 

duplicate data sets to improve data consistency. This leads 

to generate hassle free and clean data sets which is then 

used for further analysis and to train the model. 

Plt.figure(figsize=(15,8)) 

df[numerical_features].boxplot() 

plt.xticks(rotation = 15) 

plt.title(“Boxplot of Numerical 

Features (Outlier Detection)”) 

plt.ylabel(“Values”) 
plt.show() 

 

Fig. 3. Data Cleaning: Outlier Detection 

 

C. Data Selection 

To understand the network whether it is normal or 
malicious, relevant parameters of the data sets are selected 
based on their significance. Based on priorities of the 
parameters such as session flags, 

 

 

 

Fig. 4. Attribute correlation 

D. Data Selection 

 
Using Label Encoding techniques all ategorical 

parameters are converted into numerical form. Moreover, 
Standard Scalar is used to scale features, normalizing their 
numerical ranges so the model learns evenly across all 
attributes without being skewed by any particular one. 

E. Data Selection 

The proposed system follows a structured pipeline: 

Data Ingestion -> Data Pre-processing -> Intrusion 
Detection (IDS classification) -> Key Rotation trigger. 

This architecture is designed so that any detected 
anomaly triggers the cryptographic key management 
process right away. 

F. Platform or Tool selection 

To develop this algorithm, python programming 
language is used for both , model and backend logic. The 
Flask framework is used to build APIs that manage 
intrusion detection and key management processes. The 
frontend interface is developed with React and styled 
using Tailwind CSS to deliver an engaging user 
experience. 

G. Algorithm 

Several supervised machine learning algorithms such 
as Random Forest, K-Nearest Neighbours (KNN), and 
Decision Trees are assessed. The XGBoost classifier is 
chosen for final deployment because it offers the highest 
accuracy, is highly robust, and can effectively manage 
intricate, non-linear patterns in network traffic data. 

 

 
 

Fig. 5. Model Comparison 
 

H. Behavioural Analysis 

The system analyses network sessions in real time by 

evaluating traffic patterns and user behaviour. This allows 

for precise categorization of activities as either normal or 

malicious, thereby improving the effectiveness of intrusion 

detection. 

I. Implimentation 

The model is developed and trained within a Jupyter 

Notebook environment. The trained model is stored as a 

serialized file (xgboost_model.pkl) and incorporated into 

the Flask backend (app.py). The backend also interacts with 

the key management module (key_rotation.py) to carry out 

dynamic cryptographic operations. 

Published by : International Journal of Engineering Research & Technology (IJERT)
https://www.ijert.org/ ISSN: 2278-0181
An International Peer-Reviewed Journal Vol. 15 Issue 09 , September - 2026

IJERTV15IS090907 Page 3

(This work is licensed under a Creative Commons Attribution 4.0 International License.)



IV. CONCLUSION

This study aimed to overcome the shortcomings 

of conventional cryptographic systems that depend on 

static keys, known to be especially susceptible to 

contemporary cyber-attacks. To address this 

challenge, a flexible framework was introduced by 

combining Machine Learning-based Intrusion 

Detection with dynamic cryptographic key 

management. The main goal was to investigate and 

assess different Machine Learning and Data Science 

methods for identifying network intrusions and 

safeguarding secure communication. The system 

successfully showed that integrating real-time 

intrusion detection with automatic key rotation greatly 

improves security. By employing AES for encryption and 

ECDH for secure key exchange, the framework 

guarantees that any compromised key is swiftly replaced, 

thereby minimizing the risk of data exposure. 

Nevertheless, some challenges emerged during 

implementation, especially in combining various system 

components and enhancing real-time performance. 

These limitations underscore the necessity for greater 

refinement in system architecture and deployment 

strategies. Overall, the proposed approach offers 

an effective and scalable solution for contemporary 

cyber security threats by facilitating intelligent, 

adaptive, and automated defence of communication 

systems. 

Fig. 7. Visualization in Tableau 

J. Data Visualization

Performance evaluation employs visualization tools like
Matplotlib and Seaborn to produce confusion matrices and 

accuracy plots. Moreover, a React-based dashboard offers 
real-time oversight of detected intrusions, active encryption 
keys, and key rotation logs.

Fig. 6. Data Visualization 

plt.figure(figsize=(15,8)) 

df[numerical_features].boxplot(

) plt.xticks(rotation = 15) 

plt.title(“Boxplot of Numerical 

Features (Outlier Detection)”) 

plt.ylabel(“Values”) 

plt.show() 
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