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AbstracH The tremendous development of wireless
communication technology has revolutionized human lifestyles
in providing the most convenienceand flexibility over accessing
internet services andreliable services offered for privacy
and security. Research on VANETs has been receiving
increasing nterest both in the algorithmic aspects as well as
standardization efforts due to the high mobility and sparse
distribution of the vehicles on the road. VANET environment is
the promising approach to provide traffic, safety and other
applications to the divers as well as passengers. In VANET,
achievements are meant for not only reliable data delivery but
also the delivery of information efficiently with security.
Security is an important aspiration for VANET in view of the
facts that improved security which reduces accidents and
consequently improves traffic conditions and yet save lives.
Clustering algorithms have emerged as an alternative powerful
learning tool accurately analysis the massive volume of data
generated by using modern technology in order to deliver a
message to its destination. Clustering is using to improve routing
scalability and reliability in VANET system, as it results in the
distributed formation of hierarchical network structures by
grouping vehicles together based on correlated spati
distribution and relative velocity. Depends on the IEEE 802.11p
standard, the dedicated short range communication (DSRC)
system supports two types of communication environments:
First is vehicleto-infrastructure (V2I) and second is vehicleto-
vehicle (V2V) communication. In this article, we can increase
the information shareability by using NTBS clustering protocol
by using TTRs concept.
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l. INTRODUCTION
An Ad hoc Network tself is a system of network forming

arbitrary topology with P2P connection. It is called as
decentralized network. If network will create for short period
of time then it is termed as Ad hoc network. In Ad hoc

networks the goal will be increasing the niipi and
flexibility [ 1, 2, and 3.
Existence of communication among vehicular nodes

communication is called VANETVery high number of

people is sharing of information in VANET system. So

providing security to information sharing is must. VANET

system, each vehicle contains number of device which is us

for sending and receiving the d§4.
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In VANET system every node should maintain
connectivity with other vehicular nodes in order to obtain
best communication facility. Without security, information
sharing is meaningless and an attacker easily attack on that
information and also assets of network are damaged by
corrupting the whole networf6]. We can provide security
using secure protocolsln secure protocols, increase of
communication range directly proportional to secure protocol
involved. The goal of our paperis to increase the
communicationcapabilityin VANET systemenvironmento
achieve the secure communication by developing NTBS
Clustering protocol for VANET in ubiquitous Computing
Environment

The usage of automobiles provides many benefits to
society, including transportation provision, and revenue
generation from the tax opportunities and travel facilities.
Vehicles play an impaant role in our daily life in providing
transportation facility to carry goods from one place to
another place, and comfort with safety conditions to
passengers as well as drivers. Messages exchanged in
VANETs to increase the range of awareness of drivers
beyond their authentication level, thus significantly
improving safety and comfort conditions to all passengers in
a vehicular nod¢6]. VANET system environment provides,

a plethora of other applications such as collision avoidance,
and entertainment of passengers including chatting,
interactive games, file sharing etc. VANET systaitows
vehicular nods to communicate with each other within a
distance of 104800 meters approximatelyHence, i is
difficult to maintain routing path among vehicles becainse
VANET system the network topology is dynamic topology
and the wireless communication links are inherently unstable
The large numberfoexchanged messages between vesicle
in dense traffic can cause overloading of the available
network resources andut congestion related delays. On the
other hand, low traffic densities often cause the network to be

iri]ntermittently connectefl].

order to provide safety conditions on road with bestNO

A modern vehicle is a network of Sensor parts on wheels.
rmally a modern vehicle contains Forward/backward
radar, GPS, Comyting platform, humamachine interface,

"EDR and TPD. VANET utilizes DGPS (differential GPS),
eC(BjPS (Global Positioning System) devices to calculate exact

vehicle position. DGPS (Differential GPS) equipped devices



to compute exact vehicle position and tedbg@®s like  TABLEIL STANDARDS OF DSRCIN, USA, JAPAN,AND EUROPE

Bluetooth detection, sensing meth&d. USA Japan Europe
uetooth detection, sens g me quj Features Standards Standards Standards
Event Data Recorder (EDR) Positioning 1 MBPS for 500 KBPS
_Front Radar __System Data Rate Use 3-27 MBPS downlink for downlink
in both links | 4 MBPS for 250 KBPS
Rear uplink for uplink
- Spectrum Band | _ 75 MHz 80 MHz 20 MHz
i Channels 7 7 4
Transmission 1000m 30m 1520 m
ange
c e E— ) Half-duplex
omputing ommunication j . . R
PRI E bisplay | macility Comnnqwgggatlon Half duplex FLTISE;eX Half-duplex
Fig. 1. A Modern Vehicle Overview - in RSU
Radio frequency 5.9 GHz 5.8 GHz 5.8 GHz
A. The Major Components of a VANET system Channel Separatio 10 MHz 5 MHz 5 MHz

The Wireless OnBoard Unit (OBU):- it is used to _ _
authenticate nodes (vehicles) with another node in specified DSRCwas particularly developed for the fulfillment of

network. the requirements dhe VANET system. It works on physical
The Roadside Unit (RSU):- it is used to give signals to and MAC layer of IEEE 802.11 standard. It operates on 75
nodes which are moving to get authentication. MHz spectrum in 5.9 GHz frequency band at 27 MBPS data
And the Authentication Server (AS)- it will be stored all  rate in US. In Europe, Japan countries it operates on 30 MHz
key pairs. spectrum in 5.8 GHz barié]. It provides ligh level data rate
, o Server transfers of communication with low latency in small zones.
.'Z;'.,-_S.'.'.’.'.;I"‘ . E- The DSRC spectrum is divided into 7 channels as 1 control
T . channel and 6 service channels operates. control channel
BsU e is also used to announce the services that are available.
ettt Implementation details are communication range is 300
Bemaln meters, data rate 6 mbps and broadcast period is 300ns. It
AL means it serves safety applications. Besides, service channels
SRSy e e serve norsafety applications.
P P B. Major Problem in VANET System
T The problem insideVANET system was achieving
IEEESOnit e communication without providing security among vehicles.
Fig. 2. Main components of VANET system To overcome this big problem | proposed NTBS (Network

Theory Based Secure) Clustering protocol to increase
information shareability with TTRs Concept in VANET
inside VANET system system envionment. It can increase the capability of sharing

In ettin communication . . . .
g 9 of information. For the review, we have discussed the

environment, vehiglar nodes role is very important. In

VANET system environment all vehicles communicate by
using some wireless system technologies such as DSRC IEE
802.11p, MBWA, and IEEE 802.20.

taxonomy of clustering approaches and grouping them into
@( groups and review these protocols. Even though, many
protocols were developed, it is cleltat no protocol is
swtable for getting best communication in VANET system in

Potential extension of the all situations which provides security.

UNII band C. Flow of Communication in VANET System
To share information among vehicles in VANET
. ch th Ch  ¢h ch Ch Ch environment, communication is must. Communiation lsan
c 172 174 | 176 ‘&\ 180 | 182 }i* obtained in VANET system wusing communication
ET o " . o . - o oo components. In VANET environment communication can be
S E § § E § % 5 5 § achieved using some standard protocols mainly in four ways.

These ar¢10]:
V2l,V2V, V2C, andV2B.

1.
i
:

Public safety: Public safety:
vehicle-vehicle Intersections

Fig. 3. DSRC channels for VANET system

. LITERATURE SURVEY
Still researchers are trying to ddop protocols to
increase the comunication capability in VANET [11]Here,
authors addressed the security concepts for VANET
environment and provided appropriate security architecture in
VANET communication. This experiment worked good but
large storagespace.[12] achieved communication between



nodes take place in secured way by using Random Passwagives not only communicatiobut also provides security to
Generator and security algorithms similar to ECO%3] and  communication. If the authentication procedure done
TESLA [14]. Clustering has been widely used to disseminatsuccessfully, the vehicle is trustful vehicle (TV), otherwise it
the message to their end poifit5]. To achieve fast is considered as mistrustful vehicle (MV).The MV requires to
communication with security is one of the major problems irobtain the authentication successfully in ortechange from
VANET. ECC [16] method by Menezes, S. Vnstone, and D.MV into TV. The trustful vehicles change the MVs into TVs
Hankerson achieved best security but with high computatioperforming the authentication procedure.

cost. Wang et a[17] developed a clustering way on mobility The proposed NTBS clustering scheme provides security
metrics which is based on geographical data. In this, héature to shareable information in VANET system
suggested and proposed stability of a cluster structure amshvironment. This scheme involves witthe following
explained the communication overhead for balancing therocedures:

structure. Fan et a]18] developed a clustering way by using

a cluster creation methoéiere, in this method he proposed TABLE II. PROPOSELBSYSTEMPROCEDURES
Dynamic Clustering Algorithm (DCA) to create more stable 1.LE Registration,

clusters. F. Ahammed et dl19] developed an algorithm
called LICA in order to improve the accuracy using GPS

2.NTBS clustering Protocol key generation

devices. Blum et al[20] proposed a system using bl 3. Node Authentication
Key-Infrastructure to send and receive information of
vehicular nodes. Sivagurunathan et El1] developed a 4. Transitive Trust Relationships

method which was seley managed using clustering

technique by dividing the network is into sublusters.

Almalag et al.[22] developed an gbrithm depends on a This final NTBS key sends to all nodes which are inside a
clustering technique and similarity of vehicles. Souza et akluster. Then ewg node before giving authentication checks
[23] developed an algorithm that technique utilizes ALMwhether that being authenticated node having same value
(Aggregate Local Mobility) technique. The ALM protocol is equals to NTB&a value or not. If that value is equal to
a beacon depending and aims at increasing théiile ofa ~ NTBS;.a then that node will be authenticated. Similarly by
cluster. Kayis et al[24] developed clustering way classified using TTR conceptVenkatamangaradNampally, Dr. M.
vehicles on speed range to form clusters for achievinRaghavender Sharma, 2017) communication will be flown in
communication among vehicular nodes. $2&)] proposed a total cluster.

security method based on identity of a vehicle to preserve

user privacy in VANH environment. Azogy26] proposed

an APLM method in order to deliver the content of VANET B. Details of Proposed Implementation

system environment among vehicular nodes. Kamlesh In order to implement NTBS Clustering protocol in
Namdev [27] proposed a clustering algorithm to provide VANET communication, we have used some simulation tools
efficient and secure communication in VANET system. W.and parameters. A Simutat can predict the behavior of a
Zhiargang [28] proposed a technique based on heuristicietwork. Computer simulation can be used to assist the
clustering approach. This is also called as PPC (Positioninodeling and analysis in many natural systems. NS2
based Prioritized clustering and uses geographic position &fmulator abbreviation is Network Simulator version 2. It is
vehicular nodes. Littlg29] proposed a clustering method developed primarily for UNIX based OS. Now it suppoits a
DPP (direction Propagation mmed) which is based on OS platforms including MSvindows, Solaris and Linux
MOBIC technique in VANET system. This MOBIC method mint. It is mainly used to predict the behavior of MANETS as
calculates signal strength and plays important role in order t¢€ll as VANETSs. It is licensed for use under GNU (Kevin

increase communication. Fall, and Kannan Vardhan, 2000). The primary use of NS is
in network research to rmulate various types of
lll.  PROPOSEIWORK wired/wireless local and wide area networks.

To implement this ns2 project we should use following

A. Significance of Proposed Work
software and packages are:

Study of set of positive whole numbers is caliuimber
theory. It is concerned with properties of integers. It plays an
important role to provide security feature to a
communication. Modulaarithmeticbased concept is the
central mathematical concept in number theory. Modular
arithmetic approach was weoped by Carl Friedrich

NS 2.35 installation folder
TCL binary files folder
WINRAR ( to extract)

Cygwin Terminal/ XWin &rver

=4 =4 =4 -8 _-a_9_9_-9

GaussiModul uso (abbreviated ac Notepad++ r
Afiresidue or remainder 0. Sec ActiveTcl8.6.1.0. 2s
transmissions of data and make that data accessible only by NAM

authorized parties. In order to achieve general auttegiaic XGraph

and to make it secure communication among nodes in a
cluster of VANET system (Venkatamangarao Nampally, Dr. , ) )
M. Raghavender Sharma, 2017), we have proposed Number A networlf simulator predl_cts the behavior of a computer
Theory Based Security (NTBS) clustering protocol method. [/€twork environment and gives accurate understanding of



system behavior with packet level communication flow in NTBSina = (NTBS* NTBSg) mod (NTBS+
network. NS2 is one of the mostpdar simulators used in  NTBSg)

network research that focuses on the simulation of IP

networks on the packet level. It is open source and freely Thjs NTBS, value sends to node A, B to get these nodes
available software and developed at the University ofg pe authentated.

Berkeley. This project started with LBL, Xerox PARC, UCB,

and UL/ISC. It is available for platforms FreeBSD, Linux,

SunOS/Solaris, MAC OSX and all windows versions. TCL IV. SIMULATION RESULTS

scripting language is used for specifying scenarios, traffi S
patterns and events. We carefully analysis the trace files fé" NTBS Protocol POSS|b|I|t|e§ n N|tmb|ts_ _ .
In computer memory terminology, 1 nibble = 4 bits. So,

calculating the performaecof network protocols. NS2 are e can take four tvpes of values in NTBS clustering protocol
discrete simulation events aimed in networks researches.? yp 9p )

provides support for simulation of TCP. NS2 can be run o very time we change value in terms of bits thAen trace files
multitasking, multiuser computer operating systems an et affected. Now letos we ex
windows (XP, VESTA and 7). It uses Terminal Command

Language (TCL) as its scripting language (Venkatamangarao 1) Case 11 bit(one digit)

Nampally, Dr. M. Raghavender Sharma, 2017). The TC xample:
language is used to design the network (set parameters, n%@ep 1)F.i rst LE selects one numbe
configurations, and topology, connection between nodesr1 ibble and another number 6 U
transfer packages and simtiga time). Furthermore, C++ ThenLE sends t hastotwonodesvhich watt v a |
language is used for the security package (encryptiop et authenticated '

/decryption). NS2 combines both languages strengths and 9 '

uses both languages in order to get excellent simulationstep 2)Now, t hat two nodes=sé&bec
scenario. In NS2 readymade compiled C++ objects availablenorma | keyp=add ©GixXor mal key) r
C++ for data implementation and baekd supports (internal nodes exchangeaénd X values between them.

mechanism). It is used to run simulation. It also helpful in

reducing processing time of packets and thus decreases thtep 3)And compute their Secure keys,YYg as

packet loss ratio in VANET system environment. It is fast to, - _

run but slowern modify code and chang@TCL for code Ya= ( (~e)amodl})) =157  and

controlling, ceordination, and setip simulation. It is easy to doe)) = 7 Ye = ((QUXa)-
create or edit code but runs slowly. mod(x)) =
C. Proposed System Steps Steps 4)then they again exchange secure keys.

Step 1)In order to communicate with each node to other in a Step 5)and both nodes compute NTBS keys as:

cluster, First LE selectsoneermb er &6éqgd such t _ 1 j | _
R)Kh%éﬁ = Qe sfpy D4e)Rold ¥ey) = 2826 (by node

and another number g’)DTﬁenlsEuc
sends t hat shtotivchnodgsvhich)wantadol gete

authenticated. and
NTBSs = (((Ya)(Xg) (YB)(Xa))-mod(Ya)) = 126 (by node
Step 2) No w, t hat t wo nodes a0seB)ect nor mal val ues 6 X

(nor mal ke y() n arnrda Idivikyesych that e s p e
O 1 npand%Oel nThénmbdes exchange ¥nd Step 6)these common NTBS values transfer to LE.

Xg values between them. Step 7)Then LE computeBinal NTBS key as:

Step 3) And compute their Secure keys\,YYgs as Ya= NTBSina = (NTBSy* NTBSg) mod (NTBS+ NTBS:) =
( ( (-xe)-rhop(x)) and 120
Y= ( (-{a)amotl}))
Steps 4)then they again exchange secure keys. If we see operations NTBS key generation example in
Step 5)and both nodes compute NTBS keys as: table form then it shows steps occurred inside NTBS

clustering protocol NTBS key generation stage are:.
NTBSa = (((Ye)(Xa) (Ya)(Xg))-mod(Yg)) (by node A)

TABLE IIl. NTBSPROTOCOLKEY GENERATIONSTEPSWHEN
VALUES ARE OINIBBLE
and 1Sel ect a number 6qg = 7 6 such
Select a number 60U = 56 such tf
2node A chogasXsuchthatXk@® yl 6nXi bbl e
NTBSs = (((Ya)(Xg) (Y&)(Xa))-mod(Ya)) (by node B) node B choese®d axX®ly Ltoh Kbl e

and exchange X, Xg values
3. Calculating secure KeysaYand
Yg by both nodes and sends to LE

Step 6)these common NTBS s transfer to LE.

Step 7)Then LE computeBinal NTBS key as: By node A By node B
Ya=( ( (*i“%)%mbd(m) = Ye=( ( (*m;\)*nfﬁd(m)F

4.Exchange X, Yg values and




5. Calculating of commoiNTBS keys by both nodes 2) Case 22 digits(two digits)
By node A (NTBQ) By node B (NTBg)
NTBS.= NTBS:= Example:
- (((YA)(XB)(Ye)(Xa))-mod(Y
(z(gg)(xA) (Ya)(Xa))-mod(¥e)) = 3)2); Step1)Fi rst LE selects one numbe
6. these values transfer of common NTBS key to LE nibble and another numbe r~ o U
7. LE calculates NTBSy as - ThenLE sends t hagtotlwonbdesvhich wakt v al
(NTBS:*Y ) (NTBSs*Y ») mod (NTBS, + NTBS;) = 120 to get authenticad.
Step2)Now, that two nodesa=sB&B8é&c

a) Key generation stes NAM: Now letsdiscuss key (nor mal ley)92é&ndndX mal key) r
generation steps in NAM by using NTBS protocol nodes exchangex@nd X values between them.
e IR c#%  Step 3)And compute their Secure keys,YYg as

P § e Ya=  ( («Xg)gmod})) = 12796 and
YB =

( ( (~mn)-rood(xs)) = 4246
Steps 4)then they again exchange secure keys.
Step 5)and both nodes compute NTBS keys as:
NTBSa = (((Ys)(Xa) (Ya)(Xg))-mod(Ys)) = 62393296 (by
nodeA) and

NTBS: = (((Ya)(Xe) (Yg)(Xa))-mod(Ya)) = 20703496
(by node B)
Step 6)these common NTBS values transfer to LE.
Step 7)Then LE computeBinal NTBS key as:
NTBSina = (NTBS* NTBSg) mod (NTBS+ NTBSg) =
15545237

If we see operaticn NTBS key generation example in
table form then it shows steps occurred inside NTBS
clustering protocol NTBS key generation stage are.:.

TABLE IV. NTBSPROTOCOLKEY GENERATIONSTEPSWHEN
VALUES ARE O1NIBBLE

1Sel ect a number 69 = 97 0
Select a number 6U = 7660 s
2node A chop=58@suchahatlk©y 16 Xi bb

node B choosesakéy g X 926 s @@ hlrtihtak| 6
and exchange X, Xg values

b) Final Communication in NAMAfter generating all $ Cg'cg'iﬂng ZecufegeysfaYat”dLE
keys and if we enguage that keys in Nam then final s Oy DOh NOdes and sends 1o
communication would be aslfows. By node A By node B
- Ya=( ( (+%p)}mdd(x)) = Ye=( ( (-8)-MY(%))=
Nownen o T - 12796 4246
He Yews Mualysis o
—_— 1 ! 4 D = 4.Exchange X, Ye values and
= : ; o ay ‘Il
% @ 9" Q ! . : 0RO e .
LA (‘gp C A2 5. Calculating of common NTBS keys by both nodes
8 88 [&],
5 - - w @0 &9‘0
J WUy By node A (NTBS) By node B (NTBS)
e <] e ]
e ow ow B Eowowow o NTBS,= NTBSs=
Ry $4§0°0 Q388 pyy (((Ye)Xn) (YA (X) (Y &) (X)-mod(Yz)
@ -2 6 Q (Ya)(Xs))-mod(Ye)) = =
s = (&) 62393296 20703496
5566568 088868
8 [ 8§ 8 6.these values transfer of common NTBS key to LE
°.'433‘§ 88 . s ¥ 3 7.LE calculates NTBgq as :
RSU- ®bs a%ps BU (NTBSA*Y ) (NTBSs*Y 4) mod (NTBS, + NTBS;) = 15545237
R e
N3 8 6 8 68 ¢ [] (5] 8 {1n7
o o oo PR oo oo b bl a)Key generation Steps in NANlow letsdiscuss key
i e Ve o S PR generation steps in NAM by using NTBS protacol

ii &, @ .!—ﬁ: CLOmmI O ¢




‘:;m“;"‘;‘f‘:’:‘— T . W w88 step 2)Now, that two nodesa=sel e
. y 52860rmal lkey)75406d(aX¥r mal key
hen nodes exchange. And X values between them.

Step 3)And compute their Secure keys,YYs as

A= ( (+xg)gmod}h)) = 1005666  and
\% =
( (+ma)- riod(x)) = 686574 °

Steps 4)then they again exchange secure keys.
Step 5)and both nodes compute NTBS keys as:

NTBSa = (((Ye)(Xa)  (Ya)(Xg))-mod(Yg))
172403558172 (by node A)

hnd

NTBSs = ((YaA)(Xs)  (YB)(Xa))mod(Ya))
322512643908by node B)

Step 6)these common NTBS values transfer to LE.
Step 7)Then LE computeBinal NTBS key as:

NTBStna = (NTBSa* NTBSg) mod (NTBSa+ NTBSg)
91663121394

If we see operations NTBS key generation example in
able form then it shows steps occurred inside NTBS
lustering protocol NTBS key generation stage are:.

|
TABLE V. NTBSPROTOCOLKEY GENERATIONSTEPSWHEN

b) Flngl Communication in NAMAftfar generatm_g all VALUES ARE O1NIBBLE
keys and if we enguage that keys in Nanenthfinal 1Sel ect a number 6g = 973 0 suc
communication would be as follows. Select a number 60 = 8546 such
o gttt T S . = 2node A chops6@3suchathakey 16 Xni bbl e
L G5 (55 node Bchooses&ky g6 X540 ssOcHntilbbdt eX
“ < 1 > " T and exchange X, Xg values
l n 3. Calculating secure KeysaYand
= Yg by both nodes and sends to LE
il OBU OBU 0BU By node A By node B
: Ya=( ( (+Bp)mdd(x)) = Ye=( ( (-%p)Mdd(e))=
1005666 686574
///—\
M~ RSU /1 Y ORU 4.Exchange X, Yg valuesand
AN [ \ N
L® @
\ \/ /\ \ 5. Calculating of common NTBS keys by both nodes
\ o A% R
) OBU ( 0B ( ] OBU By node A (NTBS) By node B (NTB$)
/\ / J /\ — —
J (ﬂ | ~ (60| ( NTBSa= NTBS:=
/ \ NS (((Ya)(Xa) (YA)(Xe):mod(Ye)) = | (((Ya)(Xe)(Ye)(Xa))-mod(Ya)) =
I /_/ \ -’IRQU 4724035581472 322512643908
Il I\‘ @I \IHH\\H\HIHIIHH\'H\ H‘I [RNARANNNN I‘II\II\ [RENANN 6.thesevaluestransferofcommonNTBSkeytoLE
" Miode5i myﬂmmmﬁmmmnm
ok o S A MET R T 7.LE calculates NTB&, as :
(NTBSA*Y ) (NTBS:*Y A) mod (NTBS, + NTBSs) = 191663121394

3) Case 3 :3 digits(two digits) a) Final key generation in NAMNow letsdiscuss key
generation steps in NAM by using NTBS protacol
Example:
Stepl)Fi rst LE selects one number 6q = 97306 such that ¢ o
nibble and another number o6U = 85406 such that U O 1 nib
ThenLE sends t hadtotoonbarswhichwatt v al ue

to get authenticated.
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b) Final Communication in NAMAfter generating all

keys and if we engqge that keys in Nam then final
communication would be as follows.

e e

4) Case 4 : Nibble(four bits)

Example:
Stepl)Fi rst LE selects one numbe
1 nibble and another number

nibble. Then LE sends that both d)
which want to get authenticated.

v atb twe nodes

Step 2)No w, that two nodesa=sel e
234%dor mal k esy3 &hal566 X( nor m:
respectively. Then nodes exchangeaXd Xz values between

them.

Step 3)And compute their &ure keys X, Ys as

Ya=  ( (-Xg)gmotl{})) = 26189042  and
Ys =

( ( (+Ba)-rood(xs)) = 1874569

Steps 4)then they again exchange secure keys.
Step 5)and both nodes compute NTBS keys as:

NTBS, = (((Ye)(Xa)  (Ya)(Xg))-mod(Ys)) =
538287605089850 (by node A)

and

NTBSs = (((Ya)(Xe)  (Ye)(Xa))mod(Ya)) =

38529750633325by node B)

Step 6)these common NTBS values transfer to LE.
Step 7)Then LE computeBinal NTBS key as:

NTBSina = (NTBSa* NTBSg) mod (NTBS+ NTBSg)
35956073421402

If we see operations NTBS key generation example in
table form then it shows steps occurred inside NTBS

Fie Yews alyss
: clustering protocoNTBS key generation stage are:
[ 4 1 » » [
g " TABLEVI. NTBS PROTOCOLKEY GENERATIONSTEPSWHEN
& VALUES ARE O1NIBBLE
o @ 1Sel ect a number 6g = 1234 0 su
4 A Select a number 6U = 56786 s ucHh
Y "M‘a" %l"ﬂ"a“‘é"‘i“"a‘ 2node A ¢ hogszeﬂsumthate&p GXnibble
| ¥ ¥ ¥V ¥ 0 N node B cho@ese&7 &5 & ey it hat X
V5T Tooped and exchange X, Xg values
yyiw 3. Calculating secure KeysaYand
JoJ g g Yg by both nodes and sends to LE
‘e'n“ﬁ”i"&“é"a E“i'annl
@) : - \ @' By node A By node B
™ ryvef Fevved 2 Yaz( ( (-mp)mdd(p)) = Ye=( ( (-Xn)-mbdi(6))=
S T 9 ¥ 26189042 1874569
AL L 4.Exchange X, Yz values and
¥oTo§ g
e == Y\
AR " @' 5. Calculating of common WBS keys by both nodes
06 6
= ~ By node A (NTBS) By node B (NTBS)
B NTBSa= NTBS:=
= ‘ | 1| (Ye)(Xa) (Y)(Xe))-mod(Ye)) = (((YA)(Xe)(Ye)(Xa))-mod(Ya)) =
L dnninndnin il | 53g567605089850 38529750633325

" Ynde5t Ky is 51 41082Toa031 Te33baic 19025 aSTIGREOD
Hide51 Key is Sal 420ee2543601abbu20855%e 3ocbi9e22 a3
M7 Key ks cifel SE3Ncoboel 302 Ted B SSTSUTSHES

GOL N BF .0

fimconMENT

6.these values transfer of common NTBS key to LE

7.LE calculates NTB&a as :
(NTBSa*Y g) (NTBS:*Y A) mod (NTBS + NTBSs) = 35956073421402




a) Final key generatioin NAM: Now letsdiscuss key
generation steps in NAM by using NTBS protacol

2 m8 oTEIWM" - e )

b) Final Communication in NAMAfter generating all
keys and if we enguage that keys in Nam themalfi
communication would be as follows.

CONCLUSIONAND FUTUREWORK

Among all requirements authentication and prnvace the
major issues in VANET system. To give the security to
communication is the main idea behind the development of
Network Theory Based Secure Clustering protocol which
depends on the number theory rules. In this research work we
discuss NTBS importece and steps involved in that protocol.
To obtain best communication we follow seven steps to
authenticate a vehicular node. Finally, we produce a key by
utilizing NTBS key generation as well as node authentication.
If we compare the graph results in Xgh then
calculations are substantially better than existing schemes.
Moreover, NTBS is depends on the concept of TTRs to
improve the communication inside VANET environment by
using number theoryin addition, NTBS has a few storage
spaces to store the authentication parameters by proposed
system because all keys are stored in Authentication Server.
NS2 simulations are conducted to verify the proposed
scheme, which demonstrates that NTBS clusteprajocol
yields much better performance.
1 In future, new methods not only increasing the
communication but also increase the communication
range and development of cadtective VANET system
without TTRs concept.
In future, new protocol mechanism standardill be
explored using number theory to avoid disconnection in
network because of fast topology.
9 In future, a mechanism developed to avoid frequent
disconnection in network because of fast topology based
on number theory.
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