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Abstract—Data is very essential in information system, so 

protecting the data from hackers is very important.Data 

should be secure while transferring the data from one 

location to another. Inorder to keep the transmitted 

information away from unauthorized users, a variety of 

techniques have been proposed, data hiding is one of the 

protective techniques in data security. Data hiding is a 

method used to embed secret data into a cover image. In 

this paper , we present an overview of recent research 

efforts in data hiding and its efficiency. We then evaluate 

the approaches based on important performance criteria. 

Some conclusions are developed regarding the suitability 

of particular design choices under various conditions. 
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I. INTRODUCTION 

  The Internet provides great convenience to the transmission 

of a large amount of data over networks. These datas are open 

but insecure , exposing many private and secret data to 

dangerous situations. Today, it is important to ensure that 

information transmitted over the internet remains safe and 

secure. Since the inception of the internet, the security and the 

confidentiality of the sensitive information have been of 

utmost importance and of  top priority. 

A variety of techniques have been proposed to keep the 

unauthorized user away from the transmission information 

.Data hiding is one of the protective techniques in data 

security. Data hiding is a method which allows to embed 

secret data into a cover image, which can be performed in 

three domains, i.e., the spatial domain, frequency domain and 

compressed domain.  

This  paper illustrates various data hiding techniques to enable 

the safe transfer of critical data over the unsecure network. 

Vector quantization (VQ) has widely been used for signal 

processing.This is due to its excellent compression 

performance. Data hiding techniques in the VQ-compressed 

domain can relish advantages of both data hiding and 

compression for a multimedia distribution achieving a secure 

channel and bandwidth/space saving for data 

transmission/storage. 

  

 

In general, reversible data hiding schemes and irreversible 

data hiding schemes are the two classifications of  data hiding 

techniques. For irreversible data hiding schemes, only secret 

data can be extracted and cover images cannot be restored . 

Conversely, reversible data hiding schemes can extract the 

secret data and recover the original cover images 

simultaneously. An information hiding system is characterized 

using four different aspects: capacity-which is the amount of 

information that can be hidden in the cover medium, security- 

which refers to the inability of the hacker to extract hidden 

information from the cover image ,then perceptibility and 

robustness.  

Stegnography is sometimes  confused with cryptography, but 

there are some distinctive differences between the two. In 

some cases  steganography is often refered as cryptography 

because in cryptography the cipher text is a scrambled output 

of the plaintext and the attacker can guess that encryption has 

been performed and hence can employ decryption techniques 

to acquire the hidden data. Also, cryptography techniques 

often require high computing power to perform encryption 

which may pose a serious hindrance for small devices that 

lack enough computing resources to implement encryption.  

On the contrary, steganography is the process of hidding the 

sensitive information in any cover media like still images, 

audio, video over the internet. This way the attacker does not 

realize that the data is being transmitted since it is hidden to 

the naked eye and impossible to distinguish from the original 

media .In this paper we present a survey on various data 

hiding techniques along with their comparative analysis.  

II. LITERATURE SURVEY 

In this section we will be presenting the survey on various 

data hiding techniques to facilitate secure data transmission 

over communication network.   

A. Reversible Data Hiding by Histogram Shifting 

The histogram shifting technique  utilizes zero or minimum 

point of histogram to hide the secret data. If  the peak value  is 

lower than the zero or minimum point in the histogram, then 

add pixel values by one from higher than the peak to lower 

than the zero or minimum point in the histogram. While 

embedding data, the complete  image is searched. When we 

encounter a  peak-pixel value , if the bit to be embedded is '1' 

the pixel is added by 1, else it is kept unchanged. 

Alternatively, if the peak is higher than the least point in the 

histogram, this method decreases pixel values by one from 
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lower than the peak to higher than the least point in the 

histogram, and to embed bit '1' the encountered peak-pixel 

value is subtracted by 1. Similar to encoding, decoding 

process is also easy .Opposite of encoding process gives the 

decoding  process.  

The advantages of this method is that it includes higher  

simplicity, it always provide a constant PSNR 48.0dB. This 

technique offers a very low distortion and the embedding 

capacity is very high. 

The disadvantages of this histogram shifting technique is the 

low capacity that is, the capacity is limited by the frequency of 

peak-pixel value in the histogram, and it searches the image 

several times, thus it consumes a lot of time.  

B. Data Embedding Using Difference Expansion 

This approach make use of a high quality reversible 

watermarking method with high capacity based on difference 

expansion. Here data embedding is done using pixel 

differences; this is because of the possibility of high 

redundancies among the neighbouring pixel values in natural  

images. 

During embedding process , differences of neighbouring pixel 

values are calculated. In that differences the changeable bits  

are determined and some differences are selected to be 

expandable by 1-bit, thus the  changeable bits increases. Then 

concatenated bit-stream of compressed original changeable 

bits. The location of increased difference numbers and the 

hash of original image  is embedded into the changeable bits 

of difference numbers in a random order. The watermarked 

pixels are achieved by using inverse transform to from 

resultant differences. 

 During watermark extraction, differences of neighbouring 

pixel values are measured. Then we determine changeable bits 

in that calculated differences. Extract the changeable bit-

stream ordered by the same pseudo random order as 

embedding, separate the compressed original changeable bit-

stream, the compressed stream of bits of locations of 

expanded difference numbers , and the hash of original image  

from extracted bit-stream, decompress the compressed 

separated bit-streams and reconstruct the original image 

replacing the changeable bits calculate the hash of 

reconstructed image  and compare with extracted hash. 

 The technique contains the following advantages .There is no 

loss of data due to compression decompression, this is also  

applicable to audio and video data. The encryption of 

compressed location map and changeable bit-stream of 

different numbers increases the security.  

 

The disadvantages  included in difference expansion are there 

may be some round off errors. The method largely sensitive 

to the smoothness of the image. So this method cannot be 

applied to textured images, whose capacity will be very low 

or even zero. There is significant degradation of visual quality 

due to replacements of bits of gray scale pixels. 

 

 

 

 

C. Data Hiding By Simple LSB Substitution 

This techniques is based on evaluating the least significant bit. 

This approach manipulate the least-signifcant-bit (LSB) 

planes by directly replacing the LSBs of the cover-image with 

the message bits. LSB methods achieves high embedding 

capacity. Optimal pixel adjustment processcan be applied to 

the stego-image which is obtained by the simple LSB 

substitution method, the quality of the image can be  improved 

greatly. This can be achieved  with low extra computational 

complexity. 

LSB substituted data hiding in images is based on random 

substitution of bits which not only improves the robustness 

and security of the watermarking scheme but also significantly 

improves the stego image quality which is similar to that of 

the original cover image. 

LSB substituted image is most affected by Gaussian noise 

.But this approach has good sustainability against salt & 

pepper noise. The main disadvantages of LSB substitution is 

the low embedding capacity of secret data into the cover 

image. 

D. Data hiding Based On Search Order Coding for VQ 

Compressed Images  

Vector Quantization is a popular and commonly used digital 

image compression technique. Since VQ significantly reduces 

the size of an image to a great extend, the technique  can save 

the costs of storage space as well as image delivery. This 

method uses Search-Order Coding (SOC) to manipulate the  

randomly  distributed histogram of a VQ-compressed image 

into locations close to zero. Then uses the encoding strategies 

to perform encoding and data hiding simultaneously. During 

encoding process,  indicator is not required for indices to 

identify index types, which in turn  helps improve 

compression performance.This technique can completely 

restore the VQ-compressed image after secret data extraction. 

A novel reversible SOC-based data-hiding scheme is used to 

increase embedding capacity. The embedding capacity of 

image is increased and achieve lossless reconstruction of the 

cover image by using the help of SOC and hiding strategies. 

This technique applies SOC to a VQ-compressed image in 

order to achieve SOC compressed image, which can support 

higher capacity to embed data. During encoding process, SOC 

indices are modified to hide secret information and no 

indicator is required, and thus a low bit rate and a high 

embedding capacity  can be obtained. In extraction process, 

the  algorithm extracts the secret data as well as the cover 

image with good quality.But this technique is time consuming  

due to the complexity of the algorithm. 
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E. Information Hiding Based on Block Match Coding  for 

VQ-Compressed Images 

This method is an effective data hiding technique in which 

secret data is embedded into compressed image. These 

compressed images can be recovered without any loss after 

the secret data is extracted at the decoder. Vector Quantization 

(VQ) technique is used for compressing the image. Vector 

quantization involves index modification and side match 

vector quantization techniques  to hide data. SMVQ technique 

can provide high embedding capacity and low bit rate but it is 

more complex and time consuming. In addition, data hiding 

done by index modifying technique provides only low 

embedding capacity and high bit rate .But this is more simple 

and less time consuming. So in this approach , the advantages 

of the two techniques are merged while removing the 

limitations. Thus  scheme has the following characteristics: 

Complete recovery of the original cover image after the 

extraction of secret data, very high embedding capacity,  high 

embedding rate, and limited time consuming. With the help of 

prediction index codebook is generated efficiently.Thus the 

encoding/hiding process can be easily accomplished using the 

codebook with simple calculation rather than a table lookup. 

The execution time of colour image (size 256 X 256) is 1.09 

ms and (size 512 X 512) is 0.89 ms. The execution time of 

grayscale image (size 256 X 256) is 0.89 ms and (size 512 X 

512) is 0.85 ms. The PSNR obtained is above 30dB. The size 

of the original image and output embedded image is same i.e 

size ratio of original image and output embedded image is nil. 

III. COMPARISON 

TABLE I 
PERFORMANCE COMPARISONS 

IV. CONCLUSION 

 

Data hiding techniques is getting popular due of the 

importance in securing secret data from unauthorised users or 

attackers. In this paper five different types of data hiding 

techniques for digital images: Simple LSB substitution 

technique, Difference expansion technique, Histogram 

modification technique ,Search order coding technique and 

Block match coding technique are studied, analyzed and 

compared. Parameters like embedding capacity, bit rate, 

embedding rate etc are used to compare the performance of 

different techniques.  Most of the techniques discussed are 

reversible. Reversible data hiding techniques achieves real 

reversibility that is the cover image can be extracted 

completely at the decoder.The survey results show each 

technique has its own advantage and disadvantages. 
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