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Abstract - Investigations today stretch across mixed endpoints, connected devices, compiled programs and hardware
whose trustworthiness is often unclear, yet whatever is gathered from them must still stand up from the moment of
acquisition to the moment of presentation. In practice, forensic workflows are usually stitched together from separate
tools, platform-specific procedures and records kept by hand. This survey examines six recent studies (2025-2026) on
hardware-security assessment, hardware Trojan detection, cryptographic hardware, third-party device trust, binary-
code analysis and resource-aware password-recovery computation, together with 41 works drawn from their
bibliographies. The studies are compared by problem, method, reported outcome and limitation, and the discussion is
built around four themes: trustworthy hardware and supply-chain assurance, cryptographic support and roots of
trust, behavioural and binary analysis, and automation through domain-specific languages (DSLs) with cross-platform
execution. A gap recurs across the material. The techniques for individual layers are strong, but none of the studies
shows one workflow that joins investigator-authenticated acquisition, interpretation and a tamper-evident evidence
history. We therefore derive a six-layer reference architecture: a constrained, investigator-oriented DSL ; a compiler
that yields reviewable execution plans; lightweight endpoint agents; central correlation with ATT&CK-aligned
interpretation; hash-chained provenance; and hardware-assisted investigator authentication. Block diagrams, a trust-
boundary analysis, a threat model and an evaluation framework accompany it. The architecture is a design proposal,
and no performance results are claimed.

Index Terms—Digital forensics, evidence integrity, hardware root of trust, domain-specific language, compiler-assisted
automation, behavioural analysis, binary analysis, MITRE ATT&CK, chain of custody, endpoint forensics.

I. INTRODUCTION
A. Motivation

Digital evidence no longer sits neatly on a single computer. One case can involve endpoint activity, operating-
system artefacts, network events, running programs, attached devices and the hardware beneath all of them, and not
every one of these can be taken at face value. Whether an artefact is worth anything as evidence depends on much more
than the fact that it could be collected. The investigator has to explain where it came from, how it was obtained, what
was done to it afterwards, whether it has changed, and how the observations lead to the conclusion being drawn.

This creates an awkward tension in day-to-day practice. Some forensic tools dig deep into artefacts but are tied to
one operating system or one kind of task. Monitoring platforms collect plenty of telemetry yet keep little in the way of
forensic provenance. Cryptographic protection can reveal that something was altered later, but it cannot show that the
original acquisition was complete or that the person carrying it out was entitled to do so. Machine-learning analysis can
flag unusual patterns, though a flag is only useful when it points back to real source events and is read with care. Even
the lowest level can be unreliable: bit errors in NAND flash make reading storage media harder [10], and recovering
data from mobile devices can call for specialised in-system programming [25].

B. Problem Statement

We treat trustworthy automated forensics as an integration problem. Every trust dependency in a forensic workflow,

whether platform hardware, cryptographic primitives, acquisition procedure, analysis method or evidence history, has
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an active research community of its own. Those communities rarely meet around the question an investigator actually
faces: can this evidence be defended, from the moment it was acquired to the moment it is presented? We put four
questions to the recent literature.

» RQ1. What do recent studies of hardware security, cryptographic hardware and third-party devices tell us about
the trust assumptions behind a forensic acquisition platform?

» RQ2. What can binary-code analysis and behavioural analysis add to forensic interpretation, and where does their
reliability run out?

* RQ3. What would a constrained, reviewable, cross-platform workflow language have to offer before forensic
procedures could be called reproducible?

* RQ4. Which gaps remain between these strands, and how might an integrated architecture close them in a way
that can be evaluated honestly?

Our central argument is that trustworthy automation has to bring five concerns together: (i) authorised acquisition,
(it) reproducible execution of workflows, (iii) contextual analysis and correlation, (iv) verifiable evidence provenance,
and (v) transparent accountability of the investigator.
C. Contributions

» The survey places six recent studies in one analytical frame that spans hardware trust, cryptographic support,
binary and behavioural analysis, and workflow automation, instead of treating them as unrelated security topics.

* It sets out the limits of applying hardware assurance and automated analysis directly to forensic workflows, and
it records what each study leaves unreported.

« It identifies five architectural gaps and derives a six-layer reference architecture from them, presented through
block diagrams, a map from layers back to the literature, a data-flow description, a trust-boundary analysis and a
threat model.

* It proposes an evaluation framework with technical, forensic and security measures and a scenario matrix, keeping
design proposals clearly apart from empirical results.

D. Organisation

Section Il introduces the background concepts. Section 111 explains the scope and method. Section IV reviews the
six core studies and compares them, and Section V draws out the themes that emerge. Research gaps are summarised in
Section VI, after which Section VII presents the integrated reference architecture and Section VIII the evaluation
framework. Section IX covers limitations together with legal, ethical and privacy considerations, Section X points to
future work, and Section XI concludes.

I1. BACKGROUND AND TERMINOLOGY

A. Evidence Integrity, Provenance, and Chain of Custody

Integrity means that an artefact has not changed since some reference point. Provenance is the recorded history of
the artefact: its source, what was done to it, and who was responsible. Chain of custody is the documented sequence of
handling events that lets a reviewer follow the artefact from acquisition to presentation. A cryptographic digest supports
integrity only relative to the moment it was computed. It says nothing about whether the source was genuine or the
collection complete. Provenance and custody records therefore need acquisition metadata, the operator’s identity, tool
versions, and a trustworthy entry for every handling event.
B. Hardware Trust and Roots of Trust

Software-level assurance sits on hardware that is assumed to behave as specified, and hardware-security research
shows that this assumption is an attack surface in its own right. Integrated-circuit supply chains are global, and untrusted
parties may influence design or fabrication stages [2], [36]. A root of trust is a component whose behaviour is assumed
rather than checked at runtime; it typically offers protected key storage, random-number generation and cryptographic
services. Existing designs range from processor-integrated security extensions [23] and secure microcontrollers [19] to
dedicated root-of-trust blocks [45] and cryptographic accelerators [4], [9], [46]. They differ greatly in the assurance they
give and in what they cost, a distinction that matters once a low-cost token is proposed for investigator authentication
(Section VII-D).
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C. Domain-Specific Languages and Compiler-Assisted Automation

A domain-specific language (DSL) offers a deliberately small vocabulary fitted to one problem area. For forensics,
that would let an investigator state what should be collected or analysed, while a compiler works out how to do it on
each platform. A compiler usually lowers source text through an intermediate representation (IR), a structured form that
can be validated, inspected and transformed before any code or command is produced. Because the compiler and the
agents that run its output become part of the evidence path, they add a new trust boundary that has to be controlled
(Section V-D).
D. Behavioural and Binary Analysis, and ATT&CK

Behavioural analysis looks at what a program or user actually did: processes created, network connections made,
files and registry entries changed. Binary analysis looks at the compiled code itself, often without source, using
similarity, fingerprinting, and vulnerability or authorship analysis [6]. The MITRE ATT&CK knowledge base supplies
a shared vocabulary of adversary tactics and techniques, which lets observations be grouped around behaviours such as
execution, persistence, privilege escalation, discovery, lateral movement and command and control. Throughout this
survey ATT&CK is only an analytical aid. A mapping to a technique is a hypothesis backed by evidence and is not
proof that the technique took place.
E. Trust Dependencies in a Forensic Workflow

Fig. 1 lays out the dependencies that a forensic conclusion inherits. The foundation is the hardware and supply chain
of the devices doing the acquisition and analysis. Above that come firmware and vendor services, cryptographic
primitives, the operating system and acquisition tooling, the analysis methods, and finally interpretation and
presentation. Each layer raises a question the evidence path must be able to answer, and the related literature differs
from layer to layer. The figure also explains how this survey is organised: the six core studies speak mostly to the lower
and middle layers, while the workflow-level questions near the top are the ones on which the reviewed studies give the
least direct evidence.

Fig. 1. Trust dependencies inherited by a forensic conclusion, with the question each layer raises and the related literature.
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Two points follow from this. First, a failure in a lower layer cannot be repaired by diligence in a higher one: a
carefully documented analysis of data from a compromised acquisition platform is still weak evidence. Second, the
dependencies are not all of one kind. Some, such as hardware provenance, are settled before an investigation begins and
can only be documented. Others, such as the acquisition procedure and the evidence history, are produced during the
investigation and can be recorded and verified as it goes. A trustworthy architecture ought to treat the two differently,
documenting the first kind explicitly and recording the second kind automatically.
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I11. SURVEY SCOPE AND METHODOLOGY

A. Core Corpus and Supporting Literature

The core corpus is made up of six research papers published in or around 2025-2026. One deals with hardware-
security assessment [2], one with machine-learning-based hardware Trojan detection [3], one with a cryptographic
accelerator tile [4], and one with third-party hardware in a trustworthy-Al deployment [5]. A systematic review of
binary-code analysis [6] is included, as is one study of heuristic optimisation for WPA2 dictionary recovery [1]. The
last of these is there only as a limited example of resource-aware forensic computation and is not central to the
architecture discussed later. An earlier 10T malware-forensics paper from 2020 was left out so that the focus stays on
recent work.

The reference list also holds 41 supporting works, [7]-[47], taken from the bibliographies of the core papers. They
supply technical background and earlier work. We did not read each of them in full, and none is treated as an additional
core study.

B. Selection Criteria

A study was considered relevant if it addressed at least one trust dependency of a forensic workflow: hardware and
supply-chain integrity, cryptographic primitives and roots of trust, analysis of compiled or behavioural artefacts, or
resource-aware investigative computation. Peer-reviewed journal articles with identifiable bibliographic records were
preferred. The only exclusion on record is the 2020 10T malware-forensics paper mentioned above, set aside because it
is older.

C. Extraction and Synthesis Procedure

For every core paper we extracted the attributes listed in Table 1. The extracted details were then sorted into four
themes: (i) trustworthy hardware and supply-chain assurance, (ii) cryptographic hardware and evidence integrity, (iii)
behavioural and binary analysis, and (iv) automation through structured workflows. Fig. 2 summarises the procedure.
The architecture in Section VIl comes from comparing these themes and the gaps between them, and it is not lifted from
any single paper.

Fig. 2. Survey procedure: from the core corpus and supporting literature to themes, gaps, and the proposed architecture and evaluation
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TABLE I. ATTRIBUTES EXTRACTED FROM EACH CORE STUDY

Attribute What was recorded Why it matters for the synthesis
Problem addressed The question or threat the study targets Shows which trust dependency the study speaks to
Main method Technique, model or design contribution Keeps detection methods apart from frameworks,
reviews and designs
Input data Dataset, case study or design artefact used Sets the limits on how far results can be generalised
Reported outcome Result as stated by the authors, attributed to them Prevents inferred or pooled scores
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Attribute What was recorded Why it matters for the synthesis
Stated or observable Limits the authors acknowledge or that are evident | Feeds the gap analysis
limitation from the design
Forensic relevance Observation made by the survey authors Kept distinct from reported results

Note: “Forensic relevance” is an observation we made while comparing the studies. It is not a claim made by the original papers.

D. Limitations of the Review

The review is thematic and is not a registered systematic review, so no claim to exhaustive coverage is made. The
core corpus is small and bounded, which means the conclusions describe this corpus and not the whole field. We
compute no pooled performance score, since the studies differ in task, dataset, threat model and evaluation method, and
the numbers quoted belong to their original studies and cannot be compared directly. Throughout, we try to separate
what an article reports from what we conclude by setting the articles side by side. Established endpoint forensic
platforms fell outside the scope of this corpus, so placing the proposed architecture against them is left for future work.

IV. REVIEW OF CORE STUDIES

Each study is summarised below in a similar pattern: what it set out to do, what it reports, what that could mean for
a forensic workflow, and where its limits lie. The statements about meaning for forensics are our own readings and
should not be attributed to the original authors.

A. Hardware-Security Attack Assessment

Maragkou et al. [2] put forward an assessment model for real-world hardware-security attacks and stress how
complicated the global integrated-circuit supply chain has become. Their contribution is to frame hardware trust as a
matter of lifecycle and ecosystem rather than a narrow property of a chip. Related threat-modelling work on hardware
supply-chain security [36] and the security analysis of open-source hardware design [39] point the same way.

For forensics, the framing bears directly on the assumptions behind acquisition devices, storage media and
authentication components. A forensic platform takes on whatever supply-chain exposure its hardware carries, so its
documentation should say which assumptions are made and which are actually verified. The study is an assessment
framework and not a detection method; it gives no detection rates and does not evaluate any forensic application.

B. Hardware Trojan Detection in Open Designs

Hayashi and Ruggiero [3] bring natural-language processing and machine learning to hardware Trojan detection in
open-source hardware designs. They work with established benchmark sources and synthetic examples, in a dataset of
3,808 instances, and report strong classification results for selected approaches. The paper belongs to a wider line of
work that includes graph-neural-network detection [26], [47], topology-aware detection [37], RTL-level subgraph
analysis [34], hardware reverse-engineering frameworks [29] and benchmark creation [41].

Screening designs automatically can add to design-time assurance, but it helps a forensic platform only indirectly,
because finding suspicious logic in a design is not the same as validating the behaviour of an appliance already deployed.
The limits of such approaches are well documented elsewhere. Reinforcement-learning attacks on static detectors [40],
for instance, show that high benchmark scores do not guarantee that previously unseen modifications will be caught.

C. Cryptographic Accelerator Tile

Nannipieri et al. [4] describe Crypto-Tile, a suite of hardware accelerators developed within the European Processor
Initiative. It covers symmetric and public-key cryptography, digest computation, random-number generation and post-
guantum functions, along with system integration and key-management concerns. It shows how cryptographic services
can be moved closer to the processor architecture, next to other hardware roots of trust [19], [23], [45] and secure crypto-
processors [9], [46].

IJERTV1515101731 Page 5
(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)



Published by :
https://lwww.ijert.org/

An International Peer-Reviewed Jour nal

International Journal of Engineering Research & Technology (IJERT)

| SSN: 2278-0181

Vol. 15 Issue 10, October - 2026

What this suggests for forensics is that the primitives an integrity layer needs (hashing, random numbers, key
handling and signatures) can be delivered efficiently in hardware, and that post-quantum functions are being considered
already at the design stage. The paper is a hardware-design contribution and does not look at forensic use. Work on
hardware Trojans aimed at post-quantum schemes [22] is a useful reminder that cryptographic hardware is an attack
surface too.

D. Third-Party Hardware as the Weakest Link

Lorenz et al. [5] use a smart-TV case study to show that a platform’s security can be weakened by dependencies
outside the primary vendor’s control. The domain is consumer devices, but the lesson carries over: a device taking part
in an evidence workflow may inherit risk from firmware, vendor services, embedded components and external
integrations. Firmware-analysis research [27], [28], [33], [38] offers ways of inspecting such components.

Components that handle evidence should therefore avoid unnecessary external services, document the ones that
remain, and keep a controlled offline mode. The study itself is a qualitative case study in a single domain. It offers a
trust-boundary analysis and no quantitative results.

E. Binary-Code Analysis

Javed et al. [6] present a systematic review of binary-code analysis that covers binary similarity, fingerprinting,
vulnerability analysis, clone detection, authorship attribution and anti-evasion strategies. Investigators often meet
compiled artefacts with no source code, so these techniques are directly relevant. Methods cited in the review include
neural function recognition [13], tensor and self-attentive embeddings for binary search and similarity [16], [31],
simhash-based search [32], function fingerprinting [18], patch-semantic vulnerability verification [30] and symbolic
analysis [14]. Surveys of vulnerability mining [44] add further context.

Binary characteristics can suggest that an executable resembles a known family or contains suspicious functionality,
and that complements behavioural telemetry showing whether and how it ran. The weak point is evasion. Obfuscation,
including control-flow obfuscation with self-modifying code [7], degrades these tools, and learning-based classifiers
raise robustness concerns [12], [15], [21]. The review reports on the techniques in the field and does not propose a
forensic workflow.

F. Resource-Aware Password Recovery

Chalyi [1] evaluates heuristic ordering strategies for offline WPA2 dictionary recovery, looking at how
preprocessing cost, dictionary structure and hardware throughput relate to one another. WPAZ2 security rests on the IEEE
802.11i amendment [24], and studies of password patterns [43] inform how dictionaries are designed. The topic is
peripheral to the architecture discussed here.

Its value for us is methodological. Computationally heavy investigative tasks need resource-aware scheduling,
transparent recording of parameters and clear boundaries of authorisation. The study does not establish any general
advantage for forensic workloads of other kinds.

G. Comparative Summary

Table Il summarises the studies. Metrics, datasets and evaluation protocols differ from paper to paper, so the table
is descriptive and is not a ranking. Table 11l then restates each study in terms of the forensic evidence path, separating
what it contributes from what it does not demonstrate.

TABLE Il. COMPARISON OF THE SIX CORE STUDIES

Study

Focus

Main contribution

Reported outcome

Main limitation

[1] Chalyi (2026)

WPAZ2 dictionary
recovery

Heuristic ordering
framework

Hardware-aware ordering
analysis

Peripheral to forensic
workflows; not general

[2] Maragkou et al.
(2025)

Hardware-security
attacks

Assessment model for
real-world attacks

Assessment framework (no
detection metric)

Not a detection or mitigation
method
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Study Focus

Main contribution Reported outcome

Main limitation

[3] Hayashi &
Ruggiero (2025)

Hardware Trojans
in open designs

NLP and ML

classification instance dataset

Strong results on a 3,808-

Benchmark scores may not
transfer to unseen Trojans

[4] Nannipieri et Cryptographic

Crypto-Tile accelerator Hardware design and

No forensic evaluation

al. (2025) hardware suite integration

[5] Lorenz et al. Third-party Smart-TV case study Qualitative trust-boundary Single-domain case study
(2025) hardware analysis

[6] Javed et al. Binary-code Systematic review of Taxonomy of techniques and | Review only; no workflow
(2025) analysis techniques anti-evasion evaluation

Note: results are attributed to the cited papers and are not directly comparable.

TABLE I1l. RELEVANCE OF EACH STUDY TO THE FORENSIC EVIDENCE PATH (ANALYTICAL)

Study Evidence-path element | Transferable lesson Not demonstrated
[2] Platform and supply- Trust assumptions behind acquisition devices, Detection or mitigation; any forensic
chain trust storage media and authentication components application
should be stated openly
[3] Design-time assurance Automated screening can support assurance, Validation of a deployed forensic
though only indirectly appliance; detection of unseen Trojans
[4] Integrity and key Hashing, random numbers, key management and | Use inside an evidence workflow
services post-quantum functions can be supplied close to
the processor
[5] External dependencies Devices inherit risk from firmware, vendor Generality beyond one consumer-
services and embedded components device case
[6] Compiled artefacts Similarity, fingerprinting and anti-evasion A forensic workflow; robustness to
techniques address binaries without source obfuscation
[1] Investigative Resource-aware scheduling, parameter recording | Any general advantage for other
computation and authorisation boundaries workloads

H. Supporting Literature

The 41 supporting works are grouped by role in Table IV. We used them to understand the setting of the core studies

and to qualify their limits. None of them counts as additional core evidence.

TABLE 1V. SUPPORTING LITERATURE GROUPED BY ROLE

Role

Works

Use in this survey

Hardware Trojan detection,
benchmarks and reverse
engineering

[11], [22], [26], [29], [34], [37],
[39], [40], [41], [47]

Methods and limits of design-level assurance; adversarial
evasion of static detectors; Trojans targeting post-quantum
schemes

Supply-chain and security
management

(8], [35], [36], [42]

Organisational documentation of trust assumptions; threat
modelling; root of trust over untrusted chiplets

Secure hardware and
cryptographic processors

[9], [19], [23], [45], [46]

Levels of assurance available from dedicated secure
hardware, and the gap to low-cost tokens

Firmware analysis

[27], [28], [33], [38]

Ways of inspecting the firmware dependencies of devices in
an evidence workflow

Binary similarity, fingerprinting
and vulnerability analysis

[13], [14], [16], [18], [30], [31],
[32], [44]

Techniques and limits of analysing compiled artefacts

Obfuscation and robustness of
learning-based classifiers

(7], [12], [18], [21]

Reasons why automated binary and malware analysis may
be unreliable under evasion

Software hardening and [17], [20] Context for automating security tasks; no forensic

autonomous defence evaluation

Forensic acquisition [10], [25] Examples of low-level acquisition difficulty (NAND bit
errors; mobile in-system programming)

Wireless security and passwords | [24], [43] Background for resource-aware password recovery
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V. THEMATIC ANALYSIS

A. Trustworthy Hardware and Supply-Chain Assurance

A forensic platform relies on the integrity of the devices that acquire, store and process data. If a component is
compromised before an investigation starts, software-level logging alone may not say enough about where the collected
data came from or whether it is complete [2]. This does not mean every workstation needs specialised hardware
inspection. It means the trust assumptions behind acquisition devices, endpoint agents, storage media and authentication
components should be explicit. Procurement provenance, firmware update controls, component identity, secure
configuration and auditable maintenance all bear on how reliable the evidence path is, and a command that returns
successfully should never be read as proof that the platform underneath was clean. Management-system standards such
as ISO/IEC 27001 [35], along with general security-management practice [8], give organisational context for writing
such assumptions down.

Automated hardware inspection [3] supports this goal only indirectly, since spotting suspicious logic in a design
says little about how a deployed forensic appliance behaves. A practical architecture should pair design-time assurance
with runtime identity, measured configuration, update provenance and independent checks on the evidence. Third-party
dependencies [5] strengthen the case for cutting unnecessary external services, documenting those that stay, and keeping
a controlled offline mode. Trust has to be established at each boundary and not assumed from a product label or a
vendor’s reputation; proposals for a chiplet-level root of trust over untrusted components [42] illustrate the same
principle at system level. Three practical consequences follow for the design of a forensic workflow.

» Make assumptions explicit. Record which hardware and firmware the platform relies on, and what is known
about where they came from.

 Prefer runtime identity to labels. Component and agent identity should be checkable while the system runs and
should not be inferred from a vendor name.

» Limit external dependencies. Acquisition and evidence handling should not need a vendor cloud service, and an
offline mode should exist.

B. Cryptographic Hardware and Evidence Integrity

Hashing is a practical way to detect changes to acquired artefacts. A digest computed at acquisition can be checked
again during transfer, storage, analysis or disclosure, and accelerators such as Crypto-Tile [4] show that these primitives
can be supplied efficiently. A matching digest, though, only establishes consistency with the data that was hashed. It
does not show that the source was genuine, that the acquisition was complete, or that the operator followed a valid
procedure. Integrity therefore has to rest on further support: acquisition metadata, trusted timestamps where they exist,
operator identity, tool versions and a documented chain of custody.

A useful evidence record ties the artefact to the context of its acquisition: case identifier, device identity, collection
scope, acquisition time, operator identity, tool and agent version, digest, and every handling event that follows. In a
chained metadata structure each event refers to the digest of the one before it, which makes unauthorised changes easier
to see. The chain is only as reliable as the protection of its keys, the process that generates its events and its access
controls. An attacker who can rewrite the whole record, or who gets hold of a signing key, defeats a hash chain on its
own. Several decisions are left open, including key provisioning, recovery, secure storage, clock trust, access revocation
and independent verification.

C. Behavioural and Binary Analysis

Forensic interpretation often means weighing several weak observations together. A process event, a network
connection or a file modification may each look ordinary alone, but when they are correlated by host, time, process
lineage, user context and related artefacts they can form a meaningful sequence. That is the argument for event
correlation and attack reconstruction over reliance on a single alert. Correlated results should keep the original events
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and their provenance, and derived conclusions should be stored apart from the source evidence so a reviewer can tell
observed facts from interpretation.

Binary analysis [6] complements behavioural telemetry. The characteristics of a binary may suggest that an
executable resembles a known family or has suspicious functionality, while endpoint events show whether and how it
was run. The limitations deserve equal attention. Similarity does not necessarily mean common authorship or malicious
intent. Compiler optimisation, function inlining, library reuse and build configuration all affect similarity [30], [31], and
anti-analysis behaviour [7] can lower the reliability of automated tools. Learning-based malware classifiers face related
robustness concerns [12], [15], [21]. A forensic workflow should therefore keep tool versions and analysis parameters,
record confidence and uncertainty, and allow manual validation of conclusions with high impact. Computationally heavy
tasks such as dictionary-based recovery [1] call, in addition, for resource-aware scheduling and explicit authorisation
boundaries.

D. Domain-Specific Languages and Compiler-Assisted Workflows

In cross-platform investigations the same question needs different commands and artefact locations on each
operating system. Asking investigators to remember platform-specific syntax makes inconsistent collection more likely
and workflows harder to reproduce. A DSL can give them a higher-level vocabulary for investigative intent, with a
compiler translating that intent into platform-specific operations. The direction fits the wider interest in autonomous and
automated cyber defence [20], although none of the reviewed core papers evaluates it for forensics.

To be useful forensically, the language has to be constrained. Its commands should express permitted collection and
analysis operations and not arbitrary execution, and a workflow definition should declare its scope, target, required
privileges, expected output and evidence-handling behaviour. The compiler should check syntax and semantics, reject
unsupported or unsafe operations, and produce a traceable execution plan. A readable IR lets reviewers see what the
system intends to do before any agent acts. When a platform cannot supply a requested artefact, the system should report
an explicit limitation and not quietly substitute another source.

A compiled workflow should also yield an execution manifest listing the workflow, compiler and agent versions,
the target platform, parameters, start and completion times, privileges used and outcomes. The manifest should tell apart
successful collection, partial collection, permission denial, unsupported artefacts and execution failure. Since the DSL
creates a new trust boundary, investigators have to be able to trust the compiler and the agent, which makes compiler
testing, signed releases, least-privilege execution, code review and validation against known forensic test cases essential.
Automation can improve consistency, but it can just as easily repeat a flawed procedure at scale. The aim is controlled
and reviewable automation.

E. ATT&CK-Mapped Interpretation

The MITRE ATT&CK knowledge base gives a common vocabulary for adversary tactics and techniques. Mapping
observed events onto it helps organise evidence around behaviours such as execution, persistence, privilege escalation,
discovery, lateral movement and command and control. The mapping is an analytical aid and not proof that a technique
occurred. A sound implementation keeps the raw telemetry, the rule or model that proposed the mapping, the ATT&CK
version used, and the reasoning that links observations to the technique. It should also allow several hypotheses when
evidence is incomplete, which matters most where legitimate administrative activity resembles adversarial behaviour.

VI. RESEARCH GAPS

The reviewed literature supplies useful building blocks, but its coverage is uneven. Hardware-security research
concentrates on device and supply-chain trust, cryptographic-hardware research provides efficient primitives, binary-
analysis research addresses compiled artefacts and anti-evasion, and studies of third-party devices show how trust can
be weakened by outside components. Not one of the six core studies describes, on its own, a complete workflow that
runs from investigator-authenticated acquisition through cross-platform execution, event correlation and ATT&CK
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interpretation to chained evidence provenance. Five gaps follow, and Table V relates each to its supporting evidence
and to the architectural layer that responds to it.

G1 Reproducible workflows. Platform-specific forensic procedures are still hard to express and reproduce
consistently across mixed endpoints.

G2 Integrity bound to procedure. Integrity mechanisms tend to be discussed apart from the acquisition
procedure and the identity of the operator.

G3 Explainable findings. Automated detection and binary analysis can produce findings that are hard to interpret
unless they are linked to original evidence and explicit reasoning.

G4 Hardware trust in the forensic chain. Hardware trust is usually considered at the level of components or
supply chains and not as part of a full forensic chain.

G5 Comparable evaluation. The studies use different datasets and metrics, so reported performance cannot be
compared directly.

TABLE V. RESEARCH GAPS, SUPPORTING EVIDENCE, AND ARCHITECTURAL RESPONSE

Gap Where it shows in the reviewed work Reasoning Responding layer
Gl No core study evaluates a DSL or compiler | Reproducibility needs a shared, constrained L2, L3, L4
for forensics; automation appears only as vocabulary and a reviewable plan

general interest in autonomous cyber
defence [20]

G2 Hashing and cryptographic hardware [4] are | Integrity means something only when it is L1, L4, L6

treated as primitives; a digest shows bound to operator identity, scope and tool
consistency only version
G3 Binary analysis [6] and ML detection [3] Findings need pointers to source events, L5, L6

give findings whose reliability depends on parameters and a stated uncertainty
tooling and data [30], [31], [40]

G4 Hardware-trust studies [2], [5] address Trust assumptions of tokens, agents and L1, cross-cutting
components and ecosystems, not the storage must be explicit and checked
evidence path

G5 Different tasks, datasets and metrics across | A shared plan and metric definitions are Section VIII
all six studies needed before comparison is meaningful

VIl. AN INTEGRATED REFERENCE ARCHITECTURE

A. Design Principles and Assumptions

The architecture is derived from the gaps in Section VI and from the cautions recorded in Section V. Six principles

guide it.

Authorise before acting. Nothing is collected without an authenticated investigator, a bound case and session,
and a plan validated against that investigator’s authority.

Constrain, then review. Workflows are written in a restricted language and compiled to a human-readable IR
that is reviewed before anything runs.

Least privilege on endpoints. Agents carry out only the operations in a signed plan, with the minimum privileges
those operations need.

Record procedure with evidence. Each artefact is bound to the manifest of the execution that produced it.

Separate facts from interpretation. Original artefacts, normalised telemetry, derived indicators, mappings and
conclusions are stored as distinct but linked layers.

State limitations explicitly. Unsupported artefacts, partial collection and uncertain mappings are reported and
never hidden or silently replaced.

Four assumptions also need to be stated openly: that compiler and agent releases can be signed and verified; that

investigators can be enrolled with a credential and later revoked; that a time source of known quality is available, or that
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its absence is recorded; and that an independent party can hold a checkpoint of the evidence chain. If any of these fails,
the architecture falls back to weaker guarantees, and the manifest and records should show that.

B. Overview

Building on the gaps above, we outline an integrated, hardware-assisted reference architecture for trustworthy
automated forensics. It has six cooperating layers: (1) investigator authentication; (2) workflow specification in a
constrained DSL; (3) a compiler and intermediate representation; (4) platform-specific endpoint agents; (5) centralised
evidence analysis and correlation; and (6) evidence integrity and provenance management. Fig. 3 shows the layers and
the main path of a request.

The layers are meant to form a continuous, reviewable path from the investigator’s request to the resulting evidence
and analytical output. A set of cross-cutting controls supports every layer: key management, trusted time, access control,
audit logging, signed releases and an offline mode. A side path carries the artefact digest and execution manifest straight
from the endpoint to the provenance layer at the moment of acquisition, so that integrity evidence does not depend on
later analysis stages.

Fig. 3. Six-layer reference architecture for trustworthy automated forensics (design proposal).
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C. Traceability to the Reviewed Literature

Fig. 4 maps each core study to the layers it informs. The mapping is our own interpretation, and the papers do not
state it. Hardware-assessment work [2] and third-party hardware analysis [5] inform the cross-cutting trust assumptions
and the design of endpoint components. Crypto-Tile [4] informs the level of assurance expected of the token and the
integrity primitives, while binary-code analysis [6] informs the analysis layer. Hardware Trojan detection [3] contributes
design-time assurance at the cross-cutting level, and the resource-aware recovery study [1] adds the requirement that
heavy tasks be scheduled, parameterised and authorised. The DSL layer (L2) has no direct counterpart among the six
core studies, which is itself one of the gaps this survey identifies.
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D. Layer 1: Investigator Authentication and Hardware Assistance

A low-cost, microcontroller-based hardware security module, for example an ESP32-class device, could
authenticate investigators and identify investigation sessions, adding a physical trust element to the workflow. Such a
desigh must make clear how credentials are stored or derived, how the device talks to the host, how authentication is
tied to a case and session, and how loss or revocation is handled. A hardware token should not be treated as sufficient
proof of identity by itself. It should work inside a broader authentication and authorisation process. The roots-of-trust
literature [4], [19], [23], [45] indicates the level of assurance that dedicated secure hardware can offer, and also the gap
between that hardware and a low-cost token.

Fig. 4. Analytical mapping from the six core studies to the architecture layers.
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Layer L2 (DSL) has no direct counterpart among the six core studies; [20] gives only general context. Mapping is analytical, not stated by the papers.

Four guestions define the design space for this layer and should be answered before any prototype is evaluated. On
credential protection: can the credential be extracted from a low-cost device, and what protection does the chosen
microcontroller offer? On session binding: is each request bound to a case and session so that a captured exchange
cannot be replayed? On revocation: how is a lost or retired token invalidated, and how do records already signed remain
verifiable afterwards? On fallback: what happens when the token is unavailable during an urgent investigation, and how
is that exception recorded?

E. Layers 2 and 3: Constrained DSL, Compiler, and Intermediate Representation

The DSL gives investigators a vocabulary of intent. Its constraint is the whole point: it expresses permitted collection
and analysis operations and not arbitrary execution. Table V1 lists the design requirements derived from Section V-D,
each with a rationale and a candidate mechanism.

TABLE VI. DESIGN REQUIREMENTS FOR THE INVESTIGATOR-ORIENTED DSL

Requirement Rationale Candidate mechanism
Constrained vocabulary | Workflows should express permitted collection | Closed set of named operations; no free-form shell
and analysis, not arbitrary execution access
Declared scope and Reproducibility and avoidance of over- Mandatory case, target and scope fields checked at
target collection compile time
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Requirement Rationale

Candidate mechanism

Declared privileges Least privilege and auditability

Each operation annotated with the privilege it needs;
compiler rejects requests beyond the investigator’s
authority

No silent substitution of one artefact source for
another

Explicit limitations

Unsupported artefact reported in IR and manifest;
behaviour on unsupported artefacts declared by the
workflow

Reviewers should see intended actions before
execution

Reviewable IR

Readable IR generated deterministically from source
and compiler version

Versioned and signed The compiler is a new trust boundary

Signed compiler releases; plan pins compiler and
knowledge-base versions

Resource declarations Heavy tasks need scheduling and authorisation

(1]

Optional block declaring resource limits and
parameters, recorded in the manifest

Fig. 5 shows the compilation pipeline. Source text is parsed, checked semantically and checked against the
investigator’s authority, and any failure returns an explicit error with nothing executed. An accepted workflow becomes
a reviewable IR, is lowered to platform back-ends and is packaged as a signed execution plan that agents verify before
acting. Listing 1 gives an illustrative workflow and Listing 2 the corresponding IR. Both are design examples and do

not describe an implemented language.

Listing 1. lllustrative DSL workflow (design example).

workflow "persistence-triage" version "1.0" {
case "CASE-2026-014";
target host ("WS-017") ;
platforms [windows, linux];
privilege read only;
collect process list, network connections;
collect persistence points;
collect event logs since "2026-10-01T00:00z";
on_unsupported report; # never substitute silently
analyse attack map (kb version = "pinned");
store sha256, chain = true;

Listing 2. Corresponding reviewable IR (illustrative; symbolic fields in angle brackets).

PLAN id=<plan-id> wf=persistence-triage@l.0 compiler=<ver> kb=<ver>
SCOPE case=CASE-2026-014 target=WS-017 privilege=read only

STEP 1 op=process_list

STEP 2 op=network connections
STEP 3 op=persistence points
STEP 4 op=event logs

LIMIT none declared

OUTPUT store=sha256 chain=true manifest=required

windows -> <backend op>
windows -> <backend op>
windows -> <backend op>
windows -> <backend op>

linux -> <backend op>
linux -> <backend op>
linux -> <backend op>
linux -> <backend op>

SIGN <compiler signature> <investigator countersignature>
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Fig. 5. Compilation pipeline from workflow source to a signed execution plan, with the rejection path.

[ Rejection path: explicit error returned to the investigator; nothing is executed or silently substituted J
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Investigator reviews the IR before the signed plan is released; agents refuse unsigned or altered plans.

The value of a shared intent is that one question maps to different sources on different systems. Table VII illustrates
the kind of lowering involved. The entries are illustrative and not exhaustive, and they also show why the compiler must
report differences instead of hiding them: process lineage, connection attribution and timestamp semantics are not
identical across platforms.

TABLE VII. ILLUSTRATIVE LOWERING OF INVESTIGATIVE INTENT TO PLATFORM SOURCES

Intent Windows source (examples) Linux source (examples) Difference to record
process_list Process enumeration through Enumeration of the process file Availability of parent—child
operating-system interfaces; system; process accounting where | lineage differs
process-creation events where enabled
logging is enabled
network_connections | TCP and UDP connection tables Kernel socket tables and socket- Process attribution depends on
statistics tools privilege
persistence_points Scheduled tasks, services and start- | Scheduled jobs, service-manager Mechanisms differ; mapped to
up registry entries units and shell start-up files one persistence intent
event_logs Native event logs System journal and log files Schemas differ; normalisation
required
file_metadata File-system timestamps and Timestamps and attributes of the File-system semantics differ
attributes of the Windows file Linux file system in use
system

Note: entries illustrate the lowering concept. A prototype would define each back-end operation precisely and test it against known cases.

F. Layer 4: Endpoint Agents and the Execution Manifest

Endpoint agents are kept deliberately lightweight. An agent verifies the signature and version of a plan, executes
only the listed operations with the declared privileges, hashes every collected artefact at acquisition and produces an
execution manifest. The manifest records the workflow, compiler and agent versions, the target platform, parameters,
start and completion times, privileges used and outcomes. Table VIII defines the outcome states, which make the
difference between a complete and an incomplete acquisition visible and not merely implied.

TABLE VIII. EXECUTION-MANIFEST OUTCOME STATES

Status Meaning Detail that must be recorded

Complete The requested artefact was collected in full Digest, size and source identifier

Partial Collection succeeded only in part What is missing, why, and counts of items or bytes collected
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Status Meaning Detail that must be recorded

Permission denied The operating system refused the operation Privilege used, operation and error code

Unsupported artefact | The artefact does not exist on this platform or | Platform and version; explicit limitation, no substitute source

version
Execution failure The agent or a tool failed or was interrupted Stage, error, and whether a retry occurred
Plan rejected The agent refused the plan Reason, such as signature failure or version mismatch

Two further design points follow from the third-party-dependency lesson [5]. The agent should not depend on
external services to perform collection, and an offline mode should let plans and results be exchanged without network
access. The endpoint under investigation may itself be altered or hostile, so the agent’s results are treated as claims
whose consistency is checked and not as ground truth. This is reflected in the trust-boundary analysis of Section VII-J.

G. Layer 5: Central Analysis, Correlation, and ATT&CK-Aligned Interpretation

The central analysis component correlates endpoint events (process, network, event-log, persistence, file and driver-
related artefacts) by host, time, process lineage, user context and related artefacts, and it supports ATT&CK-aligned
investigation. Binary analysis results [6] can be attached to the executables that events refer to. Its output should keep
original artefacts, normalised telemetry, derived indicators, analyst annotations and system-generated conclusions
separate, so that an independent reviewer can reconstruct the analytical path. Fig. 6 shows the separation: the lower two
layers hold observed facts, the upper three hold interpretation, and each record keeps pointers to the records it was
derived from.

Fig. 6. Separation of observed facts from interpretation, with pointers from every derived record back to its sources.
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A candidate ATT&CK mapping should carry the elements listed in Table IX. Alternatives matter here. Where
legitimate administrative activity looks like adversarial behaviour, the system should keep more than one hypothesis,
mark its confidence, and leave high-impact conclusions to human review.

TABLE IX. ELEMENTS OF A CANDIDATE ATT&CK MAPPING RECORD

Element Content Purpose
Source events Identifiers of the normalised events that support the Lets a reviewer trace a claim to evidence

mapping
Technique candidate ATT&CK tactic and technique identifier Common vocabulary for reporting
Knowledge-base version The ATT&CK version used Reproducibility as the knowledge base

changes

Rule or model Identifier, version and parameters of what produced the Explainability and auditability

mapping
Reasoning Statement linking the observations to the technique Distinguishes inference from observation
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Element

Content

Purpose

Alternative hypotheses

Other explanations, including legitimate administration

Avoids over-claiming from ambiguous
activity

Confidence and review
status

Stated confidence and whether an analyst has reviewed it

Marks which results are provisional

H. Layer 6: Evidence Integrity and Provenance

The integrity layer would use SHA-256 artefact hashing and chained metadata to make changes to evidence
detectable, with the signing and verification considerations discussed in Section V-B. Fig. 7 shows a chained record
structure. Each record carries the digest of its predecessor, so altering an earlier record invalidates every later link, and
each record is signed. Table X lists the fields together with the trust dependency of each, which is the part most often
overlooked: a field is only as trustworthy as the process that produced it.

Fig. 7. Hash-chained evidence records with signatures and an independent verification step.
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Verification: recompute each record digest from its content, check the link to its predecessor and the signature, and compare the chain head with an

independently held checkpoint. A hash chain alone does not stop an attacker who can rewrite the whole chain or who holds the signing key.

TABLE X. FIELDS OF AN EVIDENCE RECORD AND THEIR TRUST DEPENDENCIES

Field

Purpose

Depends on

Case identifier

Binds the record to an investigation

An authorised case registry

Device identity

Identifies the source system

Enrolment or attestation; strength depends on the
platform

Collection scope

States what was requested

The signed execution plan

Acquisition time and time
source

Ordering and timing of events

A trusted time source; clock discrepancies must be
flagged

Operator identity and session

Accountability for the action

The authentication process, including the token and its
revocation

Tool, agent and compiler
versions

Reproducibility

Signed releases

Avrtefact digest (SHA-256)

Detects later change to the artefact

The hash primitive; shows consistency only, not
authenticity

Previous record digest

Links the record into the chain

Integrity of the chain and its storage

Signature

Authenticity of the record

Protection of the signing key

Handling events

Transfer, access, disclosure and
analysis steps

The event-generation process and access controls

A hash chain makes tampering visible, but it does not make it impossible. An attacker who can rewrite the whole
chain, or who holds a signing key, can produce a consistent forgery. The design therefore adds three mitigations:
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signatures on each record, protection of signing keys in secure hardware where practicable [4], [45], and periodic
checkpoints of the chain head held by an independent party so that wholesale replacement can be detected. The
remaining open decisions (key provisioning, recovery, clock trust and revocation) should be settled in the prototype and
tested under the scenarios in Section VIII.

|. End-to-End Workflow

Fig. 8 follows one investigation across the five principal actors. The investigator authenticates with the token, opens
a case session and submits a workflow (steps 1-2). The compiler validates it, emits the IR and returns it for review, and
the investigator approves and countersigns (steps 3—4). A signed plan goes to the endpoint agent, which verifies it,
collects and hashes the artefacts (steps 5-6). Artefacts, digests and the execution manifest then pass to the provenance
store, where the record is linked to its predecessor, signed and stored (steps 7-8). Evidence references are handed to the
analysis component, whose derived findings are stored separately with source pointers (steps 9—10), and a report with
traceable reasoning returns to the investigator (step 11).

Fig. 8. End-to-end sequence from authenticated request to a report with traceable reasoning.

Investigator ‘Compiler and Endpoint Evidence and Correlation and
+ token policy service agent provenance store analysis

1 Authenticate; open case session; submit workflow
—_—

| [ 2 Validate scope, policy; emit IR ]

3 Return IR for review

4 Approve and countersign |

5 Signed execution plan

& Verify plan; collect; hash artefacts ]

7 Antefacts, digests and execution manifest
—_—

[ 8 Link to previous digest; sign; Store

9 Evidence references for ingestion
[ ——————

10 Derived findings with source pointers

11 Report with raceable reasoning

J. Trust Boundaries and Threat Model

Fig. 9 divides the architecture into four zones and five boundaries. The endpoint under investigation (Z3) is drawn
with a dashed outline because it may be altered or hostile, and its local artefacts are therefore treated with the most
suspicion. Boundary B5 stands for the hardware, firmware and third-party components beneath every zone, which is the
supply-chain exposure described in [2] and [5]. Table XI lists twelve threats with the zones and layers they affect, the
design mitigation and the residual risk. The residual column is deliberate, because a mitigation reduces a risk and only
rarely removes it.

TABLE XI. THREAT MODEL FOR THE REFERENCE ARCHITECTURE

ID Threat Where Design mitigation Residual risk
T1 Compromised or Z3,L4 Signed agent releases; agent identity checked; | A deeply compromised endpoint can
substituted endpoint manifest consistency checks still misreport what it sees
agent
T2 Lost or stolen Z1,L1 Session binding; revocation; token only one Low-cost token may resist extraction
investigator token factor in broader authentication poorly [4], [19], [23], [45]
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1D Threat Where Design mitigation Residual risk

T3 Over-collection through | L2, L3 Mandatory scope and target; compiler checks | Authority definitions may themselves
an overly broad against authority; data minimisation be too broad
workflow

T4 Compromised compiler | Z2, L3 Signed releases; compiler testing; reviewable | Subtle miscompilation may pass review
or IR generator IR; investigator countersignature

T5 Tampering with stored | Z4, L6 Hash chain; record signatures; independent Whole-chain rewrite if checkpoints are
evidence or records checkpoints absent

T6 Signing-key 72,74 Key protection in secure hardware where Records signed before detection remain
compromise practicable; rotation and revocation suspect

T7 Clock manipulation Z3,L6 Trusted time source; clock discrepancies Absent trusted time weakens ordering

flagged claims

T8 Replay or duplicate B2, B3 Session binding; nonces; duplicate detection | Depends on correct implementation of
submission freshness checks

T9 Anti-analysis and L5 Record tool versions and parameters; Automated similarity may be evaded
obfuscated binaries confidence levels; manual validation [6], [7]

T10 | Misattribution through | L5 Mappings stored as hypotheses with Analysts may over-trust prioritised
ATT&CK mapping alternatives and review status results

T11 | Supply-chain B5, L4 Minimise external services; offline mode; Hardware-level compromise is hard to
compromise of agents component identity; update provenance [5] detect at runtime
or dependencies

T12 | Privacy harm from L2, L4 Scope limits; role-based access; retention Policy enforcement depends on
excessive data policy organisational practice
collection

Fig. 9. Trust zones (Z1-Z4) and boundaries (B1-B5) of the reference architecture.
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B85 Hardware, firmware and third-party components beneath all zones (supply-chain trust, [2], [5])

K. Design Decisions and Alternatives

Table XIlI records the principal design decisions, the alternatives that were considered and the reason for each choice.

Several of the choices trade assurance against cost or complexity, so a prototype should be used to test whether each

trade-off is acceptable and not simply assume it.

TABLE XII. PRINCIPAL DESIGN DECISIONS AND ALTERNATIVES

Decision

Adopted option

Alternative

Reason and trade-off

Investigator
credential

Microcontroller-based token
inside a broader
authentication process

Dedicated secure element or
smart card; software-only
credential

Low cost and accessibility against lower
assurance than dedicated secure hardware
[4], [19], [23], [45]
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Decision

Adopted option

Alternative

Reason and trade-off

Workflow language

Constrained DSL

General scripting

Constraint enables compile-time checks and
review, at the cost of expressiveness

Plan form

Readable IR reviewed before
execution

Direct translation to commands

Review adds a step but exposes intent before
it is carried out

Agent privilege
plan

Least privilege per signed

Resident administrator agent

Smaller attack surface, but some artefacts
need elevated rights

Provenance structure

Signed hash chain with
external checkpoints

Plain hash list; database audit
log only

Greater tamper evidence for more key
management

Analysis placement

Central correlation with
minimal endpoint
normalisation

Full on-endpoint analysis

Cross-host correlation and consistent tooling
against more data movement

Interpretation

ATT&CK-aligned, version

Ad hoc taxonomy

Shared vocabulary; mapping remains a

vocabulary pinned hypothesis
Connectivity Controlled offline mode; few | Cloud-dependent operation Reduces third-party exposure [5] at the cost
external services of convenience
L. Maturity

The architecture is a design proposal. No accuracy, latency, scalability, detection-rate or integrity-validation result

is claimed. The next phase is a controlled prototype, evaluated as described in Section VIII.

A. Principles

VIll. EVALUATION FRAMEWORK

A meaningful evaluation should measure technical behaviour and forensic quality separately, so that a fast system

is never mistaken for a trustworthy one. Fig. 10 outlines the framework. A controlled prototype with a fixed build and

test plan is exercised by five test suites, and results are reported together with the hardware, parameters and metric

definitions needed to reproduce them. Following good practice in comparative surveys, any future prototype study

should fix its test plan before tuning, keep test data apart from development data, and report hardware, parameters and

metric definitions. What follows are proposed evaluation dimensions and not reported results.

B. Technical Measures

TABLE XIIl. PROPOSED TECHNICAL MEASURES

Measure

Definition

Reporting note

Workflow compilation success

Share of valid workflows that compile without error

Report by workflow class

Compiler rejection correctness

Share of invalid, ambiguous and out-of-scope workflows

that are rejected

Report false accepts and false rejects
separately

Endpoint execution time

Time to execute a compiled workflow on an endpoint

State endpoint hardware and operating
system

Resource consumption

Processor, memory and input/output use at the endpoint

during collection

Report peak and average

Event-ingestion throughput

Events processed per unit time by the central component

State hardware and event mix

Correlation latency

Time from ingestion to a correlated result

Report the distribution, not only the
mean

Auvailability

Share of time the services are operational

State the test duration
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C. Forensic Measures

TABLE XIV. PROPOSED FORENSIC MEASURES

Measure

Definition

Reporting note

Acquisition completeness

Share of ground-truth artefacts present in the collected
set

Requires a seeded, documented
ground truth

Repeatability

Agreement between repeated runs against the same
system state

State what varies between runs

Provenance-field completeness

Share of records with every required field populated

List the required fields (Table X)

Hash-verification outcome

Pass or fail of verification, including injected
modifications

Report detection of every injected
case

Audit-log consistency

Agreement between manifests, chain records and logs

Report inconsistencies found

Traceability ratio

Share of conclusions traceable to original evidence

Count unreferenced conclusions

ATT&CK mapping quality

Precision, recall and analyst agreement

Do not treat every mapping as a

binary classification where context is
essential

Fig. 10. Evaluation framework: five test suites run against a controlled prototype and reported with full conditions.

~

Cross-platform suite = ~
-~y
~
DSL suite
- Reported with
Controlled N ey e
Fro:jntt:yE:i ATT&CK mapping suite metric definitions
ﬁ( D(‘iet tml ’ raw run records
ixed test plan) J technical, forensic
and security
~ measures kept apart
Evidence-integrity suite
-
™~
Authentication-hardware suite ~ -+

Protocol: fix the plan before tuning; keep test data separate from development data; repeat runs.

D. Test Scenarios

The scenarios in Table XV exercise the failure and attack conditions that the threat model anticipates. Each one is
defined by an injected condition and an expected observation, so a prototype either shows the behaviour or it does not.
Together they also cover the five proposed test dimensions. These are cross-platform execution (equivalent investigative
objectives on supported Windows and Linux configurations, recording differences in logs, permissions, file-system
semantics and event sources), DSL behaviour (valid, invalid, ambiguous and out-of-scope commands), ATT&CK
mapping, evidence integrity, and authentication hardware (reliability, session binding, failure handling, and resistance

to replay or device loss).

TABLE XV. TEST SCENARIO MATRIX

ID Scenario Injected condition Expected observation

Verification fails and identifies the affected
record

S1 Modified artefact copy Alter bytes of a stored artefact after acquisition

S2 Metadata alteration Change an operator or time field in a record Signature or chain verification fails
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ID Scenario Injected condition Expected observation
S3 Interrupted transfer Cut the connection during upload Manifest records partial collection or failure;
no silent success
S4 Duplicate submission Resubmit the same artefact Duplicate flagged; chain does not fork
S5 Clock discrepancy Skew the endpoint clock Discrepancy flagged; ordering relies on the

trusted time source

S6 Key revocation Revoke a token or signing key New records under the revoked key are
rejected; earlier records remain verifiable
under the recorded policy

S7 Out-of-scope workflow Request an operation beyond the investigator’s | Compiler rejects before any execution
authority

S8 Unsupported artefact Request an artefact absent on the platform Explicit limitation recorded; no substitute

source

S9 Token loss or replay Replay a captured authentication exchange; use | Session binding rejects the replay; revocation
a revoked token takes effect

S10 | Altered plan Modify a signed plan in transit Agent refuses and records “plan rejected”

S11 | Benign administration Run legitimate administrative activity that Multiple hypotheses retained; mapping not
resembles adversary behaviour asserted as fact

E. Experimental Protocol and Threats to Validity

The protocol should (i) fix the test plan and success criteria before tuning; (ii) use separate development and test
data, with seeded ground truth for acquisition completeness; (iii) repeat runs so that variation is visible; (iv) record
hardware, operating-system versions, parameters and metric definitions; and (v) keep raw run records so that results can
be audited. Four threats to validity should be reported. The prototype’s test environment may not represent real
investigations, seeded ground truth may be easier than real evidence, the authors both build and test the system, and
ATT&CK mapping quality depends on analyst judgement. Where a result cannot be generalised, the report should say

SO.

IX. DISCUSSION
A. Summary of Findings

Returning to the research questions of Section I-B: for RQ1, the hardware and third-party studies imply that the trust
assumptions of acquisition platforms should be made explicit and checked at runtime and not taken for granted. For
RQ2, binary and behavioural analysis can complement one another, yet both are bounded by obfuscation, build variation
and classifier robustness, so findings need preserved parameters, a stated uncertainty and manual validation. For RQ3,
a constrained DSL would need declared scope, privileges and expected output, a reviewable IR, explicit limitations and
signed releases. For RQ4, the remaining gaps are those in Table V, which the six-layer architecture is meant to address

and which only a controlled prototype can test.

B. Limitations of This Survey

The corpus is small and was chosen thematically, so conclusions about the field as a whole would be unsafe. The
six studies differ widely in kind: an assessment model, a detection study, a hardware design, a case study, a review and
a computational study. They shed light on different parts of the problem and cannot be ranked. The architecture was
derived analytically and has not been built, and the traceability map in Fig. 4 is the authors’ interpretation. The threat

model is not exhaustive, which is why residual risks are stated alongside each mitigation.
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C. Legal, Ethical, and Privacy Considerations

Automation does not remove the need for authority. Collection must be authorised for the case and the target, and
for this reason the architecture binds every plan to an authenticated investigator and a declared scope. Automated
systems must not collect more data than the authorised purpose of the investigation requires, so scope limits, data
minimisation, role-based access and retention policies are design requirements and not optional extras. Whether a given
record would be accepted as evidence in a particular jurisdiction depends on local rules and practice that this survey
does not address, and the architecture should not be read as legal advice or as a guarantee of admissibility. Human
review remains essential for high-impact interpretations, especially where machine-learning outputs or ATT&CK

mappings are used to prioritise evidence.

D. Deployment Considerations

A prototype would have to settle several practical matters that the literature leaves open: how agents are installed
and updated on endpoints without weakening the system being investigated; how investigators are enrolled and how
tokens are issued, replaced and retired; where signing keys are held and how they are recovered; how an independent
party receives chain checkpoints; and how the system behaves with limited connectivity. Each should be written down

as an explicit assumption, in keeping with the principle that trust is established at every boundary.

X. FUTURE DIRECTIONS
Several lines of work follow from the gaps identified.
» Controlled prototype. Build the architecture and evaluate it against Section VIII, publishing the test plan, the
scenarios and the raw results.

» Shared benchmark. A benchmark of forensic workflows with ground truth for acquisition completeness and

provenance would let the field compare approaches fairly.

» Authentication hardware study. Compare low-cost tokens with dedicated secure elements on resistance to

extraction, session binding, revocation and cost.

» Compiler assurance. Develop test suites and, where feasible, formal checks for the compiler and for the lowering
from IR to platform operations.
» Privacy-preserving collection. Investigate how to minimise personal data and apply role-based access and clear

retention policies in automated collection.

» Secure update and audit export. Provide signed agent packages, secure update mechanisms and independent

audit export so that a third party can verify a case.

» Broader evidence sources. Extend the vocabulary to connected and mobile devices, where acquisition is hard
[10], [25], and to firmware components [27], [28], [33], [38].

» Comparison with existing platforms. Position the architecture against established endpoint forensic platforms,

which were outside the scope of this corpus.
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XI. CONCLUSION

Trustworthy digital forensics takes more than a collection tool or a cryptographic hash. It depends on the integrity
of the hardware and software involved, on investigative procedures that can be repeated, on interpreting events in their
context, and on being able to show how evidence was acquired and handled. The reviewed studies each light up an
important part of this problem. Hardware-security assessment exposes supply-chain dependencies, hardware Trojan
detection explores automated assurance, cryptographic accelerators provide trusted primitives, third-party device
research highlights external trust boundaries, and binary-code analysis tackles compiled and evasive artefacts.

The main finding of this survey is that these strands remain unintegrated. The reference architecture we outline is
offered as one response to that gap. It centres on a DSL-driven workflow, compiler-assisted cross-platform execution,
endpoint agents, central correlation with ATT&CK-mapped analysis, SHA-256 hashing with chained metadata and
hardware-assisted investigator authentication, and it is supported by a trust-boundary analysis, a threat model and a
scenario-based evaluation framework. Because it is only a proposal, any claim about its effectiveness or operational
readiness has to wait for a controlled prototype, transparent evidence provenance and reproducible cross-platform

testing.
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