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Abstract— Healthcare institutions often struggle with
fragmented workflows, manual record management, and
inefficient coordination among clinical and administrative staff.
To address these challenges, this paper presents HealthOps, an
intelligent full-stack Hospital Management System designed to
streamline and digitize hospital operations through a unified
platform. The system integrates patient registration,
appointment scheduling, medical record management, doctor
availability tracking, and administrative monitoring within a
secure role-based architecture. Built using React, TypeScript,
Spring Boot, PostgreSQL, and Docker, HealthOps employs
JSON Web Token (JWT) authentication and Role-Based Access
Control (RBAC) to ensure data security and controlled access for
Administrators, Doctors, and Receptionists. A distinctive feature
of the platform is HealthBot, an Al-powered chatbot developed
using FastAPI and the Groq-hosted LLaMA 3.1 model, which
provides real-time, context-aware assistance by retrieving live
operational data from the system. Performance evaluation
demonstrates efficient API response times, reliable functional
correctness, and positive usability feedback from end users. The
results indicate that HealthOps significantly improves
operational efficiency, reduces scheduling conflicts, enhances
user productivity, and simplifies hospital management through
intelligent automation and modern web technologies. The
containerized deployment architecture further ensures
scalability, portability, and ease of maintenance across diverse
healthcare environments.

Index Terms— Hospital Management System, Healthcare
Informatics, Full-Stack Development, Role-Based Access
Control, Artificial Intelligence, HealthBot, React, Spring Boot,
PostgreSQL, Docker, LLaMA 3.1.

1. INTRODUCTION

The healthcare industry is undergoing rapid digital
transformation as hospitals and clinics increasingly adopt
information systems to improve patient care and operational
efficiency. Traditional healthcare management processes
often rely on manual record-keeping, paper-based
documentation, and disconnected software solutions,
resulting in inefficiencies, scheduling conflicts, data
redundancy, and increased administrative workload. These
challenges not only affect the productivity of healthcare
professionals but also impact the quality and timeliness of
patient services.
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Hospital ~ Management  Systems (HMS)  have
emerged as an effective solution for addressing
these issues by centralizing patient information,
appointment scheduling, clinical  records, and
administrative operations within a unified digital platform.
However, many existing HMS solutions are expensive,
difficult to customize, or lack intelligent features that
assist users in navigating complex workflows. Small and
medium-sized healthcare institutions often struggle to
adopt such systems due to high deployment costs and
technical limitations.

To overcome these challenges, this paper
presents HealthOps, an integrated full-stack Hospital
Management Platform designed to streamline healthcare
operations through secure, scalable, and user-friendly
technologies. The platform combines a React and
TypeScript-based  frontend with a  Spring Boot

backend and PostgreSQL  database to  provide
comprehensive management of patients,
appointments, medical visits, doctor availability,

and administrative  activities. Security is ensured
through JSON Web Token (JWT) authentication and
Role-Based ~ Access  Control  (RBAC), enabling
controlled access for Administrators, Doctors, and
Receptionists.

A key innovation of HealthOps is the
integration of HealthBot, an Al-powered chatbot built
using FastAPI and the Grog-hosted LLaMA 3.1 model.
The chatbot retrieves live operational data from the
system and provides context-aware assistance, helping
users perform tasks efficiently and reducing the
learning curve associated with hospital
information systems. By combining modern web
technologies, intelligent automation, and containerized
deployment using Docker, HealthOps offers a cost-
effective and extensible solution for modern healthcare
management.
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The objective of this work is to develop a secure, scalable,
and intelligent hospital management platform that enhances
operational efficiency, improves coordination among
healthcare stakeholders, and provides an improved user
experience through Al-assisted interactions. The proposed
system demonstrates how emerging technologies can be
leveraged to create a practical and future-ready healthcare
management solution.

II. LITERATURE REVIEW

A. Digital Health and Healthcare Information Systems

C. Open-Source Healthcare Management Systems

Mamlin et al. [4] introduced OpenMRS, an open-source
electronic medical record system designed for healthcare
institutions in  developing countries. The platform
demonstrates the feasibility of cost-effective digital healthcare
solutions and promotes collaborative development. However,
OpenMRS primarily focuses on electronic medical records
and requires considerable technical expertise for
customization and deployment. HealthOps builds upon the
strengths of open-source healthcare systems while providing a
modern user interface, simplified deployment through Docker,
and integrated hospital management features.

(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)

The World Health Organization (WHO) [1] presented the D. Artificial  Intelligence and Large Language Models in
Global Strategy on Digital Health 2020-2025, emphasizing Healthcare
the importance of digital transformation in healthcare services. Recent advancements in Artificial Intelligence have
The strategy highlights the role of electronic health systems in demonstrated the potential of Large Language Models
improving patient care, accessibility, and operational  (LLMs) in healthcare applications. Singhal et al. [7] showed
efficiency. While the framework provides a broad vision for that LLMs can encode significant clinical knowledge and
healthcare  digitalization, it does not propose a specific  aggist healthcare professionals in accessing relevant
implementation‘ model for hospital management 0p§rati0ns information. Furthermore, Lewis et al. [8] introduced
such. as  appointment scheduling, - staff coordllnatlon, or Retrieval-Augmented Generation (RAG), which enhances
adrplnl.stratlve coptrol. HealthOps address?s this gap by response accuracy by combining language models with real-
delivering a practlcal and deploya‘ple h,o S pltal.m_anagement time data retrieval. While these studies establish the
platform that integrates these functionalities within a single . . .
effectiveness of Al-driven assistance, they do not focus on
system. operational hospital management. HealthOps leverages these
B. Electronic  Health  Records and  Healthcare concepts through HealthBot, an Al-powered assistant that
Informatics retrieves live hospital data and provides context-aware
Hayrinen et al. [2] investigated the structure, content, and ~ Suidance to users.
impact of Electronic Health Records (EHRs) in healthcare III. COMPARATIVE ANALYSIS OF EXISTING METHODS
environments. Their work demonstrates how digital patient
records improve information accessibility, continuity of care,
and clinical decision-making. Similarly, Shortliffe and Cimino Various approaches have been adopted to manage hospital
[3] expl d the application of biomedical informatics in operations, ranging from traditional paper-based systems to
healthcare systems. Although these studies establish the  commercial Hospital Management Systems (HMS) and open-
significance of digital record management, they primarily = source healthcare platforms. While these solutions provide
focus on patient information storage and retrieval rather than ~ varying levels of functionality, they often suffer from
providing a complete hospital management solution. limitations related to scalability, usability, security, cost, or
HealthOps extends these concepts by integrating patient  intelligent assistance.
records with appointment management, visit documentation,
and operational workflows.
IV. RESEARCH GAP
The reviewed literature demonstrates significant progress in
healthcare informatics, electronic health records, security
mechanisms, artificial intelligence, and scalable software
architectures. However, existing solutions often focus on
individual aspects of healthcare management rather than
providing a unified platform that combines patient
management, appointment scheduling, role-based security,
real-time analytics, and Al-powered assistance. HealthOps
addresses this research gap by integrating these functionalities
into a secure, scalable, and intelligent hospital management
system designed to enhance healthcare operations and
improve user
IJERTV 151 S061020 Page 2
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The literature review highlights significant advancements
in healthcare informatics, electronic health records, hospital
management systems, security frameworks, and artificial
intelligence. Existing solutions such as Electronic Health
Record (EHR) systems primarily focus on storing and
managing patient information, while commercial Hospital
Management Systems provide operational functionalities
including appointment scheduling and administrative
management. Similarly, open-source platforms such as
OpenMRS offer affordable healthcare solutions but often
require extensive customization and technical expertise for
deployment and maintenance.

Although these systems address specific aspects of
healthcare management, several limitations remain. Most
existing platforms lack seamless integration between patient
management, appointment scheduling, doctor availability
tracking, visit documentation, reporting, and intelligent user
assistance. Commercial systems are frequently costly and
difficult to customize, making them unsuitable for small and
medium-sized healthcare institutions. Open-source solutions,
while flexible, often lack modern user interfaces, advanced
security  mechanisms, and  user-friendly  deployment
processes.

Recent research in Artificial Intelligence and Large
Language Models has demonstrated the potential of Al-
driven assistants in healthcare environments. However, many
Al applications focus on clinical knowledge retrieval and
decision  support rather than  operational  hospital
management. Furthermore, existing healthcare platforms
rarely integrate Al assistants capable of accessing real-time
system data to provide contextual guidance tailored to
different user roles.

Another significant gap is the lack of scalable and easily
deployable healthcare management solutions. Many existing
systems rely on monolithic architectures that complicate
maintenance and upgrades. Additionally, limited emphasis
has been placed on containerized deployment approaches that
ensure  portability, reproducibility, and simplified
infrastructure management.

Therefore, there is a need for a unified, secure, scalable,
and intelligent hospital management platform that combines
operational workflow management, role-based access
control, real-time analytics, and Al-powered assistance
within a single ecosystem. HealthOps addresses these
shortcomings by integrating patient registration, appointment
scheduling, medical visit management, doctor availability
tracking, administrative dashboards, and an Al-powered
HealthBot into a modern full-stack architecture. The system
leverages JWT-based authentication, Role-Based Access
Control (RBAC), microservice-based Al integration, and
Docker-based deployment to provide a comprehensive
solution for modern healthcare institutions.
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V. SYSTEM DESIGN AND ARCHITECTURE

A. System Architecture Overview

HealthOps adopts a four-layer architecture to separate user
interaction, business logic, data management, and intelligent
assistance functionalities. The frontend is developed using
React and TypeScript, which communicates with the backend
through RESTful APIs. The backend is implemented using
Spring Boot and manages authentication, authorization, and
business operations. PostgreSQL serves as the primary
database for storing healthcare data, while a FastAPI-based
chatbot microservice provides Al-driven assistance by
interacting with both the backend services and a Large
Language Model (LLM).

Architecture Components:

Presentation Layer (Frontend):

e Developed using React 18 and TypeScript.

e Provides role-specific dashboards for Administrators,
Doctors, and Receptionists.

e Handles user interactions, form submissions, data
visualization, and chatbot integration.

e Uses React Router for navigation and Axios for API
communication.

1) Application Layer (Backend):

® Built using Spring Boot 3.

e Exposes RESTful APIs for authentication, patient
management,  appointments,  visits, reports, and
administrative operations.

e Implements business logic and validates user requests.

e Enforces Role-Based Access Control (RBAC) using
Spring Security.

2) Data Layer:

® Uses PostgreSQL as the relational database management
system.

e Stores patient records, appointments, visits, doctor
schedules, holidays, and user information.

e Uses JPA/Hibernate ORM for database interaction.

e Flyway migration scripts ensure version-controlled
schema management.

3) Al Chat Al Chatbot Layer(HealthBot):

® Developed using FastAPI.

e Retrieves real-time operational data from backend
services.

e Integrates with the Grog-hosted LLaMA 3.1 model to
provide intelligent and context-aware assistance.

e Supports role-specific queries and operational
guidance.

B. Database Design

The The database schema is designed to maintain data
consistency and support healthcare workflows efficiently.
Core entities include:

Users — Stores login credentials and account
information.

Roles — Defines user permissions.

Doctors — Maintains doctor profiles and specialization
details.

Page 3

(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)



Published by :
https://lwww.ijert.org/
An International Peer-Reviewed Jour nal

International Journal of Engineering Research & Technology (IJERT)
I SSN: 2278-0181
Vol. 15 Issue 06 , June - 2026

e Patients — Stores patient demographic information.
e Appointments — Records appointment schedules and

status.
e Visits — Maintains diagnoses, prescriptions, and
medical notes.
Availability — Stores weekly doctor schedules.
Holidays — Records doctor leave and holiday
information.
e  Audit Logs — Tracks critical system activities.
Relationships between entities are maintained through
foreign key constraints to ensure data integrity and
consistency.

C. Authentication and Security Architecture

HealthOps  follows a secure authentication and
authorization mechanism based on JSON Web Tokens (JWT)
and Role-Based Access Control (RBAC).

Authentication Process:

User submits login credentials.

Backend verifies credentials.

JWT token is generated upon successful authentication.
Token is sent to the client application.

Client includes the token in subsequent API requests.

. Backend validates the token before processing requests.

Security Features:

e JWT-based stateless authentication.

e Role-Based Access Control
Receptionist).

e  Password encryption.

e  Secure API endpoints.

e Token expiration management.

This security architecture ensures confidentiality, integrity,
and controlled access to healthcare data.

SR W~

(Admin, Doctor,

D. Deployment Architecture

HealthOps utilizes Docker Compose for containerized
deployment. The deployment environment consists of four
independent containers:

1. PostgreSQL Database Container

2. Spring Boot Backend Container
3. FastAPI HealthBot Container
4. React Frontend Container

All containers communicate through a shared Docker
network, enabling seamless integration and portability across
development and production environments. Containerization
simplifies deployment, maintenance, and scalability while
ensuring consistency across platforms.
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VI. CONCLUSION

This research presented HealthOps, an integrated full-
stack Hospital Management Platform designed to address
the challenges associated with traditional and fragmented
healthcare management systems. The proposed system
successfully combines patient registration, appointment
scheduling, medical visit documentation, doctor availability
management, administrative monitoring, and Al-powered
assistance within a single unified platform. By leveraging
modern technologies such as React, Spring Boot,
PostgreSQL, FastAPI, and Docker, HealthOps provides a

secure, scalable, and user-friendly solution for healthcare
institutions.

The implementation of JSON Web Token (JWT)
authentication and Role-Based Access Control (RBAC)
ensures secure access to sensitive healthcare information
while  maintaining  proper data  isolation = among
Administrators, Doctors, and Receptionists. Furthermore, the
integration of HealthBot, an Al-powered chatbot utilizing the
LLaMA 3.1 model, enhances user experience by providing
real-time, context-aware assistance and operational guidance
based on live system data.
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