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Abstract
bstrac higher  throughput and lesser time. For

Computer networks face number of problems like
threats from hackers, viruses and other malwares, as
the speed of the network increases rapidly. The usual
software based signature Detection System provides
lesser support to the host system as the network
speed increases. Thus hardware implementations of
such signature detection system can have
significantly superior throughput using Bloom filters
are started budding. Bloom filter offers a mechanism
to store and inspect a large number of intrusions
efficiently  when  implemented with  Field
Programmable Gate Array (FPGA) technology. This
paper provides a survey of bloom filter with its
properties and different architectures for the design
of an efficient Counting Bloom Filter for signature
detection technique.

1. Introduction

A signature detection scheme refers to the
detection of network intrusions that arrive to the
host system through network cable. These
intrusions can be monitored using a signature
matching scheme with the help of a maintaining a
database. A network intrusion detection system
(NIDS) attempts to detect malicious activity such as
denial of service attack, port scans or tries to crack
into computers by monitoring network traffic.
NIDS monitors all incoming packets and tries to
find suspicious patterns known as signatures or
malwares. These are decided by a network
administrator at the time of configuration and
deployment of the network intrusion detection
system based on the security and network policies
of the organization. Since the number of threats and
network speed increases every day, the
conventional software based NID system such as
Snort utilizes more processing time; hence it is
difficult to cope with both protection and higher
data rates. As a result custom hardware
implementation of network intrusion detection
started emerging, which can have significantly
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implementing this hardware based string matching
technique, Bloom filters are used. Bloom filter
offers a mechanism to investigate for a large
number of strings efficiently and concurrently when
implemented with Field Programmable Gate Array
(FPGA) technology.

The concept of Bloom Filter [1] was introduced
by Burton H. Bloom in 1970. A Bloom Filter is a
probabilistic data structure that is wused in
characterizing large data to a set and in performing
membership queries i.e. to test whether an element
is @ member of the set or not, in a space efficient
manner. The general applications of bloom filter
include Spell Checkers, Longest Prefix Matching,
and Refining Web Search Results. Bloom filter
plays a vital role in the field of network security
and database management applications.

The paper aims to survey the design of counting
bloom filter in various ways for the application of
hardware based network intrusion detection system.
The rest of the paper is organized as follows.
Section 2 describes the operation of Standard
Bloom filter and its properties. Literature survey
regarding the different architectural design of
Counting Bloom filter are discussed in section
3.Power consumption analysis for various
architectures are done in section 4. Finally,
Conclusion and future remarks are mentioned in
section 5.

2. Standard Bloom Filter

A Bloom filter consists of set of hash functions
hl,h2,...hk used to calculate different hash values
and bit array of m bits that are initially set to
0.Bloom filter operates in two modes namely
programming and querying mode. In programming
mode, each element xi produces different hash
values {h1(xi),..hk(xi)}and are stored randomly in
the bit vector. In querying mode, a similar approach
is followed as during the storage of elements. The
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same k hash functions are considered over the
element named y.We check for the bits hi(y) for
i=1,2,....k to be equal to 1. If all bits are 1, the
element was probably in the set. If one or more of
these bits are still 0, the element is certainly not in
the set. The probability of enabling same bit vector
for different elements are possible, hence removing
one element from the set disturbs the other.
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Fig 1: Programming the Bloom filter
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Fig 2: Querying the Bloom filter
2.1. Properties of Standard Bloom Filter

e Bloom filter is a space efficient data
structure.

e  The time required to query does not depend
on the number of elements present in the
set.

e The probability of false positives can be
significantly lowered and a false negative
does not exist.

o Bloom Filter allows in the approximation of
intersection between two sets.

e If two Bloom Filters with same number of
bits and same number of hash functions
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represent sets S1 and S2 respectively then a
single Bloom Filter representing the union
of these two sets can be obtained by taking
OR of the two bit-vectors of the original
Bloom filters.

2.2.  False Positive Probability

The false positive probability rate of a Bloom filter
and the optimal number of hash functions can be
derived as follows. Let us assume that a hash
function selects each array position with equal
probability and m denotes the number of bits in the
Bloom filter. While inserting an element into the
filter, the probability that a certain bit is not enable
to one by a hash function is 1-1/m.

Since there are k hash functions in the filter, the
probability of any of them to be not set a specific bit
to one is given by

(1-1/m)* (1)
After the insertion of n elements into the filter, the
probability that a given bit is still zero is given by

(1-1/m)<" (2)

Accordingly the probability that the bit set to one
is
1-(1-1/m)*" (3)

For the membership test of an element, if
all of the k array positions in the filter calculated by
the hash functions are set to one, the Bloom filter
declares that the element belongs to the set. The
probability when the element is present in the set is
given by

(1_(1_1/m)kn)k ~ (l_e-kn/m)k (4)

The probability of false positives can be
reduced by minimizing (1-e™ "™ with respect to k.
This is accomplished by taking the derivative and
making equal to zero. The obtained result gives the
false positive probability as

(1/2)k~0.6185™"  (5)

An optimal number of hash functions is
assumed to be k = (m/n) In 2

3. Literature Review
This section performs the literature survey

of Counting Bloom Filter and its implementation for
the application of network intrusion detection. The
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different architectural design for the regular CBF is
performed.

3.1. Counting Bloom Filter

To overcome the drawback of Standard bloom
filter, Counting bloom filter is introduced. A
counting bloom filter [6] consists of m counters
along with m bits for each elements present in the
set. When an element is inserted, the corresponding
counters are incremented; similarly when the
element is deleted, the corresponding counters are
decremented. The value of the counter gives the
number of elements hashed to it. Since each counter
size is limited, the n-bit counter will overflow if it
reaches a value of 2". If the bit size for the counter
of CBF is ¢ and the total memory size is m, CBF
can use only m/c-sized memory space to register n
elements. Therefore, the false positive of CBF is
defined as:

Focer = (1-e*m (6)

The major advantage of Counting Bloom Filter
is that deletion of data in the data structure is
possible.i.e; it allows storage of elements and their
removal without any collision. The ‘memory
utilization is much less compared to the standard
bloom filter. At the same time, it has a limitation of
having higher false positive rate.
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Fig 3: Counting Bloom filter

3.2. Counting Bloom Filter
implementation for signature
detection
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Safi et.al [4] performs the comparison of two
implementations namely Low power CBF with the
SRAM based counting bloom filter where S-CBF
uses an SRAM array of counts along with the
up/down counter, zero comparator and a small
controller. In this implementation a small controller
coordinates the entire sequence of actions and the
updates are performed as read-modify-write
sequences which can be depicted as follows: 1) the
count is read from the SRAM; 2) it is adjusted
using the counter; and 3) it is written back to the
SRAM. The probe operation is employed as a read
from the SRAM, and the comparison with zero can
be done using the zero comparator. The major
drawbacks with S-CBF are that it suffers in both
delay and energy as updates require two SRAM
accesses per operation.

Safi et.al describes another Low power CBF
that does not require the actual count values of the
counter rather it cares only whether a count is “zero”
or “nonzero”. The Low power CBF performs three
operations namely:1) increment count (INC); 2)
decrement count (DEC); and 3) test if the count is
zero (PROBE). The first two operations are
performed during the updating phase of the set
whereas PROBE is done at the time of query mode.
This structure consists of an array of up/down
LFSRs together with zero detectors. The use of
up/down LFSRs offer a better delay and power than
other synchronous up/down counters provided with
the same length of count sequence.
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Fig 4: CBF for membership test.

Safi etat explored that Low power CBF is
superior when compared to S-CBF in terms of both
delay and speed along with the drawback of more
expense in terms of area.

3.21. K-stage  Pipelined Bloom Filter
Architecture

In the network intrusion detection application

due to very low rate of malicious traffic there is no

need to calculate all the hash functions to obtain the



International Journal of Engineering Research & Technology (IJERT)
ISSN: 2278-0181
Vol. 2 Issue 3, March - 2013

result of non membership. To exploit this pipelined
architecture is introduced to the existing structure. In
the Pipelined architecture of bloom filter, an enable
input is used. For first hash function it is set to one
and for the remaining k-hash functions the output of
the previous value is given. This architecture as
shown in fig 5 consists of several groups of hash
functions that are utilized in different stages. The
first stage always computes the hash values. The
second and further stages are used only if there is a
match in the previous stage [7]. The main advantage
of using a pipelined Bloom filter structure is if the
first stage produces a mismatch there is no need to
compute the second stage because a bloom filter
never produces a false negatives. This saves the
power consumed by pipelined bloom filter as
compared to the standard bloom filter. But the
drawback occurs at the power saving ratio which
diminishes when there are high no of matches in the
first stage and second stage is utilized more. To
remove this problem the fully Pipelined architecture
of Bloom filters [5] is introduced.
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Fig 5: k-stage pipelined bloom filter Architecture.

3.2.2.  Fully
Architecture

Pipelined Bloom Filter

Pipelined architecture of standard bloom filter
reduces the false positive probability because first
stage utilizes more no of hash function thus leading
to increase in the probability of mismatch. Hence
second stage is not utilized but more number of hash
functions consumes more power which becomes the
drawback. In fully pipelined architecture [5] number
of stages equals to the number of hash functions and
each stage has only one hash function as shown in
fig 6. The programming mode is same as in case of
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standard Bloom Filter. In query mode, test string is
progressed to next stage only when a previous hash
function produces a match. Thus fully pipelined
architecture removes the above drawback as each of
its stage has only one hash function which has same
false positive probability as the standard bloom
filter.
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Fig 6: Fully Pipelined Bloom Filter Architecture.

3.2.3. Parallel Pipelined Bloom  Filter
Architecture

In the previous architecture, when a query
string is evaluated on one of the pipeline stages, the
rest of the stages remain ‘idle’. The Parallel-
Pipelined design [9] simultaneously evaluates
multiple query strings using the multiple hash
functions to speed up the overall function. Fig 8
shows the overall design of this architecture where k
different query strings can be evaluated on each hash
module. In the next clock cycle, a query string in
each pipeline register is sent to the next pipeline
register. To concurrently perform multiple queries,
additional pipeline registers are used. Additionally, a
counter which has log2k size is also designed to
control the overall process. When this counter
notifies the end of filtering stages or every query
string is decided not to be a member, the counter is
made reset and new query strings are evaluated.
Therefore, the k query strings can be evaluated in k
or less number of cycles in this design.
Consequently, at most there exists k times
improvement in throughput compared to the regular
Bloom filter.
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The analysis of the above architectures can
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Fig 7: Parallel-Pipelined Bloom Filter Architecture.

3.2.4. Parallel Processing Architecture

Standard bloom filter architecture can effectively
represent the items with a single element but it
cannot support the programming and querying of
items that have multiple elements. To perform the
operation on multiple elements items Parallel Bloom
filter architecture is developed [2] .In this
architecture a number of string inputs can be tested
at the same time. Hash values for all of the test
strings are tested by checking particular bit-locations
in m bit look up array as in case of standard bloom
filter. Bit location values in look up array are
ANDED separately for different hash values of
different test string. The advantage of parallel
architecture [8] is that the speed of operation with
multiple inputs is high. The drawback that occurs
with this architecture is area requirement is more
thus consumes much power and area.

operation on the array. The term Py + P, represents
the power consumption on a hash operation.Pr is the
power consumption to hold an input query.

The power consumption of the Fully
Pipelined architecture is given by,

Pty pipsimea=2ieil PutPL)STI 4Pz (8)

where S is the probability for a query string to
pass a matching stage.

The power consumption of the k-stage
pipelined architecture is given by,

PHE:‘EQE Pipelined—
P'?f:' 1l PUI:""P”:'J ©)

The power consumption of the Parallel
pipelined CBF architecture is given by,

Poaratieipipstines=2 ey Pu+PL)S T + KPg+

HE.+2HR_11;;_1'+PE."!: (10)

where P, is the power consumption on the 1-bit
output buffer for each hash function module. P is

[ ; «!.. """"" l | the power consumption on the 2-input multiplexer
’ |!|~ l![ l‘ “l, ],l‘ and P is the power consumption on the counter.
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Fig 8: Parallel Processing Architecture
4. Power Consumption Analysis
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Counting Bloom filter for the application of Network
Intrusion Detection System in various papers has
been analyzed. In the future while comparing to the
existing methods, we are interested in developing an
efficient counting bloom filter design for the
application of network intrusion detection system.
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