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Abstract— We consider an unattended tiered sensor network 

(UTSN) which consisting of two tiers. An upper tier is associated 

with a resource rich master nodes and the lower tier consisting of 

resource poor sensor nodes.  Whenever there is a query from the 

network owner the master nodes will answer for the query on 

behalf of the sensor nodes. The sensor nodes will just perform the 

sensing operation and send the data to the master nodes, the 

master nodes store that sensed data to the network owner when 

needed through ad-hoc communication. Such a co-operative data 

storage and query processing offers a number of advantages over 

traditional network. Storage only on the master nodes raises the 

security concerns, data confidentiality and result correctness in 

case of hostile environment. Incomplete query results may also 

occur due to leakage of data from the master nodes here we take 

an example of the multidimensional range queries to investigate 

the secure co-operative data storage and query processing in 

UTSN. So we introduce some suite of epoch schemes and we are 

generating an authentication from network owner to master 

nodes for data confidentiality and completeness of the query. 

Keywords-UTSN,Epoch,Range queries,Data storage and 

query processing. 

I. INTRODUCTION 

Unattended Tiered Sensor Networks is a form of wireless 

sensor networks it works with an intermittent sink(starting 

And stopping at particular intervals)presence. An UTSN 

consists of two tiers an  upper tier is associated with a resource 

rich  nodes which are called as master nodes and the lower tier 

consisting of resource poor  nodes called as sensor nodes. The 

sensor nodes will perform the sensing task and send the data to 

the near by master nodes, whenever the data is needed by the 

network owner it will query the master nodes for the data the 

master nodes will answer those queries on behalf of the sensor 

nodes via an ad-hoc communication connection(e.g. Military 

applications).  So in this kind of situation there is necessity in 

the network for the data storage such that the data 

continuously produced by the sensor network must be stored 

in the network. The UTSN are expected to be deployed in the 

remote and extreme environments such as volcano’s, oceans 

and battlefields. In this paper we take an multidimensional 

range queries as an example to investigate the unattended tired 

sensor network range queries are nothing but the important 

queries which ask for the data with one or more attributes 

falling under some specified ranges for example the vehicles 

which are moving in the range 60-120Kmps.  

 In traditional sensor network , such range queries are 

supported using pre-computed indices. Indices trade-off some 

initial pre-computation cost to achieve a significantly more 

efficient querying capability. For sensor networks, we assert 

that a centralized index for multi-dimensional range queries 

may not be feasible for energy-efficiency reasons (as well as 

the fact that the access bandwidth to this central index will be 

limited, particularly for queries emanating from within the 

network). Rather, we believe, there will be situations when it 

is more appropriate to build an in network distributed data 

structure for efficiently answering multi-dimensional range 

queries. 

There are two ways for the network owner to access the data 

generated by sensor nodes in the two-tier WSN. First, sensor 

nodes send their data to the nearby master nodes which in turn 

forward the data immediately along an upper-tier multi-hop 

path to the network owner. This approach requires a stable 

always on communication connection from some master 

node(s) to the network owner, which is impossible or 

prohibitive to maintain in extreme and hazardous 

environments such as oceans, animal habitats, and battlefields. 

This approach may also consume unnecessary energy of 

master nodes if the network owner is only interested in a small 

portion of the potentially huge amount of data produced over 

time. The second approach takes advantage of the rapid 

progress in storage technology and views the WSN as a 

storage system . In particular, it is now possible to equip each 

of the relatively fewer master nodes with several gigabytes 
of NAND flash storage for a few tens of dollars, though it may 

remain economically prohibitive to furnish each sensor node 

with large flash storage. Master nodes then collect data from 

nearby sensor nodes and store them locally for extended 

periods of time. The network owner can query data through an 

on-demand communication link (e.g., a satellite link) to some 

master node(s).This paper is concerned with the second 

approach. A WSN may need to support many types of data 
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queries. In this paper, we focus on supporting  range queries 

which are an important and common type of queries in WSNs 

and ask for data within a certain range  The reliance on master 

nodes for data storage and query processing raises serious 

security concern. In particular, many target application 

environments of WSNs such as military and homeland 

security scenarios are unattended and hostile in nature. Master 

nodes are attractive targets of attack and might be 

compromised by the adversary. Compromised master nodes 

will leak sensitive data such as intrusion events to the 

adversary. A sound scheme is thus required to let master nodes 

store encrypted data for which they do not hold the decryption 

keys, while enabling efficient query processing at the same 

time. In addition, the adversary may instruct compromised 

master nodes to return juggled and/or incomplete data in 

response to range queries from the network owner. Such 

attacks are obviously more subtle and harmful than blind DoS 

attacks on the WSN, especially when the query results are 

used as the basis for making critical decisions such as military 

actions. The network owner thus cannot accept the query 

results at their face value. Instead, it should be able to verify  

that all the data in the result originated from the purported 

sources and have not been tampered with, and query result is 

both authentic and complete. The term authentic means 

complete means that the result includes all the data satisfying 

the query. 

 

Figure 1. An UTSN with Data Storage and Query Processing 

The figure.1.shows an unattended tired sensor netwoks with 

the data storage at the master nodes and the query processing. 

And the woking will be perfomed by the nodes as we said 

above, Aiming at one-dimensional range queries, these 

schemes [7], [11], [12] could ensure data confidentiality and 

also enable query-result authenticity and completeness 

verification with different communication and computation 

overhead. The only piece of work on secure multidimensional 

queries [13] relies on a common key shared among all sensor 

nodes, which is unfortunately vulnerable to compromised 

sensor nodes: the adversary can recover the common key after 

compromising any sensor node, whereby to further recover the       

original data. A more sound solution to secure 

multidimensional range queries thus remains an open 

challenge. 

 

2. RELATED WORK 

 
Data storage models of sensor networks have been widely 

discussed in prior research. Early work on this topic considers 

the extreme cases, archiving all data on the sink  or each 

sensor locally. New data storage system is designed by 

introducing an intermediate tier between the sink and sensors, 

that can cache data, process query, and provide a more 

efficient access to the data collected by sensor networks. This 

paper considers the same system model, where some storage 

nodes are deployed as the intermediate tier and responsible for 

data archival and query response. In fact, this kind of special 

nodes have been manufactured, e.g., Star Gate  and RISE. In 

Mathur et al. also attached external flash memory to sensor 

nodes and give a comprehensive evaluation of the 

performance. In addition, MicroHash is a file system 

specifically designed for sensor nodes with large storage size. 

In our previous work, we proposed an optimal deployment 

strategy of storage nodes in order to maximize performance 

improvement.  

Here we investigates techniques to secure 

multidimensional range queries in UTSNs against possibly 

compromised master nodes. We employ the bucketing 

technique [14], [15] to achieve data confidentiality and also 

query-result authenticity verification while ensuring efficient 

query processing. Our major contributions are a suite of novel 

techniques for the network owner to verify query-result 

completeness. In particular, our first construction is a 

deterministic approach that is an extension of the technique in 

[7] to multidimensional cases and also serves as our 

benchmark. It allows the network owner to immediately catch 

misbehaving master nodes at the cost of high communication 

overhead growing exponentially with the number of 

dimensions (or queriable data attributes). We then present two 

novel probabilistic techniques with significantly less 

communication overhead, including a spatial crosscheck 

technique and a temporal crosscheck technique. The former 

aims to create some relationships among data generated by 

sensor nodes affiliated with the same master node, while the 

latter aims to embed some relationships among data produced 

in different time periods. These two techniques can 

collectively allow the network owner to verify with 

overwhelming probability whether a query result is complete 

by examining the spatial and temporal relationships among the 

returned data. We further propose a random-probing technique 

as a complement to spatial and temporal crosscheck 

techniques to cope with compromised sensor nodes. With our 

countermeasures in place, compromised master nodes have to 

return authentic and complete query results to avoid being 

detected. Built upon symmetric cryptographic primitives, our 

techniques are shown to be very effective and efficient 

through comprehensive theoretical analysis and performance 

evaluations. 
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2.1 Network Model  

 

We consider a large scale two-tier sensor network with 

thousand of resource poor sensor nodes and relatively some 

resource rich master nodes, as shown in Fig. 1. Master nodes 

have abundant resources in storage, energy (a solar panel 

and/or heavy-duty rechargeable batteries), and computation; 

they also communicate in a multi-hop fashion via relatively 

long-range high-rate radios. In contrast, sensor nodes are more 

constrained in storage, energy, computation, and 

communication capabilities. Each master node is in charge of 

a physical region of the network field, called a cell. Sensor 

nodes in a cell are affiliated with the master node in that cell. 

Here we follow the conventional assumption that master nodes 

and sensor nodes know their respective geographic locations 

and also which cell they are in, which can be realized by many 

existing techniques such as [12, 13]. Depending on concrete 

applications, the cells of two neighboring master nodes may 

overlap, in which case sensor nodes in the overlapping region 

are affiliated with both master nodes. We do not assume an 

always-on communication connection to the external network 

owner. Instead, the network owner can query data by an on 

demand wireless link (e.g., a satellite link) connected to some 

master node(s). To prevent storage overflow of master nodes, 

mobile sinks [14] can also be periodically (e.g., quarterly) 

dispatched to collect data and empty the storage of master 

nodes. 

Here we assume that time is divided into epoches and that 

sensor and master nodes are loosely synchronized. At the end 

of each epoch, each sensor node submits to its master node all 

the data (if any) it produced during that epoch. Without loss of 

generality, we subsequently focus on a cell C with N sensor 

nodes {Si}i
N
=1 and a compromised (yet undetected) master 

node M. It is worth noting that all the operations also apply to 

all the other cells with or without compromised master nodes. 

 

2.2 Multidimensional Range queries 

 

Event data generated by sensor nodes can generally be 

described as a tuple of attribute values {Aj}j
d
 =1, where d>1 

depends on concrete sensor network applications. Each 

attribute Aj represents a sensor reading or an aspect of the 

event such as the weight of an observed object, its location, its 

speed and moving trajectory, or its appearance or lingering 

time. Let A  {Aj}j
d
 =1 be a subset of attributes the network 

owner is interested in. For sake of simplicity, we will focus on 

the following type of primitive multidimensional range 

queries, 

(cell = C) ^ (epoch = t) ^Aa€A (la< Aa<ha);  (1) 
 

where C and t denote the cell ID and the interested epoch, 

respectively, and [la; ha] is the interested range of attribute 

Aa. For other types of range queries which, for example, 

involve multiple epoches and/or cells or the union of 

attributes, they can be converted into multiple primitive range 

queries. Our work can also be easily extended to support range 

queries concerning specific sensor nodes.. Note  that work 

aims at single-attribute (or one dimensional) range queries 

range queries, which are a special case of ours with only one  

queriable atttibute(i.e., d=1). 

 
2.3 Adversary Model 

 

Tremendous efforts have been made to secure sensor network 

communications, see for example [15–22]. This paper focuses 

on secure multidimensional range queries, an open challenge. 

We resort to the existing rich literature for other important 

issues such as key management, secure routing, broadcast 

authentication, secure localization, DoS mitigation, and 

particularly secure and reliable message transmissions.  

Although the adversary may directly compromise sensor 

nodes to read their data and manipulate their behavior, it is 

much more tempting to take over master nodes for their 

significant roles in the two-tier sensor network. The adversary 

is assumed to have compromised some master nodes whereby 

to launch attacks against data confidentiality and query-result 

authenticity and completeness. The adversary may also 

compromise sensor nodes to aid compromised master nodes. 

We, however, follow the conventional assumption that non 

compromised sensor nodes are always the majority. Since 

every master node is only responsible for its own cell, the 

collusion of compromised master nodes will not do more 

harm. Our subsequent discussion thus concentrates on one 

compromised master node M in charge of a cell with N sensor 

nodes {Si}i
N
=1. 

 In the  confidentiality  preserving rage queries we 

need to illustrate how to realize data confidentiality, query 

result authentication and efficient query evaluation. To ensure 

data confidentiality against M. it is necessary to store the 

encrypted data at M for which M has no decryption keys. In 

the existing cases they use the bucketing technique to strike 

the balance between data confidentiality and query efficiency. 

  

  In the query result completeness section verification 

technique we present a set of schemes for a  network owner to 

verify the completeness of the query the word complete means 

that the result includes all the data which satisfying the query. 

Without loss of generality. we still consider cell C with sensor 

nodes {Si}i
N
=1.and a compromised master node M. For clarity 

only, we first temporarily ignore compromised sensor nodes 

and then discus their impact and corresponding defenses in the 

impact of compromised sensor nodes and random probing. 

  

The impact of compromised nodes contains the two 

steps such as Disobey the verification operation and Return 

the data from the compromised sensor nodes. We further 

propose a random probing scheme as a complement to spatial 

and temporal crosscheck [12] schemes, in which the network 

owner probes some random chosen nodes of which no data 

were returned in the query result.  
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CONCLUSION 

So in this paper we have seen the survey of the work related 
to reduction in the delay, authentication and the compklteness 
of the query, efficient query result evaluation with low cost and 
the network owner authentication in the unattended tiered 
sensor networks with the help of the multidimensional range 
queries and in future we will define specific efficient enhancing 
steps for this scheme. 
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