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Abstract-Vehicular Ad-hoc network, a subset of MANET and 

an unstructured network formed by the vehicle on the road. 

Exchanging information among the vehicles which act as 

mobile nodes, in turn, improves security on the roads. Being a 

wireless medium VANET is more vulnerable to many 

malicious attacks. This paper presents a few existing security 

attacks and ways to deal with safeguard against them in an 

elaborate manner. 

 
Keywords: Attacks; testing; range; spectrum; radio 

 
I. INTRODUCTION 

 

VANET is a dedicated short range communication. It is 

nothing but a 360 degree protection to each and every 

vehicle. In VANET, vehicles communicate with each other 

in order to ensure their own security. Each vehicle has a 

communication range within which they can be able to 

communicate. This method enables the vehicles to inform 

about accidents and other critical damage to their neighbors 

on the road which in turn ease the work of traffic officers. 

This trending technique is a booming technique for road 

safety. 

II. VARIOUS ATTACKS 

 

The various attacks that are related to Vehicular ad-hoc 

network are discussed in brief and various solutions that 

are used to overcome these attacks like Black Hole Attack, 

Sybil Attack, Timing Attack, Denial of Service Attack, 

Wormhole Attack, Man-in-the-middle Attack. 

 
RELATED WORK 

 
A)Black hole Attack and its avoidance protocols for 

wireless networks 

A famous attack, which is common in many wireless 

networks. Where a router discards a packet in the place 

where it has to relay them. For example, if suppose two 

vehicles are indulged in an accident and this information is 

passed to the other vehicles which are in their own 

communication range. But the receiving vehicles discard 

this information instead of relaying the information to the 

other vehicles heading towards the same route. This 

scenario creates a lot more confusion instead of solving 

them. 

The solutions suggested towards the black hole attack 

include maintaining a Coming Route Reply Table as 

suggested by the author [7]. It is also suggested if it is 

possible to have a trust management between the cars i.e. 

the nodes in VANET. A tricky problem in this case is 

implementing trust management between the cars is very 

difficult as they are not centralized in nature. Therefore 

trust values of the nearby nodes needs to be collected. 

Also another method imposed by the authors in [2] says 

that cryptographic methods are used to find the solution to 

black hole as well. S. Amutha and K. Balasubramani 

proposed an algorithm to detect this attack. They just 

preferred the sequence number concept to solve the 

problem. They state that if the first reply is from the black 

hole node then compare the destination sequence number 

with the source sequence number. By identifying the 

difference to be too large the malicious node is detected. 

Encryption verification method is another detection 

mechanism. The encrypted verification message is used to 

identify the black hole node. The information contained in 

the messages cannot be modified by any malicious nodes. 

 
B)The Sybil attacks in sensor networks, analysis and 

defences It is a famous attack slack hole node. The 

information contained in the messages cannot be modified 

by any malicious nodes. It is a famous attacks. In this 

attack the malicious node will create fraud identities to 

violate the protocol. Here the attacker‟s subverted the 

system by creating more identities to have a large 

influence. Usually, entities use multiple identities for 

redundancy, resource sharing, reliability and integrity. Here 

many identities correspond to a single local entity. 

 
DOUCEUR proved that only trusted certification can 

eliminate Sybil attack. Here there is a need of a centralized 

authority to ensure all the entities have a unique identity. 

This method is the most effective method and also create 

performance bottleneck. 

 

It includes storage ability and network bandwidth Having 

heterogeneous IP addresses prevents these attacks as well. 

 

Resource Testing method is used to detect the Sybil attack 

in a fair manner as given in [11]. One of the most common 

sub-technique in this Sybil attack is Radio resource testing. 

 

In radio resource testing, the sending node sends the 

message to all the nodes in its network and uses a channel 

for sending these response messages. If the recipient is not 

real then it may result in a failure of sending the response 
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messages in different channels at the same time as stated 

by the author [5]. This method is very much cheaper for 

any Vehicular ad-hoc network because in radio testing 

there is a requirement of the source node to broadcast its 

identity which in turn violating the characteristic of 

vehicular network. 

 

Another popular method which is specifically designed for 

VANET is computational resource testing. This method 

states that if a particular node can‟t be able to solve a 

puzzle in VANET then it is Sybil. This method further 

requires various tools for message tracking. 

 

A famous approach as stated by the author which plays a 

vital role in finding these attacks are range-based and 

range-free methods. 

 

These methods used to initially find the distance between 

the source and the receiver. 

 

Alternate approach is the „seeing in believing‟, in this 

technique each vehicle is used to collect the GPS 

information from the other vehicles which are in their 

transmission range in order to confirm their originality and 

to find the fake identities. 

 

C)Timing Attacks in vehicular Networks Timing attacks is 

one of the major attacks in vehicular ad-hoc networks. This 

attack just causes a delay at which the message has to be 

transmitted from one vehicle to another. Scenario:When 

malicious nodes receives a message it do not forward that 

message instead it just add the time slots to them, as a 

result the message is delayed. 

 

Solution to this Timing Attacks 

 

Data Integrity verification is the only way to avoid timing 

attacks. This technique eliminates the time slots that are 

added to the message packet. Trusted Platform Module is 

another technique of maintain the integrity of the messages. 

 

D)A survey of Denial of Service Attack in vehicular 

networks The main approach of DOS is to prevent the 

resources to be accessed by its authenticated users. There 

are three sub-approaches under this attack And they are 

Jamming, Syn flooding, and Distributed denial of service 

attack. Jamming 

 

This technique is a most common technique of the 

attackers. Here the attackers introduce dummy messages 

into the network and thereby jamming the network. 

 

Syn Flooding 

 

This attacks normally happens during the connection setup 

between the client and server. In this case the client is the 

malicious user. 

 

A normal connection setup between the client and the 

server happens from 

 

a) SYN MESSAGE (client to server) 

 

b) SYN-ACK MESSAGE (server to client) 

 

c) ACK (client to server) 

 

Here the client won‟t send the expected ACK to the source 

or it just spoof the source IP address and just cause the 

source to send the SYN-ACK to the wrong client. 

 

Distributed Denial Of Service Attack 

 

This attack is much more severe than any other attack. 

Here the many number of malicious cars attack a specific 

car in a distributed manner from different locations and at 

different times. 

 

Related Work towards the Denial Of Service Attack: 

 

The method to overcome DOS attack is based on the 

methods suggested by the authors [8],[9],[10]It is advisable 

to use a On board unit here. Actually, these methods are 

used whenever a DOS attack occurs the network must be in 

a position to hop to other frequency channels.This method 

is further categorized based on the amount of data being 

hopped and they are slow frequency hopping and fast 

hopping. Slow frequency hopping allows the transmission 

of one or more data bits while fast frequency hopping is 

used for the transmission of one bit at a time but ensuring 

secured transmission than the other one. 

 

Actually, Dedicated Short Range Communication channel 

is a very important technique for allowing the network to 

varying frequency channels. Here the source and 

destination nodes already know the hopping sequence and 

hence can exchange the safe messages. 

 

Solution to DDOS attack 

 

DDOS Mitigation is the most popular technique to avoid 

DDOS attacks. The first process in this solution is to 

identify the human traffic and separate it out from the 

traffic generated by BOTS like human beings. 

 

Another approach to pass the message to the target using 

scrubbing filters(a high power network). unit is attached on 

each of the vehicles in order to solution to avoid a DOS 

problem. Whenever an attack is detected the OBU is given 

an instruction by the processing unit in order to change to a 

different node. Frequency Hopping Spread Spectrum is a 

major technique to alleviate the DOS attack. Here the 

bandwidth of the signal is usually expanded. Another 

common sub-techniques used are Direct Sequence Spread 

Spectrum and Frequency Hopping Spread Spectrum. 

 

E)A Survey on Wormhole attack in VANET 

 

A Wormhole attack is the one of the most dangerous attack 

which breaks the security of the VANET. In this attack a 
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malicious node captures messages at one location and send 

to another malicious node which replays them locally. 

 

In this paper [14], it tries to overcome wormhole attack by 

using a cryptographic method and proposed algorithm. 

Packets are broadcasted from one node to other nodes in a 

secured and efficient manner. The ID of node is used to 

broadcast the messages which are carried out by the shared 

key. 

 

F)Man-in-the-Middle attack in Vehicular Ad Hoc Network 

Man-in-the-middle attack is one of the most common 

attacks. In this attack, the attacker intercepts the 

communication between two nodes. The attacker may also 

try to deliver a false or incorrect message to another 

node.This attack can be overcome by the lightweight 

authentication and key agreement protocol [15]. The 

authors mainly try to maintain an attack free network by 

using three different types of mutual authentication 

between vehicle to vehicle, between vehicle to respective 

cluster head and between cluster heads and their computing 

device. And it also uses secret key to maintain secure 

communication between computing devices (road side 

units). 

 

G)Survey on Security Attacks in Vehicular Ad Hoc 

Network 
In illusion attack, the sensors in the vehicles broadcast wrong 

information to its neighbors leading to traffic disturbances. 

Actually the driver's behavior is completely dependent on 

these messages. These unauthorized information leads to 

traffic collision, accidents etc. Plausibility Validation Network 

is one of the specific ways to overcome the illusion attack. Here 

[3] the sensor‟s information is collected and then PVN will 

intimate whether it is reasonable or not. PVN specifically has 

a module for checking the data called Data Checking Module. 

 

 

H)Authentication Solution for Security Attacks in VANET 

Message Suppression attack occurs in a rare fashion where 

the attackers drop the packets from the network which is 

intended for a particular recipient. This data may be used 

by the attacker for future times. The attacker may be 

intended to hide his own personal information about 

collisions and so as to cause accidents. As a result it may 

indulge many of the vehicles not obtaining enough 

information about the roadways and hence causing traffic. 

In some of the cases the attacker may hide congestion alert. 

This paper [4] provides a solution to overcome the message 

suppression attack by using the virtual certification 

authority. This authentication will help in identifying the 

malicious nodes easily. Thus the trusted nodes can avoid 

the message from the malicious nodes. 

 

III. CONCLUSIONS 
 

The various attacks in the Vehicular ad-hoc networks are 

discussed in a standard manner and each topic in this paper 

focused on the curious attacks in VANET and the 

corresponding solutions to overcome those attacks. 

Furthermore, various views of the networking specialists 

on each one of those specified attacks are listed for better 

clarity. Nearly half of the attacks are actually caused due to 

malicious nodes. The usage of DMV algorithm in VANET 

avoids the major problems caused due to malicious nodes. 

In addition to all these brief compilation various studies 

have been on the stage in creating a SMART VANET, a 

single solution to all of the mentioned attacks. 
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