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Abstract— Cyber security is an important issue to share the 

data. Various user authentication methods are used for this 

purpose. It is a new family of graphical passwords scheme 

Known as Captcha as  Graphical Password(CaRP). It deals with 

the security troubles like approximating attacks,relay attacks. A 

CaRP password can be detected by estimating online. 

  Captcha is a graphical password for accessing an 

account to keep our data safe and secure. As Cyber Security is 

being raised these days,we are loosing our data .In this paper we 

discuss about how our data  can be kept clean and secure by the 

third person. 
 

Keywords: Captcha; Cyber Security; relayattacks; 

authentication. 

 

I.  INTRODUCTION 
 

We are going to study about CaRP, it is a security 

primitive depends on unsolved AI problems. It is a 

combination of both Captcha and graphical password. CaRP 

introduces a new idea of graphical passwords, acquires a new 

level of approach for online guessing attacks, we are making 

several trials for every login. It is an probabilistic way of 

automatic online guessing attacks for password, including of 

brute-force attack too. In CaRP images can be no longer be 

exploited to initiate automatic online guessing attacks, which 

is an initiate weakness in many graphical password systems. It 

also offers protection from online guessing attacks, CaRP is 

also defiant to Captcha relay attacks, cross-site scripting 

attacks, and, if joined with dual-view technologies, it sort out 

shoulder-surfing attacks. 

 
 

II. RELATED SURVEY 

Usually we need to enter a username and password so 

there is a chance of attacking a third person so our data wont 

be secure.In order to provide our data secure we use captcha  

as a Login id  and password. 

   While we are creating an account we intially select an 

image from the given captcha and select any   one of the 

images as password. when we forget our password we will be 

getting few attempts to recall back our passwords, but it is of 

some cruticial thing because we need to check the appropriate 

data from it. In the database we store some data that can be 

useful as our id and password. 

    While we are creating our account we need to 

present all our details and we can upload our own image as a 

username or login id, for password according to database for 

selecting password there will be asking select some animal or 

food etc accordingly we need to select it.If we try for the next 

time there wont be the repitiion of password some other 

password will appear. So we will forget which is an 

appropriate password for  username. If we forget password we 

can try by clicking the images after some appropriate checks 

we can retrieve our password, but its time taking process and 

there is a clumbsiness according to it because there is while 

selecting a captcha if we select a gap between to images then 

that image will be set as password. So we cant remember that 

gap will be password so it is hardest thing to retrieve the 

password. 

  In order to overcome we need to get or create a 

appropriate password. When we enter into our account there 

we can see our data and that data can be shared accordingly 

within in the organization.  This paper mainly useful to share 

the data within in the organization with secure.    

 

III. RELATED WORK 
 

1. Graphical Passwords   

 While we are logging by entering user profile and 

password there is a huge number of graphical passwords have 

been proposed. 

 Those huge number of graphical passwords can be 

divided into three can be classified into three categories.They 

are 

a.Recognition,  

b.Recall, and  

c.Cued recall.  

 

2. Captcha 

Captcha works on or stands on hard AI problems. 

Two types of visual Captcha’s are there, they are: text Captcha 

and Image-Recognition Captcha (IRC).  

 Text Captcha is defined as image which is presented 

in the form of text. It shows the difficulty of character 

segmentation. IRC defined as the image which is having the 

pics of images. It shows the difficulty of object identification 

or classification. 
 

3. CAPTCHA IN AUTHENTICATION 
In Captcha Authentication we use Captcha as both 

username and password. We call it as Captcha-based Password 
Authentication CbPA.It challenges the user to enter the correct 
password for the user. If we fail to enter a correct password 
then they will be given chances to get into an account.CaRp is 
both a Captcha and a graphical password[3]. 
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IV. IMPLEMENTATION 

CAPTCHA AS GRAPHICAL PASSWORDS 

 

  A. A New Way of Guessing Attacks 

    In a guessing attack,if password is guessed wrong 

then some trials will be given. After some executive trails 

there will be a chance of decreasing the chances which leads 

to a better password. let S be the set of password guesses 

before any trial, ρ be the password to find, T denote a trial 

whereas Tn denote the n-th trial, and p(T = ρ) be the 

probability that ρ is tested in trial T. Let En be the set of 

password guesses tested in trials up to (including) Tn. The 

password guess to be tested in n-th trial Tn is from set 

S\En−1,i.e., the relative complement of En−1 in S. If ρ ∈  S, 

then we have 

       p (T = ρ|T1 = ρ, . . . , Tn−1 = ρ) > p(T = ρ), (1) 

     and En → S p(T = ρ|T1 = ρ, . . . , Tn−1 = ρ) →1 

      with n → |S|, (2) 

where |S| denotes the cardinality of S. From Eq. (2), 

the password is always found within |S| trials if it is in S; 

otherwise S is exhausted after |S| trials. Each trial determines if 

the tested password guess is the correct password or not, and 

the trial’s result is settled. 

To work with the guessing attacks, a new traditional 

approach is designed, graphical passwords aim at increasing 

the effective password space to make passwords harder to 

guess and thus they require more trials. There is not a issue if 

the graphical password is secure or not, but the password 

should always use brute for c attack. We distinguished two 

types of guessing attacks, they are: automatic guessing attacks 

which can b applied on automatic trial and error process and 

human. Guessing attacks apply on manual trail and error 

process. CaRP adopts a completely different approach for 

countering automatic guessing attacks.It aims at realizing the 

following equation: 

p(T = ρ|T1, . . . , Tn−1) = p(T = ρ), ∀ n (3) 

in an automatic guessing attack. Eq. (3) means that each trial 

is computationally independent of other trials. Specifically ,no 

matter how many trials executed previously, the chance of 

finding the password in the current trial always remains the 

same. A password in S can be found by automatic guessing 

(including brute-force) attacks, for an existing graphical 

password scheme a password can be found with number of 

trials[4].  

  

  B. CaRP 

  In CaRP new and different image will be generated for each 

and every attempt and that image can be of any format like 

(numerical characters, flowers and animals). CaRP schemes 

are graphical passwords. In this we need to remember the 

password what we have entered. 

    It is classified into two categories: recognition and 

recognition-recall. 

 

  Recognition  

  It is defined as which is used to identify the images 

that belongs to panel. when we click an image from the given 

passwords then that image will be our password. we just create 

our password by clicking an image[6]. 

During authentication, series of faces appears and 

need to select a image from the series of faces which belongs 

to the panel. This selection of an image from the given panel 

repeats several rounds with different faces. 

 

Recognition-recall 

  It combines recognition and cued-recall, The 

advantage it is human memory can remember easy and cued –

recall advantage is large password space. 

 

C. Changing Captcha to CaRP 

Visual Captcha containing two or more predefined 

objects can be converted into CaRP.  IRCs Recognize single 

predefined objects and can be converted into CaRP.  IRCs 

works on identifying objects which are not predefined. These 

cannot be converted into CaRP .Because a set of pre-defined 

object types is essential for constructing a password [4]. 
 

V. RECOGNITION-BASED CARP 

For Recognition based CaRP password is a sequence 

of visual objects. It works on infinite number of visual objects.  
It is form of an text. It is an alphabet constits of characters. 

Will be having confusion in between the letter “0” and 
“O”.Captcha can be of any form like “9*DOF98” it is of text 
form. In this characters can be arranged randomly space. The 
image can be ordered in the form of Password.  

 

 

 

 

 

 

 

 

FIG.1 

 We need to select the captcha from the given text that 

is known as text Captcha.Captcha should be clicked in order to 

get a password,it can be of any format 2D  or 3D model 

animals and it can be of different formats with backgrounds, 

colours, lightings.I f the user want to enter in to his own 

account then he need to enter an correct image.  

 

 
Fig 2 
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We should upload an image as a user as in fig 

[2].Then  we need to select the captcha  from the given images 

and that captcha will be the password as in fig[3]. we need to 

remember the password to login into an account[7]. 
 

 
 

Click Animal is a recognition-based CaRP used to 

select an image from the list of animals[5]. 

 

VI  CONCLUSION 

We are going to study about CaRP,it is a security 

primitive depends on unsolved AI problems. It is a 

combination of both Captcha and graphical password. CaRP 

introduces a new idea of graphical passwords, acquires a new 

level of approach for online guessing attacks, we are making 

several trials for every login. It is an probabilistic way of 

automatic online guessing attacks for password, including of 

brute-force attack too. In CaRP images can be no longer be 

exploited to initiate automatic online guessing attacks, which 

is an initiate weakness in many graphical password systems. It 

also offers protection from online guessing attacks, CaRP is 

also defined to Captcha relay attacks, cross-site scripting 

attacks, and, if joined with dual-view technologies, it sort out 

shoulder-surfing attacks. It helps to reduce spam emails send 

from a Web email service. As a framework, CaRP does not 

depend on any specific Captcha system. When any one 

Captcha scheme is broken, a new & more secure levels may 

appear and to be converted as a CaRP scheme. On the whole, 

our effort in this work is one step forward and advances in the 

idea of using hard AI problems for security enhancements. 

CaRP supports a level of reasonable security and usability for 

practical applications, it has good potential level for 

refinements, which will be entitle for functional future 

enhancement work [1]. More essentially, a CaRP is going to 

inspire new inventions of AI based security primitives [2]. 
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