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Abstract- Iris Template protection is a crucial requirement 

when designing a biometric based authentication system. It 

refers to techniques used to make the stored iris template 

inaccessible to unauthorized users. From an iris template, 

information about the user can be revealed and identity theft 

can occur. Iris Template protection can be performed by 

using template distortion techniques, biometric cryptosystems, 

watermarking and data hiding techniques.  
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I.  INTRODUCTION  

A secure iris recognition system for personal 
authentication is the major demand of society in order to 
conflict the epidemic growth in identity theft. It is urgently 
needed to meet the increased security requirements in a 
variety of applications to secure information in databases. Iris 
template security is one of the most crucial issues in 
designing a secure iris recognition system for personal 
authentication. The major factors which effects an iris 
recognition system are may be Internal or External factors. 
The internal factors consists intrinsic failures occur due to 
inbuilt limitations in the sensing, feature extraction, or 
matching technologies as well as the limited discrimination of 
the specific biometric feature; and external factors consists 
extrinsic failures may occurs due to resourceful hackers can 
covertly acquire the biometric characteristics of a genuine 
user, improper administration in biometric system, insecure 
hardware, software, and the communication channels 
between the various modules. This paper summarizes the 
various iris template protection techniques for a secure iris 
recognition system. Part II focuses on major threats in iris 
recognition system;  Part-III presents the major attacks on iris 
recognition system as well as attacks on Iris Template 
Database; Part IV focuses on various iris template protection 
techniques for a secure iris recognition system with their 
advantages and limitations and Part-V presents the summary 
and conclusion. 

II. MAJOR THREATS IN IRIS RECOGNITION SYSTEM  

An Iris Recognition System is vulnerable to various types 
of threats as discussed below [21][30].  

 Circumvention: An impostor may gain access to the 
system protected by biometrics and peruse sensitive data. 
He/ she can violate the privacy of the enrolled user and 
can also modify sensitive data.  

 Repudiation: A legitimate user may access the facilities 
offered by an application.  

 Covert acquisition: An intruder may stealthily obtain the 
raw biometric data of a user to access the system. 

 Conspiracy: An individual with wide super-user 
privileges (such as an administrator) may deliberately 
modify system parameters to permit incursions by an 
intruder. 

 Coercion: An impostor may force a legitimate user to 
grant him access to the system. 

 Denial of Service (DoS): An attacker may overwhelm the 
system resources to the point where legitimate users 
desiring access will be refused service. 

III. MAJOR ATTACKS ON IRIS RECOGNITION SYSTEM AND 

IRIS TEMPLATE DATABASE  

The major attacks on iris recognition system are 
categorized into four different levels [5]: Interface Level, 
Communication Channels Level, Module Level and Database 
Level attacks. Interface level attacks are mainly replaying a 
fake or intercepted biometric to gain access to the system. 
Communication channels level attacks take advantage of 
physical and crypto-graphical vulnerabilities in the data 
transfer between modules in order to intercept or alter the 
data. Module level attacks exploit software loopholes to 
access the system, either by modifying the output regardless 
of the input (Trojan Horse Attack) or by exploiting 
exceptions not handled by the algorithm. It is also always 
possible to attack a biometric system by overriding the output 
of the decision module. Database level attacks are concerned 
to biometric template stored in the database. Here, 
unauthorized user can also allow the use of intercepted 
biometrics into other biometric systems using the same trait, 
also referred to as function creep [28].   

A template represents a set of prominent features that 
summarizes the biometric data of a person. Due to its 
compact nature, it is commonly assumed that the template 
cannot be used to extract complete information about the 
original biometric signal. Furthermore, since the templates 
are typically stored in an encrypted form, it is substantially  

difficult to decrypt and determine the contents of the 

Fig. 1 Identification Process of Iris Recognition Technology[23] 
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stored template. Database level Attacks on the iris template 
can lead to the following three susceptibilities: 

 A template can be replaced by an impostor’s template to 
gain unauthorized access,  

 A physical spoof can be created from the iris template 
[1][6] to gain unauthorized access to the system 

 The stolen template can be replayed to the matcher to gain 
unauthorized access.  

There are two major ways of attacking the template 
database:  

 Fake, in which attackers first reconstruct the biometric 
sample according to an intercepted feature template [2], 
and then import it to cheat the biometric system and get a 
legal login or an intention export;  

 Replacement, in which attackers directly use an imposter 
identity data to replace a genuine one in a database and 
get a legal identity.  

IV. Iris TEMPLATE PROTECTION TECHNIQUES 

Several techniques have been suggested in the literature to 
protect iris templates from revealing important information. 
An ideal iris template protection scheme should possess the 
following four properties [30]. 

 Diversity: The secure iris template must not allow cross-
matching across databases, thereby ensuring the user’s 
privacy. 

 Revocability: It should be straightforward to revoke a 
compromised iris template and reissue a new one based 
on the same existing data. 

 Security: It must be computationally hard to obtain the 
original iris template from the secure iris template. This 
property prevents an adversary from creating a physical 
spoof of the biometric trait from a stolen iris template. 

 Performance: The iris template protection scheme should 
not degrade the recognition performance (FAR and FRR) 
of the iris recognition system.  

The iris template protection techniques discussed in the 
paper can be broadly classified into five categories: Feature 
Transformation, Biometric Cryptosystem, Watermarking, 
Hybrid and Haptic Biometric Techniques  (see Fig. 2). 

A. Feature Transformation Techniques:  

 In Feature Transformation Approach, a transformation 
function is used on the iris template and only the transformed 
iris template is stored. Depending on the characteristics of the 
transformation function, F or according to the nature of the 
transform, the feature transformation approach can be further 
categorized into two categories: 

 Invertible Feature Transformation 

 Non-invertible Feature Transformation  

1) Invertible Feature Transformation:  

Invertible Feature Transformation is also known as 
Salting or Biohashing. It is a popular iris template protection 
approach in which the biometric features are transformed 

using a function defined by a user-specific key or password. 
Since the transformation is invertible to a large extent, the 
key needs to be securely stored or remembered by the user 
and presented during authentication. This need for additional 
information in the form of a key increase the entropy of the 
biometric template and hence makes it difficult for the 
adversary to guess the template. Invertible feature 
transformations rely on the secrecy of the user specific key in 
securing the iris template since the transform is invertible. 

Advantages: 

 Introduction of key results in low false accept rates. 

 Multiple templates for the same user biometric can be 
generated by using different keys. 

 It is easy to revoke the compromised template and replace 
it with a new one generated by using a different user-
specific key. 

Limitations: 

 The template is no longer secure, because the 
transformation is usually invertible due to user-specific 
key is compromised.  

 Since matching takes place in the transformed domain, the 
salting mechanism needs to be designed in such a way 
that the recognition performance does not degrade.  

An example of invertible feature transformation approach 
is generating a pseudo random password and integrating it 
into the template creation [8] and iris template security and 
revocability. But this approach cannot be successfully 
appended on Daugman’s binary Iris Code based 
authentication systems.  

Another example of this approach is introducing an iris 
shuffling algorithm [24][25] that uses a binary n-bit key to 
shuffle the iris code after dividing it in n segments. Their 
results show that the algorithm not only achieves 
revocability, but also increases seperability between the 
hamming distance distributions of genuine and imposter 
users. 

Fig. 2 Categorization of Iris Template Protection Techniques 
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2)  Non-Invertible Feature Transformation:  

Non-Invertible Feature Transformation is another popular 
iris template protection approach, in which, iris template is 
secured by applying a non-invertible transformation function 
to it. Non-invertible transform refers to a one-way function, 
F, that is “easy to compute” but “hard to invert” in the 
cartesian, polar and transformation domain. The main 
characteristic of this approach is that even if the key and/or 
the transformed template are known, it is computationally 
hard for an adversary to recover the original iris template. 

Advantages: 

 It is hard to recover the original biometric template even 
when the key is compromised, so, this scheme provides 
better security than the salting approach. 

 Diversity and revocability can be achieved by using 
application-specific and user-specific transformation 
functions, respectively. 

Limitations: 

 The main drawback of this approach is the trade-off 
between discriminability and noninvertibility of the 
transformation function.  

An example of non-invertible feature transformation 
approach is Ratha et al. [21] [22] introduced the concept of 
cancelable biometrics. They proposed one-way 
transformations in the cartesian, polar and transformation 
domain. In [19] they suggest two different ways of creating 
cancelable iris templates by applying non-invertible one-way 
transformation. The first method involves shifting and 
combining rows of the unwrapped iris image or binary iris 
template, and the second method uses a key to add a random 
noise pattern or a synthetic iris pattern again to the original 
unwrapped iris or the binary template to generate the 
cancelable template. 

B. Biometric Cryptosystems: 

Biometric cryptography is the science of combining 
traditional cryptographic methods with biometrics either for 
securing the cryptographic keys or also for securing biometric 
templates. In other words, Biometric cryptosystems refer to 
algorithms that combine biometrics with cryptography. 
However, they can also be used as an iris template protection 
mechanism. In a biometric cryptosystem, some public 
information about the biometric template is stored. This 
public information is usually referred to as helper data and 
hence, biometric cryptosystems are also known as helper 
data-based methods [7].  

Biometric cryptosystems have three main challenges [29]: 

 To accommodate Intra-user variability/Intra-class 
Stability  

 To successfully distinguish between different users 

 Neither Template nor Cryptographic key could 
independently be extracted from stored information  

Depending on how the helper data is obtained, Biometric 
cryptosystems can be further categorized as: 

 

 

 Key Binding Biometric Cryptosystems 

 Key Generating Biometric Cryptosystems 

1) Key Binding Biometric Cryptosystem: 

In a Key binding biometric cryptosystem, the biometric 
template is secured by monolithically binding it with a key 
within a cryptographic framework. In other words, Key-
binding biometric cryptosystems transfer a key (generated by 
a pseudo random number generator and encoded by an error 
correction encoder.) into the stored identity code (See Fig. 2). 
The key-binding algorithm integrates both the codeword and 
biometric template into the stored identity code. When a 
biometric query differs from the template within certain error 
tolerance, the associated codeword with similar amount of 
error can be recovered which can be decoded to obtain the 
exact codeword and hence, recover the embedded key.  

Advantages: 

 This approach is tolerant to intra-user variations in 
biometric data and this tolerance is determined by the 
error correcting capability of the associated codeword. 

Limitations: 

 Matching has to be done using error correction schemes 
and this precludes the use of sophisticated matchers 
developed specifically for matching the original biometric 
template. 

 This can possibly lead to a reduction in the matching 
accuracy. 

 In general, biometric cryptosystems are not designed to 
provide diversity and revocability. 

One of the widely used key-binding biometric 
cryptosystem is the "fuzzy commitment" scheme [4] 
suggested by Juels and Wattenberg, in which the user selects 
a secret message C from a set of codewords of some error-
correcting code at the enrollment time.  

Another widely used Key binding biometric cryptosystem 
is “Fuzzy sketches” were studied in [18] to apply them to 
protect iris templates. A coding/decoding scheme was 
suggested that achieved near classical performance rates.  

Some other Key binding Biometric Cryptosystem to 
protect iris template is “fuzzy vault [10][11]”,  

  

 

Fig. 3 Generic Key Binding Biometric Cryptosystem 
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2) Key Generating Biometric Cryptosystem: 

Key-generating biometric cryptosystems transfer a key 
(combined with the biometric query to generate the stored 
code) into the stored identity code (See Fig. 4). Direct 
cryptographic key generation from biometrics is an attractive 
proposition but it is a difficult problem because of the intra-
user variability. Key generating biometric cryptosystems 
usually suffer from low discriminability which can be 
assessed in terms of key stability and key entropy. Key 
stability refers to the extent to which the key generated from 
the biometric data is repeatable. Key entropy relates to the 
number of possible keys that can be generated. Note that if a 
scheme generates the same key irrespective of the input 
template, it has high key stability but zero entropy leading to 
high false accept rate. On the other hand, if the scheme 
generates different keys for different templates of the same 
user, the scheme has high entropy but no stability and this 
leads to high false reject rate. While it is possible to derive a 
key directly from biometric features, it is difficult to 
simultaneously achieve high key entropy and high key 
stability. 

 Advantages: 

Direct key generation from biometrics is an appealing 
template protection approach which can also be very useful in 
cryptographic applications. 

Limitations: 

It is difficult to generate key with high stability and 
entropy. 

An example of  Key generating biometric cryptosystem is 
Dodis et al. [27] introduced the concepts of secure sketch and 
fuzzy extractor in the context of key generation from 
biometrics. The secure sketch can be considered as helper 
data that leaks only limited information about the template, 
but facilitates exact reconstruction of the template when 
presented with a query that is close to the template. The fuzzy 
extractor is a cryptographic primitive that generates a 
cryptographic key from the biometric features. 

Another approach proposed by Davida et al. [15] [16]  for 
template protection based on the iris biometric.  

 

C. Watermarking: 

Watermarking refers to approaches that hide a watermark 
into a cover work, in a way that makes the watermark 
imperceptible to humans.  

 

 

 

Watermarking can also be used to hide one template into 
another, which accomplishes template security as well as 
multi-biometric authentication. Watermarking is the art of 
embedding or hiding critical data into unsuspected 
multimedia content, so that it’s imperceptible for humans and 
hence doesn’t affect the quality of the multimedia content [2]. 
The main components of a watermarking system are an 
embedder and a detector (See fig. 5).  

Watermarking systems can be designed to use keys in an 
analogous manner to encryption. The key is used to cast, 
detect and remove a watermark [17]. The idea is to make it 
impossible to detect the presence of a watermark in a work 
without knowledge of the key, even if the watermarking 
algorithm is known. Further, by restricting the access to the 
key, it is extremely difficult, if not impossible, for attackers 
to remove the watermark without causing significant 
degradation in the fidelity of the cover work.  

Although watermarking algorithms were first developed 
to protect multimedia from illegal use, or sharing, it has 
recently emerged as one of the ways to protect iris templates. 
Besides offering secure transmission and storage of iris 
templates, it also provides a means for proving ownership by 
using a specific cover for every organization and/or 
application. If the iris template is “hidden” within another 
biometric representation, it also offers a way for multimodal 
biometric authentication as well as iris template protection. In 
recent years there has been some attempts to protect iris 
templates by watermarking them, so as to detect any 
tampering with the original template [20].  

Hybrid Iris Template Security Scheme  

Hybrid Iris Template Security Scheme is a system that 
combines a key binding biometric cryptosystem using 
revocable iris codes with a watermarking algorithm. This 
system has multi-layers of security, which decreases the 
chance of the database being compromised even if one of the 
keys is revealed. The combination of these methods aims to 
benefit from the strengths of each method, as well as 
complexity in trying to breach the security of the iris 
templates.  

Haptic-biometric Iris Template Protection  

With recent advances in both the hardware and software 
for three dimensional applications, virtual environments are 
growing in popularity. Haptic devices offer a more immersed 
interaction between users and the virtual environments; and 
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with the growing use of the internet to connect more users 
and arises the need to authenticate their identity in a secure 
manner. Identifying users by their interaction with haptic 
devices is an emerging research field that is proving 
promising, but like all biometric based authentications relies 
on the uniqueness of the stored template, which poses a risk if 
the iris template is compromised, because unlike passwords 
and pins, iris templates are irrevocable. Virtual environments 
have long exploited the visual and hearing senses of the users 
and recently haptic devices that offer tactile/force feedback 
have greatly enhanced the user experience in those virtual 
environments. Haptic devices also offer a means to 
authenticate users by their behavioral interaction with such 
devices [3] [12] in a similar way to keystroke dynamics [13] 
and two dimensional handwritten signatures [9]. These 
behavioral biometrics not only provide initial authentication 
like passwords, but they also provide continuous 
authentication throughout the duration of the interaction if 
desired.  

V. SUMMARY AND CONCLUSION 

Here, we have discussed various types of attacks that can 
be launched against an iris recognition system. We have 
discussed various types of iris template protection techniques 
that can be used for a secure iris recognition system. We have 
specifically highlighted techniques that can be used to protect 
the contents of an iris template and secure the system for 
personal authentication.  
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