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Abstract—Wireless Sensor Networks (WSNs) are networks which 

sense the data from a remote region and collect it before 

transmission. The collected information is transmitted to the sink 

node. Hence the information needs to be passed in an energy 

efficient and secured manner. Many of the existing routing 

protocols do not guarantee the optimal selection of cluster heads. 

The cluster head selection does not necessarily take into account 

the remaining energy of the nodes. Hence the protocol which 

takes into account the remaining energy of the nodes for cluster 

head election is analyzed. The Adaptive Energy-efficient Routing 

Protocol (AECRP) considers the remaining energy of the nodes 

and provides an energy-efficient network. Further the data is 

encrypted using the RSA algorithm to provide a secure and 

reliable data delivery. This paper involves the analysis of the 

energy consumption of Low Energy Adaptive Clustering 

Hierarchy (LEACH) and AECRP. The comparison of LEACH 

and AECRP in terms of end –to-end delay , throughput, energy 

consumed, and packet delivery ratio with and without encryption 

are analyzed. 
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I.   INTRODUCTION 

WSNs consist of large number of sensor nodes which 

sense the information from a remote terrain, collect the 

information and transmit it to the sink node. The energy 

consumed for sensing the data is less than that required for the 

transmission of the data to the sink node. Many of the 

applications involving WSNs require the transmission of the 

data to the sink node and hence it consumes more energy. The 

data transmitted also have chances of undergoing an attack by 

an adversary and hence it is important to protect the data from 

an external attack. The secure routing of the data to the 

destination is an important requirement in improving the 

performance of a network. In order to protect the information, 

we use encryption and decryption technique.  

 

    Energy consumption of the network can be reduced by 

making use of the hierarchical routing protocols. The most 

popular and efficient protocol which was used to provide 

better energy-efficient network is the LEACH protocol. 

LEACH protocol is a cluster based protocol where the 

information is transmitted to the sink node via the cluster 

heads (CH). The CH collects the information from the nodes 

that are the members of that cluster. Each of the CH transmits 

the information to the CH which is nearby the sink node. The 

drawback of LEACH protocol is that it randomly selects the 

CH without considering the remaining energy of the nodes 

using the Random Inertia Weight (RIW) strategy. Hence this 

protocol reduces the lifetime of the network. 

Node and to overcome this drawback of the LEACH protocol 

the AECRP protocol is made use of. 

    

    The AECRP protocol is a combination of particle swarm 

clustering algorithm and inter-clustering algorithm. The 

network clustering is a kind of Neighbor Position (NP) 

problem and this is overcome by the particle swarm clustering 

algorithm. Since the convergence speed of this is slow, the 

Particle Swarm Optimization (PSO) is used which considers 

the remaining energy of the nodes, the distribution within a 

cluster and the distribution among clusters. The inter-

clustering algorithm makes use of both single-hop and multi-

hop communication to reduce the communication distance 

between the CH and the sink node. The AECRP protocol uses 

the Decreasing Inertia Weight (DIW) algorithm which sets 

priority to the nodes based on the remaining energy of the 

nodes.  

 

    Moreover the information that is transmitted via the relay 

nodes in the network needs to be protected and unchanged 

when it reaches the destination. Hence the RSA algorithm is 

used to encrypt the data at the sender side and decrypt the data 

at the destination. This process of encryption and decryption 

assures the reliable delivery of data and provides an added 

security to the network thereby increasing the performance of 

the network. 

II.  LEACH 

LEACH (Low-Energy Adaptive Clustering Hierarchy) is a 

clustering-based routing protocol that utilizes randomized 

rotation of cluster heads to distribute the energy load evenly 

among the sensors in the network. LEACH uses localized 

coordination to enable scalability and robustness for dynamic 

networks, and imbibes data aggregation into the routing 

protocol to reduce the amount of information being 

transmitted to the base station. LEACH is a self-organizing, 

adaptive clustering protocol that uses randomization to 

distribute the energy load evenly among the sensors in the 

network. The operation of LEACH is divided into rounds. 

Each round begins with a setup phase when the clusters are 

organized, followed by a steady-state phase when data are 

transferred from the nodes to the cluster head and on to the 

Base Station (BS). 
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    In LEACH, the nodes organize themselves into local 

clusters, with one node acting as the local base station or 

cluster-head. Sensors elect themselves to be local cluster-

heads at any given time with a certain probability. These 

cluster head nodes broadcast their status to the other sensors in 

the network. Each sensor node determines to which cluster it 

wants to belong by choosing the cluster-head that requires the 

minimum communication energy. Once the cluster-head has 

all the data from the nodes in its cluster, the cluster-head node 

aggregates the data and then transmits the compressed data to 

the base station. Each Cluster Head (CH) is responsible for 

creating and manipulating a TDMA (Time division multiple 

access) schedule and sending aggregated data from nodes to 

the Base Station (BS). Remaining nodes are cluster members. 

 

 
 
  Fig.1. LEACH Protocol  

 

    Figure 1 show the process of LEACH protocol which 

explains the steps involving collecting the data from cluster 

members and the cluster head aggregating the information. 

The compressed information from all the cluster head finally 

reaches the BS. LEACH provides an energy-efficient network 

but it suffers from few drawbacks. The drawbacks are that the 

CH selection takes place in a random manner without 

considering the remaining energy of the node in the network. 

In this process the low energy nodes are also selected as 

cluster heads. Hence this process leads to the network 

performance declination as the node dies as soon as its energy 

drains off. Another drawback in LEACH is that it cannot 

cover large area. Hence a protocol which can overcome these 

drawbacks and make the performance better is required. 

 
 

Fig.2. Architecture of LEACH Protocol 

    Figure 2 describes the architecture of LEACH protocol. In 

LEACH the election of nodes as cluster heads takes place in a 

random manner without considering the remaining energy of 

the node at that instant of time. In this process the nodes with 

low energy if selected as the cluster head will die soon and 

will cause the performance of the network to decline.  

 

 

III.   AECRP 

To overcome these drawbacks of LEACH, a protocol that can 

consider and calculate the remaining energy of the nodes in 

order to select the cluster heads is required. Hence AECRP 

protocol that is a combination of the PSO and inter-clustering 

algorithm is analyzed. This protocol makes use of the DIW 

strategy. In this scheme the nodes with less amount of energy 

is given priority in the network. The nodes with low energy 

are first chosen as cluster head in each round of its operation. 

The nodes are arranged in their decreasing order of priority 

and the nodes which are first in this order are in a critical 

position because of the energy available in the node. If the 

node with low energy is selected as cluster heads in the 

network then the performance of the network declines as the 

cluster head will die as soon as the energy of the node is 

drained completely.  

 

    The AECRP protocol is more efficient than LEACH in 

terms of energy, security, throughput and delay. It provides a 

more secure transmission of information through the network. 

The time taken for the data to reach the destination node is 

less than the time taken in LEACH.  

 

 
 

Fig. 3. Architecture of AECRP Protocol 

 

    Figure 3 shows the architecture of AECRP protocol. The 

protocol chooses the cluster head based on the priority. The 

node with low energy which has low priority is first chosen as 

cluster head. The initial energy of the node is taken as 10J. 

The cluster head then sends messages to the members to join 

under its cluster. If the energy of the node is greater than 1J 

then the node is said to be alive and can be chosen as cluster 

head for that round of operation. If the node is 0J then the 

node is said to be dead which states that it cannot be chosen as 

the cluster head.  

    AECRP is a protocol which reduces the energy 

consumption of the network and balances the energy 

throughout the lifetime of the network. It chooses the low 
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energy nodes as cluster heads first in the network. By doing so 

the lifetime of the network is increased and the energy gets 

distributed in a balanced manner making the performance of 

the network efficient. 

 

    The security feature in both LEACH and AECRP is given 

using the RSA algorithm. The RSA algorithm is a public key 

encryption technique. RSA algorithm is named after its 

founders, Ron Rivest, Adi Shamir and Leonard Adleman. 

There are two interrelated components of RSA; they are the 

choice of the public and the private key, the encryption and 

decryption algorithm. The public and private keys are chosen 

by considering two prime numbers. The larger the number, the 

more difficult it is to break RSA. 

 

IV.  RESULTS AND SIMULATIONS 

 

A.   Energy and throughput analysis of LEACH and AECRP 

 The important element of the routing protocol which 

determines the efficiency of the WSN is the energy consumed 

by the entire network and the throughput of the network. 

Hence the energy and throughput of LEACH and AECRP is 

analyzed. The simulation is carried out using NS-2 simulator 

and 100 nodes are taken with an initial energy of 10J. 

 

  
 

Fig.4. Energy Analysis of LEACH Protocol 

 

    Figure 4 shows the energy analysis of LEACH protocol. 

The graph is plotted against time in milliseconds in X-axis and 

energy in Joules in Y-axis. The graph explains how the energy 

consumed by the nodes at different time instants in the 

network varies. In LEACH protocol the nodes are elected as 

cluster heads in a random manner. Thus the energy of the low 

energy nodes get dropped soon thus causing the network 

performance to vary rapidly. 

 

 
 

Fig.5. Energy Analysis of AECRP Protocol 

 

    Figure 5 explains the energy variations in AECRP protocol. 

AECRP protocol uses the DIW strategy. The graph is plotted 

against time in millisecond s in X-axis and Energy consumed 

in Joules in Y-axis. The analysis shows that due to the priority 

wise selection of nodes as cluster heads based on remaining 

energy of the nodes, the energy of the network is balanced till 

the lifetime of the network and thus increases the 

performance. 

 

 
 

Fig.6. Throughput Analysis of LEACH protocol 

 

    Figure 6 shows the throughput analysis of LEACH protocol. 

As discussed above due to the random selection of nodes as 

cluster head without considering the remaining energy of the 

nodes, we obtain a low throughput percentage of the network. 

The graph is plotted against time in milliseconds in X-axis and 

throughput in percentage in Y-axis.  
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Fig.7. Throughput Analysis of AECRP 

 

    In figure 7 the throughput analysis of AECRP protocol is 

analyzed. The graph is plotted against time in milliseconds in 

X-axis and throughput in percentage in Y-axis. As discussed 

due to the priority wise selection of nodes as cluster heads 

based on the remaining energy of the nodes, the throughput 

percentage of the network is high and hence this improves the 

performance of the network. 

 

B.   Comparison of LEACH and AECRP 

 

    LEACH and AECRP protocols are compared in terms of 

throughput, energy consumed, end-to-end delay and the packet 

delivery ratio. The simulations are carried out using NS-2 

simulator and 50 nodes are taken for comparison.  

 

 
 
Fig.8. Energy comparison of LEACH and AECRP protocol 

 

    Figure 8 shows the comparison of energy consumed. The 

graph is plotted against time in milliseconds in X-axis and 

energy in Joules in Y-axis. The comparison shows that 

AECRP consumes less energy than LEACH and this is due to 

the DIW strategy used in the AECRP protocol thereby making 

it an energy-efficient routing protocol. 

 

 
 

Fig.9. Throughput Comparisons of LEACH and AECRP 

 

     Figure 9 shows the throughput comparison of LEACH and 

AECRP. The graph is plotted against time in milliseconds in 

X-axis and the number of packets in kbps in Y-axis. The plot 

shows that throughput of AECRP is higher than LEACH. As 

discussed in the throughput analysis graph, AECRP has high 

throughput than LEACH due to the DIW strategy used. 

 

 
 

Fig.10. Packet delivery ratio comparisons of LEACH and AECRP before 
encryption and decryption 

 

    Figure 10 shows the comparison of packet delivery ratios of 

LEACH and AECRP. Packet delivery ratio is defined as the 

ratio of the number of delivered data packet to the destination. 

This illustrates the level of delivered data to the destination. 

The greater value of packet delivery ratio means the better 

performance of the protocol. This graph considers the ratio 

before adding the cryptographic technique to add the security 

feature to the data.  
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Fig. 11.  Comparison of packet delivery ratio of LEACH and AECRP after 

encryption and decryption 

 

    Figure 11 shows the comparison of packet delivery ratio of 

LEACH and AECRP after invoking the security feature. The 

information is encrypted in the sender side using the RSA 

algorithm and it is decrypted at the receiver side. This security 

feature increases the number of packets delivered. If the figure 

10 is observed the number of packets delivered without 

security in AECRP is 11 whereas after securing it 100 packets 

are delivered. Thus security feature in AECRP increases the 

data reliability in a WSN. 

 

 
 

Fig. 12. End-to-end delay comparisons of LEACH and AECRP 

 

    In figure 12 the end to end delay of LEACH and AECRP is 

compared. The graph is plotted against time in X-axis and 

delay time in Y-axis, both are taken in milliseconds. End-to-

end delay is defined as the average time taken by a data packet 

to arrive in the destination. It also includes the delay caused by 

route discovery process and the queue in data packet 

transmission. Only the data packets that are successfully 

delivered to destinations are counted. The lower value of end-

to-end delay means better performance of the protocol. 

 

V.  CONCLUSION 

    WSNs require high amount of energy in order to transmit 

the data to the base station .Clustering techniques is a useful 

and efficient method to reduce the consumption of energy in 

the network. This technique reduces the communication 

overhead and exploits data aggregation in WSNs. Clustering 

has been shown to improve network lifetime, a primary metric 

for evaluating the performance of a sensor network. Although 

there is no unified definition of “network lifetime,” common 

definitions include the time until the first/last node in the 

network depletes its energy and the time until anode is 

disconnected from the base station. Hence it is proved in this 

paper that AECRP is an energy-efficient routing protocol 

which delays the death time of the node and provides better 

packet delivery ratio using the encryption and decryption 

technique.  
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