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Abstract

Wireless sensor network has become one of the
dominating technologies which are affecting our daily
life. In wireless sensor networks small sensors are
spread across a geographical area. Each sensor has
wireless communication capability and some level of
intelligence for signal processing and networking of
the data, which continuously collects the data from the
surroundings and after some processing, sends them to
the base station. The computers in the base station,
then interprets the data and suggests the desired
action. Sensor nodes in WSN have its own operating
system that is Tiny-OS. Wireless sensor networks used
in different applications in different fields. This review
paper works on general description about the sensor
nodes and networks with its routing and security
issues.

Keywords: WSN, Sensor Node, Base Station, Tiny-
OsS.

1. Introduction

Wireless sensor networks have recently come into
prominence because they hold the potential to
revolutionize many segments of our economy and life,
from environmental monitoring and conservation, to
manufacturing and business asset management, to
automation in the transportation and health care
industries. The design, implementation, and operation
of a sensor network requires the confluence of many
disciplines, including signal processing, networking
and protocols, embedded systems, information
management and distributed algorithms.  Such
networks are often deployed in resource-constrained
environments, for instance with battery operated nodes

Jasvinder Singh
Assistant Prof., CSE
Baddi University of

emerging science and
technology

www.ijert.org

Rohika Bhatt
M.tech (CSE) 3" SEM.
Baddi University of
emerging science and
technology

running untethered. These constraints dictate that
sensor network problems are best approached in a
hostile manner, by jointly considering the physical,
networking, and application layers and making major
design tradeoffs across the layers.

Wireless sensor networks are typically used in
highly dynamic, and hostile environments with no
human existence (unlike conventional data networks),
and therefore, they must be tolerant to the failure and
loss of connectivity of individual nodes. The sensor
nodes should be intelligent to recover from failures
with minimum human involvement. Networks should
support process of autonomous formation of
connectivity, addressing, and routing structures. Recent
researches on Autonomic Networking can serve as
basis for design of Autonomic Wireless Sensor
Networks [1].

Wireless sensor networks are composed of
hundreds or thousands of small sized sensor nodes that
are able to cooperate in detecting physical
environments. One of the advantage of wireless sensor
network is the ability to operate unattended in harsh
environment in which contemporary human-in-the-
loop monitoring schemes are risky, inefficient and
sometimes infeasible [2], [3].

Sensor networks have emerged as a promising tool
for monitoring the physical worlds, utilizing self-
organizing networks of battery-powered wireless
sensors that can sense, process and communicate [4].
Wireless sensor networks consist of small low power
nodes with sensing, Computational and wireless
communications capabilities that can be deployed
randomly or deterministically in an area from which
the users wish to collect data. Typically, wireless
sensor networks contain hundreds or thousands of
sensor nodes that are generally identical. These sensor
nodes have the ability to communicate either among
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each other or directly to a base station (BS). The sensor
network is highly distributed and the nodes are
lightweight. Intuitively, a greater number of sensors
will enable sensing over a larger area. As the
manufacturing of small, low-cost sensors become
increasingly technically and economically feasible, a
large number of these sensors can be networked to
operate cooperatively unattended for a variety of
applications like military applications, disaster
management, habitat monitoring, health applications,
home applications etc [5].

At present, research on wireless sensor networks
has generally assumed that nodes are homogeneous. In
reality, homogeneous sensor networks hardly exist,
even homogeneous sensors also have different
capabilities like different levels of initial energy,
depletion rate, etc. This leads to the research on
heterogeneous networks where at two or more types of
nodes are considered. However, most researchers
prevalently assume that nodes are divided into two
types with different functionalities, advanced nodes
and normal nodes. The powerful nodes have more
initial energy and fewer amounts than the normal
nodes, and they act as clustering heads as well as relay
nodes in heterogeneous networks. Moreover, they all
assume the normal nodes have identical length data to
transmit to the base station [6].

1.1. Application of WSNs

o Disaster relief operations

¢ Biodiversity Mapping

¢ Intelligent Buildings/Bridges

e Precision Agriculture

o Medicine and health care

o  Logistics

e Air pollution Monitoring System

e Habitat Monitoring

o Fire and Flood Detection

e Seismic Monitoring

o  Civil Structural Health Monitoring

e Monitoring Groundwater Contamination
¢ Rapid Emergency Response

e Industrial Process Monitoring

e Perimeter Security and Surveillance
e Automated Building Climate Control
e Secure Area Monitoring
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2. Wireless Sensor Networks

2.1. Architecture of Wireless Sensor Node
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Figure 1. Basic Architecture of Wireless

Sensor Node.

A sensor node is made up of four basic components as
shown in figure 1:

A sensing unit

A processing unit
A transceiver unit
A power unit
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They may also have application dependant
additional components such as location finding system,
a power generator and a mobilizer. Sensing units are
usually composed of two subunits: sensors and analog
to digital converters (ADCs).The analog signals
produces by the sensors based on the observed
phenomenon are converted to digital signals by the
ADC, then fed into the processing unit .The processing
unit, which is generally associated with a small storage
unit manage the procedures that make the sensor node
collaborative with the other nodes to carry out the
assigned sensing tasks. A transceiver unit connects the
node to the network. One the most important
components of a sensor node are the power unit.

The power supply is the critical constituent of the
wireless sensor network because this controls the life
and long-term capabilities of the nodes. The most
general and practical power source is through the use
of small, long-lived batteries.
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2.2.Wireless Sensor Network
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Figure 2. Basic Architecture of Wireless
Sensor Network. (Ref [07])

A wireless sensor network (WSN) is a network that
is made of hundreds or thousands of sensor nodes
which are densely deployed in an unattended
environment with the capabilities of sensing, wireless
communications and computations (i.e. collecting and
disseminating environmental data). These spatially
distributed autonomous devices cooperatively monitor
physical and environmental conditions, such as
temperature, sound, vibration, pressure, motion or
pollutants, at different locations. The basic architecture
of Wireless sensor Network is shown in Figure2 [1].

3. Related Work

3.1.Routing Protocols

Low Energy Adaptive Clustering Hierarchy
LEACH [8] is the most popular energy efficient
hierarchical clustering algorithm for WSNs that
was proposed for reducing power consumption. In
LEACH, the clustering task is rotated among the
nodes, based on duration. Direct communication is
used by each CH to forward the data to the Base
Station (BS). It is an application specific data
dissemination protocol that uses clusters to prolong the
life of the WSN. LEACH is based on an aggregation
(or fusion) technique that combines or aggregates the
original data into a smaller size of data that carry only
meaningful information to all individual sensors.
LEACH divides the network into several clusters of
sensors, which are constructed by using localized
coordination and control not only to reduce the amount
of data that are transmitted to the sink, but also to make
routing and data dissemination more scalable and
robust [6]. More clustered protocols have been
proposed that are based on LEACH protocol, like
PEGASIS [9], TEEN [10], HEED [11] and BCDCP
[12] etc, but they all comes under the homogenous
condition.
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In [2], authors proposed a distributed passive
cluster-based multipath routing protocol for wireless
sensor networks. The proposed protocol logically
divides nodes into clusters and uses hierarchical
management strategies to achieve high energy
efficiency, low end-to-end delay and high delivery
reliability. Passive clustering is used in first round
while active clustering is adopted in the other rounds.
The new proposed protocol achieves the better
performance in energy efficiency and QoS, and it is
also suitable for event driven large-scale sensor
networks.

Multihop-LEACH is the one of the cluster based
routing algorithm. Basic operation of Multihop-
LEACH is similar to LEACH protocol. There are two
major modifications in Multihop-LEACH protocol
with respect to LEACH protocol. Multihoping is
applied to both inter cluster and intra cluster
communication.

In [4], authors proposed improved Multihop-
LEACH routing protocol. The overall conclusion is
that improved Multihop-LEACH routing protocol is
best choice to move towards a network with less
energy consumption as it involve energy minimizing
techniques like multihop, clustering and  data
aggregation.

In [6], authors proposed a cluster based routing
protocol based upon the LEACH algorithm, which
considers residual energy of sensor nodes to avoid
unbalanced energy consumption of the sensor node and
to extend the overall network lifetime without
performance degradation. To increase the lifetime of
network, the proposed algorithm uses a probability
function. the proposed algorithm is able to prolong the
network lifetime as compared to LEACH.

Cluster-based multipath delivery scheme (CMDS)
[13] use an improved ID- based algorithm to organize
the network into clusters, which reduces the number of
messages that have to be delivered in the network.
Cluster based protocol to support reliable and energy
efficient data delivery that is completely distributed
(CREED) [14] partitions the network into several grids
based on the optimum direct transmission range to
control the cluster head distribution. Zigbee multipath
hierarchical tree routing (Z-MHTR) [15] is a multipath
routing protocol. It relies on cluster-tree structure. Z-
MHTR enhances the reliability and robustness.
Energy-efficient hybrid clustering routing protocol
(EEHCRP)[16] integrates the advantages of
concentrated clustering and distributed clustering.
Multipath routing protocol (MRP) [17] is a multipath
routing protocol based on dynamic clustering and ant
colony optimization (ACO).

325



1JERTV 31510182

3.2. SECURITY ISSUES IN SENSOR
NETWORKS

Sensor nodes have several constraints, involving
battery power, recharge ability, sleep patterns, working
memory, transmission range, tamper protection, time
synchronization and unattended operation. There are
several other constraints related to the network as well,
such as adhoc networking, limited reconfigurations,
data rate and packet size, channel error rate,
intermittent  connectivity, latency and isolated
subgroups. These constraints make it especially
challenging to design security protocols for such
networks.

In addition to those traditional security issues,
we observe that many general-purpose sensor network
techniques (particularly the early research) assumed
that all nodes are cooperative and trustworthy. This is
not the case for most, or much of, real-world wireless
sensor networking applications, which require a certain
amount of trust in the application in order to maintain
proper network functionality [18].

3.2.1. Attack and Attacker

An attack can be an effort to get illegal access to a
service, information, or the assay to conciliation
integrity, confidentiality, or availability of a.system.
Attacks are originated by attackers or intruders. WSN
Adversary can be:

e Passive: A person or another entity that only
monitors the communication channel which
threatens the confidentiality of data.

o Active: Effort to add, delete or alter the
transmission on the cannel which threatens to
confidentiality, authentication and data
integrity.

o Insider: Steal key material and run malicious
code by compromise some authorized nodes
of the network. Outsider: attacker has no
particular access to the network.

e Mote-Class Attacker: Has access to the
minority nodes with similar capabilities.

o Laptop-Class Attackers: they have access to
powerful devices such as laptop which has
advantages greater than legal nodes, for
instance more capable processor, greater
battery power and high power antenna [19].

Here we point out the major attacks in wireless sensor
networks.
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3.2.2. Denial of Service

Denial of Service (DoS) [20] is produced by the
unintentional failure of nodes or malicious action. The
simplest DoS attack tries to exhaust the resources avail
able to the victim node, by sending extra unnecessary
packets and thus prevents legitimate network users
from accessing services or resources to which they are
entitled. DoS attack is meant not only for the
adversary’s attempt to subvert, disrupt, or destroy a
network, but also for any event that diminishes a
network’s capability to provide a service.

3.2.3. Attacks on Information in transit

In a sensor network, sensors monitor the changes of
specific parameters or values and report to the sink
according to the requirement. While sending the report,
the information in transit may be altered, spoofed,
replayed again or vanished. As  wireless
communication is vulnerable to eavesdropping, any
attacker can monitor the traffic flow and get into action
to interrupt, intercept, modify or fabricate [21] packets
thus, provide wrong information to the base stations or
sinks.

3.2.4. Sybil Attack

In many cases, the sensors in a wireless sensor
network might need to work together to accomplish a
task, hence they can use distribution of subtasks and
redundancy of information. In such a situation, a node
can pretend to be more than one node using the
identities of other legitimate nodes. This type of attack
where a node forges the identities of more than one
node is the Sybil attack [22], [23]. Sybil attack tries to
degrade the integrity of data, security and resource
utilization that the distributed algorithm attempts to
achieve. Sybil attack can be performed for attacking
the distributed storage, routing mechanism, data
aggregation, voting, fair resource allocation and
misbehavior detection [23]. Basically, any peer-to-peer
network (especially wireless adhoc networks) is
vulnerable to Sybil attack.

3.2.5. Black hole/Sinkhole Attack

In this attack, a malicious node acts as a blackhole
to attract all the traffic in the sensor network.
Especially in a flooding based protocol, the attacker
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listens to requests for routes then replies to the target
nodes that it contains the high quality or shortest path
to the base station. Once the malicious device has been
able to insert itself between the communicating nodes
(for example, sink and sensor node), it is able to do
anything with the packets passing between them. In
fact, this attack can affect even the nodes those are
considerably far from the base stations [24],[25].

In [18] the author had described the four main
aspects of wireless sensor network security: obstacles,
requirements, attacks and defenses.

In[26] authors havee presented a computationally
lightweight ~ wireless sensor  network  security
framework which is composed of four components: (1)
secure triple-key management scheme, (2) secure
routing mechanism, (3) secure localization technique,
and (4) malicious node detection mechanism. The
secure routing mechanism presented ensures a secure
node to base station and vice versa communication.
They have presented a triple-key management scheme
based on two network pre-deployed keys and one
cluster deployed key. Triple keys mitigate the
confidentiality and authentication related attacks.
Localization mechanism presented addresses location
determination issues from security perspectives. Lastly
the malicious node detection mechanism protects the
network from insiders and outsider adversaries. The
presented analysis shows that the proposed framework
as a whole addresses the security issues competently
without increasing the overheads. In contrast to the
computationally extensive security solutions, the
framework has great potential for emerging
applications. Results presented show the effectiveness
of the framework to ensure the total security for
wireless sensor networks by reducing the packet
transmission time, low latency and less packet
overheads.

4. Conclusion

In this paper, we have described the main features
of wireless sensor network, network protocols and
security aspects of WSN. The main challenges in
wireless sensor networks are to develop efficient and
energy saving routing algorithm and security protocols.
Development of Cost-effective as well as energy
efficient mechanism for wireless sensor networks is
challenging job for the researcher.
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