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                       ABSTRACT   

Flood of multimedia contents in the structure of 

transmitted data rapid growth of Internet users and 

the increasing range of data types emphasize the 

security problem. The data Encryption system is 

used for hiding data by supervised trained 

dictionary. It involves concealing the secret text 

inside the cheating text. Then cheating text is 

hiding in Audio file. If the cheating text is 

intercepted, the secret text may still be undetected. 

There are many reasons to hide data but most 

important is to prevent unauthorized persons from 

becoming aware of the existence of a message. 

Hidden message is information that is not 

immediately noticeable, and that must be 

discovered or uncovered and interpreted before it 

can be known. We propose a novel approach for 

generating cheating text and hiding cheating text in 

audio file this high capacity audio algorithm based 

on the wavelet packet transform with adaptive 

hiding in least significant bits. The adaptive hiding 

is determined depend on the cover signal strength 

and bits block matching between message and 

cover signals.  

 

Keywords: Steganalysis, Data  Hiding data, audio 

hiding wavelet packet transform, least significant 
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1. INTRODUCTION 

The Internet has revolutionized the modern world and the 

numerous Internet based applications that get introduced 

these days add to the high levels of comfort and 

connectivity in every aspects of human life. The 

expansion of data transmission through Internet made the 

process of improving data protection inevitable. The 

broadband Internet access has enabled a bigger flow of 

audio content through this network. When the data 

protection is based only on our system, it’s often related 

to LSB technique. The Difference between the original 

images and the one with data embedded in still evident. 

This difference tends to be decreased, because of the 

signal for cryptanalyst’s and hackers. There have been  

 

 

 

 

some improvements by altering the modified (embedded) 

picture with a substitution matrix [1, 2]. The unwanted 

effect is increased the complexity of computational 

system. Strengthening the proposed solutions with an 

existing cryptographic algorithm Advanced Encryption 

Standard can partially improve this unwanted effect. 

Because AES has a K level security from the aspect of 

cryptography they offered increase in security of data 

transfer with the combination of the AES algorithm and 

steganography [1, 2], The process of receiving the 

message and the removal of the protection is, however, 

equally important. Looking at the complexity and 

implementation, this processes are considered symmetric. 

Audio hiding file system is a useful means for 

transmitting convert battlefield information via and 

innocuous cover audio signal. Audio is an important 

communication way for people, and therefore is a  

 

 

convenient medium secure communications. In order to 

discriminate stegno audios from clear normal ones, that 

embed random data into a (possibly) stegno audio file by 

using a certain steganography tool. It was found that the 

variation in some statistical features of audio file is 

significantly different between clear audio files and 

stegno ones which already contain hidden messages 

embedded by the same tool. In this paper, that can detect 

the existence of hidden messages, and also identify the 

tools used to hide them. 

 

The other Peer-to-Peer (P2P) audio services provide vast 

opportunities for covert communications by slightly 

altering the binary sequence of the audio signal with 

existing system tools, after converting communication 

channels may be relatively easy to establish. Moreover, 

the inherent redundancy in the audio signal and its 

transient the unpredictable characteristics imply a high 

hidden capacity [3]. This is further aided by the fact that 

the human ear is insensitive to small distortions in the 

audio signal. Information hiding in digital documents 

provides a means for overcoming those problems. 

Depending on what information in which form is hidden 

in the audio, one can distinguish at least two types of 

data hiding schemes: non-robust, undetectable data 

hiding, and robust audio watermarking. In the first case, 

a digital audio serves as a container for a secret message. 

In the second application, robust audio watermarking, a 

short message (a watermark) is embedded in the audio in 

a robust manner.  By robustness we mean the ability to 
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survive common audio processing operations, such as 

lossy compression, filtering, noise adding, geometrical 

transformations, etc. Such robust watermark can be 

obviously used for copyright protection, fraud detection 

(verification of audio integrity), authentication, etc. At 

this point we emphasize that cryptographic 

authentication protocols cannot solve all the issues 

related to authentication. 

Here we also encrypt textual data in cipher text because 

of many researchers have made a great effort on 

developing cryptosystems, which is difficult and 

complicated to reverse from the cipher text into the 

original data. However, cipher text usually seems 

meaningless as it is encrypted. When a hacker intercepts 

this meaningless data [4], he knows that it has been 

encrypted. In other words, as soon as he gets the 

encrypted data, he knows that he had obtained an 

important message. There is an old saying "Trying to 

cover up a misdeed, one only makes it more 

conspicuous". Therefore, a better approach to protect the 

message may suggest us to choose a different technique 

for concealing Data Hiding and Encrypting Scheme. 

 

Cryptographic authentication deals with authenticating 

the sender of the message over insecure channels. 

However, once the message (audio) is decrypted, the 

audio is unprotected and can be copied and further 

distributed. Unlike classical paintings that can be studied 

for authenticity using sophisticated experimental 

techniques, a digital artwork is just a collection of bits. A 

visible signature in the corner of the audio can be easily 

replaced or removed with advanced audio processing 

software packages, such as Photo-Shop. Additional 

information in the audio file header can be erased or 

changed as well. In other words, any attempt to 

authenticate the digital audio file by appending 

information will fail. The embedded information will be 

transparent to the human ear, but it should be detectable 

using a sophisticated algorithm provided a secret key is 

available [5] and [6] and [7]. 

2. LITERATURE SURVEY  
This paper presents [8] a double layered secure data 

transfer technique is used Cryptography and Audio 

Steganography for mobile network. Firstly, the 

characters of chipper text data are converted to bit values 

and are encrypted by XOR operation using a Symmetric 

key. They using a secret key-box, it is again scrambled 

and then divided into 2bit blocks. These blocks from 

MSB are replaced by the Left Significant two bits of 

each byte of cover audio bit stream. they used trick for 

this steganography method hides behind logic of 

selecting the next byte of the cover audio. And additive 

method with a key constraint is used as the proposed 

algorithm. After replacing by the secret bit blocks, the 

byte of the cover audio is divided into two nibbles and 

added overlooking the carry and is converted to decimal 

values. The second and third bits are taken together and 

the decimal value is considered as key constraint. Both 

the values are added and next byte is chose after counting 

that numbers of byte positions. The technique presented 

this paper has overcome many of the limitations like 

selection of chipper text size and cover audio format, 

noise removal etc. that helps the user to transfer data 

through mobile network in a more secured and efficient 

way. 

In the previous methods, mainly the wav files were used. 

Also the chipper text file size was limited. But, in our 

proposed algorithm, not only wav or mp3 can be used 

but also any kind of audio file can be used. The main 

advantage in this audio steganography technique is that it 

is very hard to find out the interferences when we hear 

the stego audio file. Not only the used steganography 

technique, but also a strong cryptography technique that 

is used here makes this double-layered method a hard 

breakable one. So, according to the previous studies and 

proposed method provides an efficient technique for the 

users who want to send secret data over wireless network 

concealing from the eavesdroppers. 

In this paper Confused Document Encrypting Scheme [9] 

is a technique for data hiding. It involves concealing the 

secret text inside the cheating text. If the cheating text is 

intercepted, the secret text may still be undetected. This 

study focuses on reducing the amount of data 

transmission in delivering confused documents. They can 

use any article on the internet as a cheating text. The 

sender only needs to transmit the encrypted Uniform 

Resource Locator (URL), and then the receiver can 

follow the URL and download the cheating text. This 

avoids transmitting large amounts of cheating text, which 

is a major drawback of traditional confused document 

encrypting schemes. In this paper, they proposed a new 

approach which can improve existing confused document 

encrypting schemes by reducing their transmission 

overhead, and thus make it suitable for wireless 

environment with low data rate. 

To reduce the overhead of cheating text transmission, the 

sender only need to send an encrypted URL, and the 

receiver can follow the URL to get the cheating text. This 

method greatly reduces transmission requirements. For 

example, the sender can only send a 60-byte URL, and 

the receiver can obtain a cheating text as large as 30,000-

40,000 bytes from that. This is very useful in wireless 

environment with low data rate. Even a mobile phone 

using GPRS can easily apply this approach to send out a 

secret message. 

This study certainly reduces the transmission overhead, 

and reduces bandwidth consumption to make this method 

suitable for mobile environment due to. For Chinese text 

in Big5 code, this method demonstrates good 

performance with 50% overhead reduction. It would be 

interesting to investigate its behavior by applying this 

method on other languages with difference character sets. 

In this research paper, 2011, Haider Ismael Shahadi et. 

al.[10], they  propose a new high capacity audio 

steganography algorithm based on the wavelet packet 

transform with adaptive hiding in least significant bits.  
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The results show that message can be embedded up to 42 

% of the total size of the cover audio signal with at least 

of 50 dB signal to noise ratio. 

The following four main stages are repeated to hide each 

secret message segment in one cover segment: 

a. Cover Signal Decomposition and Preparing 

Stage 

Each segment of the input audio cover signal is 

decomposed using L-levels of Haar DWPT to obtain 2L 

signals one represents the approximation coefficients 

signal and the others represent details coefficients 

signals. Each one of the produced signal has length of 

Z/2Lsamples. They select 2L-2 from the details signal 

starting from the highest frequency component for 

embedding of the secret message. 

b. Key Generating and Secret Message 

Embedding Stage 

The preprocessed message segment (MP) that has size of 

MxN and the matrix of embedding positions contents that 

has size WxM are fed to the bits block matching process. 

In the bits block matching process, the bits blocks of MP 

and EPC matrix are compared to compute matching 

between each bits block (row) of MP and whole blocks 

(rows) of EPC to obtain the blocks matching matrix BM 

which has size of MxW. 

c. Stego-Key Embedding Stage 

Because of the arbitrary distribution of the message 

blocks in embedding process in the previous section, the 

recovery algorithm of the proposed scheme will need 

stego key and message size to extract the message blocks 

from the stego-signal. Therefore, the stego-key with the 

message size will embed in the lowest frequency details 

signal (D2 
L -1). They choose this signal to embed the 

stego-key because it has maximum power between all 

other details signals and that make the stego-key more 

resistance against distortion or lost. 

 

3. PROPOSED TECHNIQUE 

 
In this paper text documents are considering, where each 

document consists of an ordered list of sentences [11], 

and each sentence consists of an ordered list of words. 

each word treat as contained in the text as a Scrt_text 

associated with its tag Document, including noun (n.), 

verb (v.). For example, the word “are” contained in the 

text is depicted by (v.), where (v) is the Scrt_text of 

“are”. Without loss of generality, here we create a 

dictionary and simplified the tag document for denoting a 

generalized word. The generalization relation between 

two words having the same tag document, which is a 

partial relation such that: 

 let w1 = (Scrt_text 1|doc1) and w2 = (Scrt_text 2|doc2),  

We have that w1 _ w2 implies Scrt_text1 = Scrt_text2  A 

vocabulary, denoted as V = {w1,w2, . . . ,wn}, is a 

collection of a limited number of distinct words. 

A phrase is an ordered list of words, denoted as  

s = w1w2 ……..wk.  

A phrase can also contain generalized words. Within 

context of mining [12, 13], sequence patterns a word is 

an item and a phrase is a sequence. 

A sentence is a grammatical complete phrase, denoted as 

s#. A document is a set of sentences. Paper not 

concentrates in the order of the context of sequence data 

mining though the document which is logically an 

ordered list of sentences. Moreover, in the same context, 

a document can be generalized to be a set of phrases.  

Data-1“The actors in this film are all also very good. 

This is a good film without big budget sets. Very good 

sound, picture, and seats.” 

Example-1 Data-1 contains 3 sentences. If paper 

considers only the nouns, verb, contained in the data, 

Data-1 corresponds to a document Doc1  

After apply cheating text algorithm:- 

“the actresses in this film are all also very bad. this is a 

bad film without small budget sets. very bad sound, 

picture, and seats.” 

 On the other hand, importing the tags document into the 

data model it makes possible to focus on specific part of 

text [14], such as for building text class descriptors by 

nouns. 

3.1 Encryption 

Step 1: Use the cheating text to generate the Index of 

Words (IOW). In this type dictionary, each row stores a 

noun word and verb word, all word index of its 

occurrence in the cheating text [11]. 

Step 2: Using the IOW and the plaintext, paper can 

obtain a plaintext file. For each Word in plaintext, we 

look up the corresponding row in dictionary and choose a 

word from the row. The randomness here is significant, 

because it can improve the degree of safety. 

Step 3: Encrypt the plaintext file with the public-key 

cryptography with any ciphering algorithm can be used, 

such as the International Data Encryption. After 

generation of cheating text hiding data inside Audio files 

the technique usually used is low bit encoding which is 

somewhat similar to LSB that is generally used in 

Images. Spread Spectrum is another method used to 

conceal information inside of an audio file. This method 

works by adding random data to the signal the 

information is conceal inside a carrier and spread across 

the frequency spectrum. The thing that makes this 

method of concealing information inside of audio files 

better than other methods is that it can actually improve 

the sound of the audio inside an audio file. There are 

some major audio hide algorithms are available like 

Low-bit encoding, Phase encoding, Spread spectrum 

coding and Echo data hiding. 

3.1.1.1 Low-bit Encoding 

Low-bit encoding [15], the binary version of the secret 

data message is substituted with the least significant bit 

(LSB) of each sample of the audio cover file. Though 

this method is simple and can be used to embed larger 

messages, the method cannot protect the hidden message 
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from small modifications that can arise as a result of 

format conversion or lossy compression. 

Phase Coding 

Phase coding is based on the fact that the phase 

components of sound are not as perceptible to the human 

ear as noise [16]. Message bits are encoded as phase 

shifts in the phase spectrum of a digital signal. 

 

This leads to inaudible encoding in terms of the Signal-

to-Perceived Noise Ratio (SPNR) and the secret message 

gets camouflaged in the audio signal, not detectable by 

the Steganalysis methods based on SPNR.  

 

 
 

Fig. 1.  Proposed Embedding algorithm 

 

The receiver is mandated to know the message length in 

order to use DFT and extract the embedded message 

from the cover signal. A characteristic feature of phase 

coding is the low data transmission rate owing to the fact 

that the secret message is encoded only in the first 

segment of the audio signal. On the contrary, an increase 

in the length of the segment would have a ripple effect by 

altering the phase relations between the frequency 

components of the segment; thereby making detection 

easier. 

4. CONCLUSION 

In this research paper proposed algorithm first we taken  

plain data than convert it in cheating data after hiding 

data in audio signal to hide data. There are many reasons 

to hide data in audio signal but important is to prevent 

unauthorized persons from becoming aware of the 

existence of a message. The arbitrary results of the block 

matching generate an arbitrary key for embedding 

process, and cheating data increasing the security of 

massage information in the proposed algorithm. Audio 

data hiding can also be used in corporate world. Hiding 

data can also be used in the non-commercial field to hide 

information that keep data private. Terrorists can also use 

data hiding to keep their communications secret and to 

coordinate attacks. Another advantage for the proposed 

algorithm is the reconstruction of the actual secret 

messages does not require the original cover audio signal 

and therefore, the cover signal can be any recorded audio 

by the hiding side. And implemented using a Matlab 

tools. 
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