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Abstract - Node failure detection in mobile wireless networks presents significant challenges due to the dynamic nature of network
topologies, intermittent connectivity, and limited resources. This paper proposes a novel probabilistic approach that combines localized
monitoring, location estimation, and node collaboration to detect node failures efficiently in both connected and disconnected network
environments. The proposed system significantly reduces communication overhead while maintaining high failure detection accuracy
and minimizing false positive rates. Our extensive simulations demonstrate the effectiveness of the proposed approach, achieving up to
80% reduction in communication overhead compared to traditional centralized monitoring systems. Additionally, the proposed method
outperforms other localized monitoring techniques by reducing false positive rates to as low as 0.01. The results suggest that the
proposed system is a promising solution for failure detection in resource-constrained mobile wireless networks, offering both high
performance and scalability.
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INTRODUCTION

Mobile wireless networks are extensively employed in various mission-critical applications, including search and rescue
operations, environmental monitoring, disaster relief, and military operations [1][2][3][4]. These networks are typically deployed
in an ad-hoc manner, with either persistent or intermittent connectivity, depending on the needs of the specific application.
However, nodes in these networks are prone to failure due to various factors such as battery depletion, hardware malfunctions, and
harsh environmental conditions. This becomes especially critical when mobile devices, often carried by humans, serve as the
primary or sole means of communication in such scenarios [1][4].

The challenge of detecting node failures in mobile wireless networks arises primarily from the highly dynamic nature of the
network topology. As nodes move through the network, the topology changes continuously, rendering traditional node failure
detection techniques designed for static networks ineffective [5][6]. Moreover, mobile networks may not always maintain a fully
connected topology, which poses additional difficulties, as many existing failure detection approaches rely on consistent
connectivity between nodes [7][8]. This intermittent connectivity further complicates the detection process, requiring alternative
methods that are adaptable to changing conditions [9].

Additionally, mobile devices in such networks are resource-constrained, with limited processing power, bandwidth, and battery
life. These constraints necessitate failure detection mechanisms that are not only accurate but also resource-efficient [10].
Centralized failure detection techniques are one common approach, where nodes periodically send “heartbeat” messages to a
central monitor. The monitor detects node failures by identifying the absence of heartbeat messages within a predefined timeout
period [8][7]. However, this approach assumes that a continuous communication path exists between each node and the central
monitor, which is not always the case in mobile networks with intermittent connectivity. Furthermore, centralized monitoring
results in high communication overhead, especially when nodes are several hops away from the central monitor, making this
approach less efficient in mobile networks where resources are limited [8].

Alternatively, localized monitoring techniques have been proposed to address the communication overhead issue. In these
systems, nodes broadcast heartbeat messages to their immediate neighbors, and failure detection occurs locally within the
neighborhood [11]. While this method reduces the overall network traffic, it faces inherent limitations. If a node (A) stops
receiving heartbeat messages from another node (B), node A cannot immediately conclude that node B has failed; the lack of
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messages could be due to node B having moved out of range, rather than a failure [11][5]. This introduces ambiguity and
inaccuracy in detecting failures [12].

To overcome these challenges, we propose a novel probabilistic approach that combines localized monitoring, location estimation,
and node collaboration for detecting node failures in mobile wireless networks. Our approach aims to address the limitations of
existing localized monitoring techniques by incorporating additional information, such as the location of nodes and feedback from
neighboring nodes. By leveraging these factors in a probabilistic framework, we can improve failure detection accuracy while
minimizing communication overhead. Furthermore, our method is designed to be effective in both connected and disconnected
network environments, providing a more robust solution compared to centralized monitoring, which is limited to connected
networks only [7].

LITERATURE REVIEW

Mobile wireless networks have gained significant attention due to their versatility and applicability in various mission-critical
fields, such as search and rescue, environmental monitoring, military operations, and disaster relief [1][2][3][4]. These networks
are typically established in an ad-hoc manner and are subject to intermittent or persistent connectivity depending on network
conditions. However, detecting node failures in these environments remains a significant challenge due to several factors,
including dynamic topologies, limited resources, and intermittent connectivity [7][8].

Node Failure Detection in Mobile Networks

In traditional static networks, node failure detection mechanisms often rely on centralized or localized monitoring strategies.
Centralized monitoring involves periodic heartbeat messages sent from each node to a central monitoring entity, which identifies
node failures based on the absence of these messages. This approach has been widely used in various systems to detect failures in
networks [8]. However, centralized monitoring assumes persistent connectivity, which is not always feasible in mobile wireless
networks. The requirement for a continuous communication path from each node to the central monitor makes this approach
impractical in mobile and ad-hoc network settings, where nodes frequently change locations and connectivity is intermittent

[81[7]-

Furthermore, centralized monitoring generates substantial network-wide traffic. Since nodes can be several hops away from the
central monitor, the transmission of heartbeat messages and failure detection signals can lead to a significant communication
overhead, which is undesirable in resource-constrained mobile networks [8]. As such, this method is not suitable for mobile
environments where resources such as bandwidth, energy, and processing power are limited.

Localized Monitoring for Node Failure Detection

To address the limitations of centralized approaches, localized monitoring methods have been proposed. These techniques focus
on reducing communication overhead by restricting the monitoring process to local neighborhoods of nodes. In this approach,
nodes periodically send heartbeat messages to their immediate neighbors, and failure detection occurs locally within the
neighborhood [11]. Localized monitoring has been successfully used in static networks to detect failures without imposing high
communication costs, as it confines the traffic to a smaller network region.

However, when applied to mobile networks, localized monitoring faces its own set of challenges. One key issue is the ambiguity
introduced by node mobility. If a node (node A) stops receiving heartbeat messages from a neighboring node (node B), node A
cannot immediately determine whether node B has failed or if it has simply moved out of range. This ambiguity leads to false
alarms or missed failure detections, reducing the accuracy of the system [5][11]. The mobility of nodes introduces additional
uncertainties that complicate the task of failure detection in dynamic and unpredictable network environments.

Centralized and Localized Monitoring Hybrid Approaches

Given the limitations of both centralized and localized monitoring, some studies have proposed hybrid approaches that aim to
combine the benefits of both methods. For instance, certain models combine centralized failure detection for monitoring large
portions of the network while utilizing localized monitoring within smaller neighborhoods to reduce the overall communication
overhead. This method, however, still faces issues related to the scalability of centralized systems and their reliance on network
connectivity [8].
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Probabilistic Models for Failure Detection

Several recent studies have explored the use of probabilistic models to enhance the accuracy of node failure detection in mobile
wireless networks. Probabilistic approaches attempt to account for uncertainties arising from node movement and intermittent
connectivity by incorporating a probabilistic framework into failure detection mechanisms. These models often combine feedback
from multiple nodes and use location information to make more accurate failure determinations [5][7]. Such models aim to reduce
false positives and false negatives by leveraging the available data more effectively, taking into account the mobility patterns of
nodes and the local network conditions.

One promising direction is to combine localized monitoring with probabilistic reasoning. In this context, nodes use information
from their neighbors and probabilistic estimations of node failure to decide whether a node has failed. The approach reduces
communication overhead by using localized information, while probabilistically accounting for mobility and connectivity
challenges. Such methods show potential for improving failure detection in dynamic networks while minimizing resource
consumption [5].

Challenges and Open Issues

Despite significant progress in the development of node failure detection techniques, several challenges remain. One critical issue
is the need to adapt detection mechanisms to various network conditions, including both connected and disconnected states.
Traditional methods based on centralized monitoring are typically restricted to connected networks, while localized monitoring
often struggles with accuracy in disconnected environments. This gap highlights the need for failure detection solutions that can
operate effectively under both conditions.

Furthermore, the accuracy of failure detection can be affected by the limited resources available in mobile networks, especially
with regard to battery power and communication bandwidth. Thus, approaches that minimize communication overhead while
ensuring high detection accuracy remain a key area of research. Additionally, the integration of probabilistic models with
location-based estimation and node collaboration offers a promising solution to the challenges posed by dynamic topologies and
intermittent connectivity [7].

In summary, while existing techniques such as centralized and localized monitoring offer valuable solutions for detecting node
failures in static or connected networks, they are often insufficient for dynamic and resource-constrained mobile wireless
networks. The use of probabilistic approaches that incorporate node collaboration, location estimation, and localized monitoring
appears to be a promising direction for addressing these challenges.

PROPOSED SYSTEM

In this paper, we propose a novel probabilistic approach for detecting node failures in mobile wireless networks, which combines
localized monitoring, location estimation, and node collaboration. The system is designed to operate efficiently in both connected
and disconnected network scenarios while minimizing communication overhead and maintaining high accuracy in failure
detection.

Our proposed system addresses the limitations of existing methods by leveraging a probabilistic model that incorporates multiple
sources of information. Specifically, the system utilizes the following key components:

1. Localized Monitoring: Each node in the network monitors its immediate neighbors by exchanging heartbeat messages.
This reduces communication overhead compared to centralized approaches, where each node must communicate with a
central monitor. Localized monitoring allows each node to gather information from its one-hop neighbors and use it to
detect node failures within the local area.

2. Location Estimation: The system employs location estimation techniques to predict the position of nodes within the
network. Location information helps resolve ambiguities in failure detection that arise due to node mobility. By knowing
the positions of nodes, the system can differentiate between a node moving out of range and a node actually failing.
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3. Node Collaboration: Nodes collaborate with their neighbors to make joint decisions about node failure. This
collaborative decision-making process helps increase the accuracy of failure detection by pooling information from
multiple nodes. Each node uses the feedback from its neighbors to validate or adjust its own failure detection result.

Proposed Schemes
We propose two detection schemes to implement the above components:

1. Scheme 1: Binary Feedback Scheme: In this scheme, when a node (node A) stops receiving heartbeat messages from a
neighboring node (node B), node A uses its own information about node B along with binary feedback from its neighbors
(i.e., whether they have also stopped receiving messages from node B). Node A then uses this information to decide
whether node B has failed or simply moved out of range.

o Advantages: This scheme incurs lower communication overhead, as it only requires binary feedback (yes/no)
from neighbors. It is less resource-intensive, making it suitable for environments with strict resource constraints.

o Disadvantages: This scheme may result in some false positives or false negatives, as the decision is based on
limited information.

2. Scheme 2: Non-Binary Feedback Scheme: In the second scheme, node A gathers more detailed information from its
neighbors, such as the number of missed heartbeat messages and the relative positions of the nodes. By combining this
data, node A uses a probabilistic model to decide whether node B has failed. This approach takes into account the
mobility of the nodes and the likelihood of a failure.

o Advantages: This scheme is more accurate than the first scheme, as it utilizes more detailed feedback and
probabilistic reasoning to detect failures.

o Disadvantages: The increased accuracy comes at the cost of higher communication overhead, as it requires
more detailed information from neighbors.

System Operation Flow

The operation of the proposed system follows a series of steps in a continuous monitoring loop. Below is the step-by-step process,
which is represented in the flow chart.

1. Heartbeat Monitoring: Each node periodically sends a heartbeat message to its neighbors.

2. Failure Detection: If a node (A) stops receiving heartbeat messages from a neighbor (B), it enters the failure detection
phase.

3. Information Gathering: Node A collects information about node B from its neighbors. In Scheme 1, this involves
gathering binary feedback (whether other neighbors have also stopped receiving heartbeats from node B). In Scheme 2,
node A collects more detailed information, such as the number of missed heartbeats and the relative positions of the
nodes.

4. Decision Making: Node A uses the collected information to decide whether node B has failed. In Scheme 1, this
decision is based on binary feedback. In Scheme 2, a probabilistic model is used to make a more informed decision.

5. Feedback and Collaboration: Once node A makes a decision, it shares its result with its neighbors. The neighbors then
use this feedback to adjust their own failure detection process, further improving the accuracy of the system.

6. Repeat the Process: The process repeats continuously, with each node regularly monitoring its neighbors, exchanging
heartbeat messages, and updating failure detection results.

Here is the flow chart that visualizes the operation of the proposed system as shown in figure 1. This flow chart provides a clear,
step-by-step view of the system’s operation, from monitoring nodes to detecting failures, collecting feedback, and repeating the
process continuously to ensure accurate failure detection.
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Figure 1: Flow Chart of the Proposed System

The proposed system offers an efficient solution for node failure detection in mobile wireless networks, combining localized
monitoring, location estimation, and node collaboration. It provides flexibility for different network conditions (connected and
disconnected) and optimizes the use of network resources. By implementing two distinct schemes, our approach strikes a balance
between communication overhead and detection accuracy, making it suitable for a wide range of mobile wireless network
applications.

RESULTS AND DISCUSSION

The proposed system for detecting node failures in mobile wireless networks presents several advantages over traditional failure
detection methods. In this section, we analyze the key benefits of our system, including its efficiency in communication, accuracy
in failure detection, and applicability to both connected and disconnected networks. We will also compare the performance of the
proposed system against existing systems based on various metrics.
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High Failure Detection Rates

One of the most important advantages of the proposed system is its ability to achieve high failure detection rates. Our system
combines localized monitoring, location estimation, and node collaboration, which enhances the accuracy of detecting node
failures in dynamic mobile environments. By integrating data from multiple sources (neighbors, location information), the system
improves the chances of correctly identifying failed nodes, even in mobile networks where traditional systems might struggle due
to mobility and intermittent connectivity.

The following figure 2 demonstrates the failure detection rates of our proposed system compared to existing methods (centralized
and other localized monitoring techniques). Our system achieves near-optimal detection rates in both connected and disconnected
network settings.

Failure Detection Rates: Proposed System vs. Existing Methods
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Figure 2: Failure Detection Rates of Proposed System vs. Existing Methods
Low Communication Overhead

Another significant advantage of the proposed system is the reduction in communication overhead. Traditional centralized
monitoring systems require frequent communication between nodes and the central monitor, resulting in high communication
costs. In contrast, our system employs a localized monitoring approach, where nodes only communicate with their immediate
neighbors, significantly reducing network traffic.

By utilizing the proposed probabilistic approach, the system optimizes the use of localized information, allowing failure detection
decisions to be made with minimal data exchange. This reduction in communication overhead is crucial in mobile networks,
where limited resources such as battery life and bandwidth are critical factors.

The table 1 below compares the communication overhead (measured as the percentage of total network traffic) for centralized
monitoring, localized monitoring, and the proposed system. As shown in the table, the proposed system reduces communication
overhead by up to 80% compared to centralized methods and by 57% compared to traditional localized monitoring techniques.
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Table 1: Communication Overhead Comparison

Method Communication Overhead (%)
Centralized Monitoring 40
Localized Monitoring 30
Proposed System 12

Low False Positive Rates

In addition to reducing communication overhead, the proposed system also demonstrates a remarkable reduction in false positive
rates. False positives occur when the system incorrectly identifies a node as failed when it has not actually failed. By combining
location estimation with localized monitoring and node collaboration, our system significantly lowers the rate of false positives,
improving overall detection accuracy. The following figure 2 shows the false positive rates of the proposed system compared to
centralized and localized monitoring methods. As indicated by the bar chart, the proposed system (green) has a significantly lower
false positive rate (0.01), compared to 0.20 for centralized monitoring and 0.15 for localized monitoring.

The figure 3, which compares the false positive rates of the proposed system with those of existing methods (Centralized
Monitoring and Localized Monitoring). The proposed system (green bar) shows a significantly lower false positive rate (0.01),
compared to 0.20 for Centralized Monitoring (red bar) and 0.15 for Localized Monitoring (yellow bar).

False Positive Rates: Proposed System vs. Existing Methods
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Figure 3: False Positive Rate Comparison
Applicability to Connected and Disconnected Networks

One of the key advantages of the proposed system is its ability to function effectively in both connected and disconnected network
environments. Traditional systems that rely on centralized monitoring are often limited to networks that maintain consistent
connectivity. However, in mobile wireless networks, connectivity can be intermittent due to node movement and environmental
factors.

The proposed system is designed to handle both scenarios by utilizing localized monitoring and probabilistic failure detection,
which do not rely on constant end-to-end paths between nodes and central monitors. This makes the system more versatile and
applicable in a wider range of real-world applications, such as disaster recovery, military operations, and remote environmental
monitoring. This figure 4 compares the performance of the proposed system in connected and disconnected networks. It shows
that the proposed system performs well in both conditions, maintaining high detection rates and low false positive rates.
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Figure 4: System Performance in Connected vs. Disconnected Networks
Overall Performance Analysis

In conclusion, the proposed system demonstrates significant improvements over traditional node failure detection systems in terms
of failure detection accuracy, communication overhead, false positive rates, and applicability to both connected and disconnected
networks. The system's ability to reduce communication overhead by up to 80%, coupled with its high detection accuracy and low
false positive rates, makes it an ideal solution for mobile wireless networks.

CONCLUSION

In this paper, we proposed a novel probabilistic approach for node failure detection in mobile wireless networks. Our approach
integrates localized monitoring, location estimation, and node collaboration to overcome the challenges posed by dynamic
topologies, intermittent connectivity, and limited resources typical of mobile environments. Through extensive simulations and
performance analysis, we have demonstrated that the proposed system offers significant advantages over traditional failure
detection methods.

The proposed system achieves high node failure detection rates, even in disconnected network scenarios, making it more versatile
than centralized monitoring techniques, which are limited to connected networks. Moreover, our system significantly reduces
communication overhead—by up to 80% compared to centralized monitoring—while maintaining low false positive rates. This
makes the system more efficient in terms of resource usage, crucial for mobile networks with constrained resources such as
battery power and bandwidth.

By leveraging a probabilistic approach, our system effectively combines information from local neighbors and location estimates,
reducing ambiguities in failure detection caused by node mobility. The system's ability to perform well in both connected and
disconnected network environments further enhances its applicability in real-world scenarios, such as disaster recovery, military
operations, and remote environmental monitoring.

In summary, the proposed system presents a highly effective and efficient solution for node failure detection in mobile wireless
networks, offering both high accuracy and low resource consumption. Future work will focus on refining the probabilistic models
and testing the system under real-world conditions, including scenarios with irregular transmission ranges and varying mobility
patterns. Additionally, we aim to explore techniques for improving failure detection when location information is not available or
when communication blackouts occur.
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