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Abstract—Distributed machine learning systems require strong
privacy guarantees, verifiable compliance, and scalable deploy-
ment across heterogeneous and multi-cloud environments. This
work introduces a cloud-native privacy-preserving architecture
that integrates federated learning, differential privacy, zero-
knowledge compliance proofs, and adaptive governance powered
by reinforcement learning. The framework supports secure model
training and inference without centralizing sensitive data, while
enabling cryptographically verifiable policy enforcement across
institutions and cloud platforms. A full prototype deployed across
hybrid Kubernetes clusters demonstrates reduced membership-
inference risk, consistent enforcement of formal privacy budgets,
and stable model performance under differential privacy. Ex-
perimental evaluation across multi-institution workloads shows
that the architecture maintains utility with minimal overhead
while providing continuous, risk-aware governance. The pro-
posed framework establishes a practical foundation for deploying
trustworthy and compliant distributed machine learning systems
at scale.

Index Terms—Federated learning, differential privacy, zero-
knowledge proofs, distributed machine learning, multi cloud
architectures

I. INTRODUCTION

Artificial intelligence (AI) is transforming healthcare
through applications in diagnostic imaging, early disease de-
tection [1], digital pathology, and personalized treatment [2].
These systems rely on sensitive patient data distributed across
hospitals and diagnostic centers, and are governed by strict
privacy regulations such as HIPAA and GDPR. Cloud plat-
forms offer scalability for medical Al workloads but introduce
risks, including membership inference, model inversion, and
improper data lineage handling [3], [4].

Techniques such as federated learning, differential privacy,
and cryptographic verification provide promising foundations
for privacy-preserving healthcare AI [5]. Federated learning
enables collaborative model training without data sharing
[6], while differential privacy offers formal protection against
inference attacks [7]. However, these techniques are often
used in isolation and lack integration into scalable, cloud-
native deployments. Zero-knowledge proofs further strengthen
compliance by providing cryptographic assurances without
exposing sensitive logs [8].
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This gap motivates the development of PACC-Health, a uni-
fied architecture that combines federated computation, differ-
ential privacy, verifiable compliance, and adaptive governance
to support secure and trustworthy clinical Al at scale [9], [10].

II. RELATED WORK

Research on AI for healthcare privacy spans federated
learning, privacy-preserving [11] machine learning, and cloud-
native security frameworks. While each area contributes im-
portant capabilities, existing approaches remain fragmented
and insufficient for large-scale, compliance-sensitive clinical
deployment.

A. Federated Learning in Healthcare

Federated learning (FL) has been widely explored for med-
ical applications such as MRI segmentation, X-ray analysis,
and mobile health monitoring. These studies demonstrate that
collaborative model training is feasible without centralizing
patient data [12]; however, most evaluations are performed
in controlled or single-cloud settings and focus primarily
on training. They rarely address federated inference, cross-
institutional policy heterogeneity, governance concerns, or
end-to-end lifecycle management needed for production clini-
cal environments. Furthermore, existing FL systems generally
rely on static privacy assumptions and do not adapt to changing
risk, workload, or regulatory contexts.

B. Privacy-Preserving Machine Learning

Privacy-preserving machine learning techniques [13], in-
cluding differential privacy, secure multiparty computation,
and homomorphic encryption, offer formal privacy guarantees
but incur substantial computational cost, limiting practical use
in latency-sensitive clinical tasks [14]. More importantly, these
mechanisms are typically integrated at the model or algorith-
mic level, with limited consideration for the operational and
compliance requirements of cloud-native healthcare systems.
As a result, they do not provide comprehensive protection
across data ingestion [15], model deployment, inference ex-
ecution, and auditability.
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Fig. 1. PACC-Health layered architecture integrating cloud infrastructure,
privacy-preserving Al, and adaptive governance.

C. Cloud-Native Healthcare Security

Cloud-native security [16] efforts in healthcare largely rely
on policy-as-code tools such as OPA, Gatekeeper, and cloud
IAM services [17]. While effective for static access control,
these frameworks cannot reason about AI model behavior
[18], provide continuous compliance verification, or support
cryptographic attestation. They also operate independently
of privacy-preserving ML pipelines and lack the adaptivity
needed for dynamic clinical environments.

This gap highlights the need for a unified, cloud-native
framework that integrates federated computation, formal pri-
vacy guarantees, zero-knowledge compliance validation, and
adaptive governance, an objective addressed by PACC-Health.

III. SYSTEM ARCHITECTURE

PACC-Health is designed as a cloud-native, privacy-
preserving architecture that supports the complete lifecycle
of clinical AI models across distributed and multi-cloud en-
vironments. Rather than separating functionality into abstract
planes, the architecture is organized into four tightly coupled
layers: a cloud execution layer, an Al and analytics layer, a pri-
vacy and compliance layer, and a governance and observability
layer. Together, these layers provide secure data handling,
privacy-preserving model development, verifiable compliance,
and adaptive control as shown in Fig 1

A. Cloud Execution Layer

The cloud execution layer forms the operational foundation
of PACC-Health. It provisions secure and scalable runtime

IJERTV 1415110277

| SSN: 2278-0181
Vol. 14 | ssue 11, November 2025

environments using container orchestration systems such as
Kubernetes, deployed across hospital data centers and public
cloud regions. This layer manages workload distribution, en-
crypted service-to-service communication, identity and access
control, and tenant isolation for participating healthcare insti-
tutions. Data ingress from electronic health records, imaging
systems, laboratory pipelines, and wearable devices is han-
dled through service mesh policies and encrypted channels
that enforce strict trust boundaries and prevent unauthorized
propagation of protected health information.

B. Al and Analytics Layer

Built on top of the cloud execution environment, the Al and
analytics layer enables distributed model training and inference
without centralizing raw clinical data. Federated learning or-
chestrates model updates across participating institutions using
secure aggregation to prevent reconstruction of patient-level
information. Differential privacy mechanisms protect training
gradients and inference outputs, limiting the risk of member-
ship inference and model inversion attacks. This layer supports
both batch and real-time inference workflows and integrates
cryptographic attestations to verify that models operate within
authorized clinical contexts.

C. Data Privacy and Compliance Layer

The privacy and compliance layer provides formal guar-
antees that clinical Al workloads satisfy regulatory and in-
stitutional requirements. Differential privacy, zero-knowledge
proofs, and access-control verification mechanisms ensure that
privacy policy constraints are applied consistently throughout
the model lifecycle. Zero-knowledge proofs enable auditors
to verify that data access policies, computation paths, and
privacy budgets conform to HIPAA and GDPR requirements
without revealing sensitive information. This layer enforces
privacy budgets, validates data minimization constraints, and
monitors cross-border data flows, ensuring that cloud-hosted
Al processes remain compliant under dynamic operational
conditions.

D. Governance and Observability Layer

The governance and observability layer provides contin-
uous oversight of Al and privacy operations. A reinforce-
ment learning—based controller processes telemetry, including
privacy-leakage signals, model uncertainty, policy violations,
and latency, and dynamically adjusts privacy budgets, access
policies, and federation settings. This enables an adaptive gov-
ernance loop that responds to evolving risks and regulatory re-
quirements. Dashboards give clinicians and compliance teams
visibility into model behavior, audit trails, and performance
metrics.

Together, these layers unify cloud infrastructure, distributed
Al, formal privacy guarantees, and continuous compliance
into a coherent architecture suitable for real-world healthcare
deployment.
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IV. THREAT MODEL

Clinical AI deployments operate in environments with di-
verse adversarial pressures, ranging from inadvertent policy
violations to targeted attacks against patient data or model
integrity. PACC-Health adopts a pragmatic threat model that
captures risks across federated clients, cloud infrastructures,
and inference-time interactions. This model guides the design
of the privacy, compliance, and governance mechanisms de-
scribed in earlier sections.

A. Adversarial Settings

We assume an honest-but-curious threat model for partici-
pating healthcare institutions, where hospitals follow the pre-
scribed training protocol but may attempt to infer information
about other institutions’ data distributions. Cloud adminis-
trators, infrastructure operators, and third-party vendors are
treated as partially trusted, requiring cryptographic guarantees
that prevent unauthorized reconstruction of patient-level data.
In more aggressive scenarios, we consider malicious actors
attempting to tamper with model updates, poison aggregation
rounds, or manipulate inference pathways to extract sensitive
information.

B. Attack Surfaces and Security Goals

PACC-Health operates across distributed clinical environ-
ments with several attack surfaces, including membership
inference, gradient inversion, update correlation, and model
poisoning during federated training, as well as inference-time
leakage through logits, timing channels, or repeated queries.
Multi-cloud execution adds risks such as cross-border data
movement, shared-hardware side channels, and configuration
errors in identity or network policies, while compliance and
auditing processes can expose PHI if incorrectly managed.
To mitigate these threats, PACC-Health enforces strict data
confidentiality, model-level protection against inference and
reconstruction attacks, resilience to tampering, and verifiable
compliance with HIPAA and GDPR, all while ensuring au-
ditability without revealing sensitive logs or system internals.

C. Threat-Driven Design Rationale

The architectural components of PACC-Health directly mit-
igate these threats: federated learning prevents raw data from
leaving institutional boundaries; differential privacy reduces
information leakage from shared models; secure aggregation
ensures individual updates cannot be reconstructed; zero-
knowledge proofs provide cryptographically sound compliance
guarantees without exposing PHI; and reinforcement learn-
ing—based governance detects shifts in privacy risk and dynam-
ically strengthens enforcement. Together, these mechanisms
create a layered, defense-in-depth security model resilient
to both unintentional exposures and sophisticated adversarial
behavior.
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V. FEDERATED AND PRIVACY-PRESERVING Al DESIGN

The layered architecture of PACC-Health relies on three
core privacy-preserving mechanisms: federated learning for
distributed training without data sharing, differential privacy
for quantifiable protection against inference attacks, and zero-
knowledge proofs for verifiable compliance. Together, these
components enable trustworthy clinical Al across heteroge-
neous institutions while preventing exposure of raw patient
data and ensuring adherence to regional regulations.

The following subsections outline the design principles and
mathematical foundations of these mechanisms and describe
how they integrate into the cloud execution, analytics, and
compliance layers to support secure collaboration, strong
privacy guarantees, and auditable system behavior.

A. Federated Learning Workflow

In PACC-Health, participating hospitals, diagnostic cen-
ters, and research institutions act as federated clients, each
maintaining local ownership of sensitive patient data. Model
updates are computed locally and transmitted using secure
aggregation protocols that prevent the central coordinator from
reconstructing client-specific information. The global model
update for round ¢ is computed as:

N

n;
Wi =Y ——w, (1)

n
i=1 total

where n; represents the local dataset size of institution 3.
This formulation ensures that larger institutions influence the
global model proportionally without exposing their underlying
data distributions. Secure aggregation further guarantees that
individual updates are only recoverable as part of an aggre-
gated result, mitigating reconstruction and linkage risks.

B. Differential Privacy for Clinical Inference

Although federated learning limits direct data exposure,
the resulting models remain vulnerable to inference attacks,
including membership inference and attribute reconstruction.
Differential privacy provides formal protection by injecting
calibrated noise into gradients during training and into output
logits during inference. The perturbed gradient is expressed
as:

g=9+N(0,0%, 2)

where the variance o2 determines the privacy—utility trade-
off. Noise budgets are tracked and enforced at the privacy and
compliance layer, ensuring that clinical inference workflows
remain within approved regulatory thresholds while maintain-
ing diagnostic utility.

C. Zero-Knowledge Compliance Verification

PACC-Health employs zero-knowledge proofs (ZKPs) to
provide cryptographic assurance of compliance without ex-
posing patient data or internal system configurations. Insti-
tutions generate ZKPs to verify that access-control decisions
follow HIPAA rules, differential privacy budgets meet required
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thresholds, and model invocation paths comply with GDPR
cross-border constraints. These proofs enable auditors to vali-
date privacy-preserving operations even in untrusted or multi-
cloud environments.

VI. REINFORCEMENT LEARNING—DRIVEN GOVERNANCE

PACC-Health augments its privacy-preserving mechanisms
with a reinforcement learning (RL)-driven controller that
adapts to dynamic clinical and regulatory conditions. Because
static configurations cannot accommodate shifting workloads,
threat levels, or compliance requirements, the governance layer
formulates privacy control as a Markov decision process in
which an RL agent continuously monitors telemetry privacy-
leakage indicators, model accuracy, policy violations, latency,
and cross-border data flow patterns and adjusts differential
privacy noise levels, access-control rules, and federation par-
ticipation settings in real time. This enables responsive, risk-
aware governance that maintains privacy and utility across het-
erogeneous and evolving healthcare environments. The reward
function balances model accuracy, privacy leakage, and system
overhead:

R=aA—-pBP —~L, 3)

where A captures predictive performance, P measures privacy
risk, and L represents latency or computational cost.

VII. PROTOTYPE IMPLEMENTATION AND EXPERIMENTAL
SETUP

To validate the feasibility and performance of PACC-Health
in realistic clinical environments, we implemented a full pro-
totype spanning federated learning, differential privacy, zero-
knowledge compliance verification, and adaptive governance.
The system is deployed across a hybrid multi-cloud setup
consisting of one on-premise hospital Kubernetes cluster and
two public cloud regions (AWS EKS and Google GKE),
simulating a geographically distributed healthcare network.

A. System Infrastructure

The PACC-Health prototype is deployed on a hybrid multi-
cloud Kubernetes environment, with hospital and cloud clus-
ters federated using KubeFed and protected by Istio for
mutual TLS, identity-aware routing, and service-to-service
authorization. Clinical data streams, including EHR records,
imaging metadata, and laboratory results, enter through FHIR-
compliant ingestion adapters secured by service mesh poli-
cies. Federated learning is implemented using TensorFlow
Federated, with each institution training local models whose
updates are encrypted and aggregated via secure multi-party
computation, while differential privacy is applied through
Opacus and TensorFlow Privacy under compliance-managed
noise budgets. Zero-knowledge proofs (zk-SNARKS) certify
adherence to DP thresholds, access-control policies, and cross-
border processing constraints, with verification executed in
an isolated namespace. Governance is handled by a PPO-
based reinforcement-learning agent that consumes telemetry
from Prometheus and OpenTelemetry, including leakage met-
rics, accuracy, latency, and policy violations, and dynamically
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adjusts privacy budgets, federation parameters, and access-
control rules, which are enforced through OPA/Gatekeeper
admission controllers.

B. Experimental Configuration

Using this prototype environment, we evaluate PACC-
Health on three representative clinical machine learning tasks:
chest X-ray classification (CheXpert), ECG arrhythmia de-
tection, and laboratory value prediction from structured EHR
data, capturing the range of modalities common in clinical Al
The evaluation assesses the effectiveness of federated learning,
differential privacy, zero-knowledge proofs, and RL-based
governance across distributed institutions, measuring diag-
nostic utility, membership-inference resistance, privacy-budget
consumption, ZKP overhead, and RL controller convergence.
This integrated setup enables a comprehensive assessment of
both algorithmic performance and the operational feasibility
of deploying privacy-preserving healthcare Al in real-world
multi-cloud environments.

C. Model Utility Under Privacy Constraints

Table I summarizes the performance of the global federated
model under different privacy budgets. As expected, higher
privacy guarantees introduce modest accuracy degradation, but
models remain clinically viable.

TABLE I
MODEL PERFORMANCE UNDER DIFFERENTIAL PRIVACY
Task NoDP =4 =2
X-ray AUROC 0.92 0.90 0.87
ECG Fl-score 0.84 0.82 0.79
Lab Value MAE 0.41 0.44 0.48

D. Privacy Leakage Resistance

Membership inference attacks are executed following es-
tablished shadow-model methodologies. PACC-Health signifi-
cantly reduces attack success rates due to the combined effects
of secure aggregation and differential privacy. With ¢ = 2,
membership inference success decreased from 39% (baseline
cloud model) to 7.5%.

E. Zero-Knowledge Proof Overhead

ZKP generation introduces a modest but manageable com-
putational overhead. Average proof generation time across
institutions is 142 ms per inference batch, while verification
time at the compliance layer is below 20 ms. These overheads
are acceptable for asynchronous auditing workflows.

F. RL-Based Governance Effectiveness

The RL controller converges within approximately 800
training iterations and stabilizes privacy budgets within a clini-
cally acceptable utility band. After convergence, the controller
reduces policy violations by 81% and lowers privacy leakage
risk by 64% compared to static configurations.

(Thiswork islicensed under a Creative Commons Attribution 4.0 International License.)
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G. Latency and Scalability

End-to-end inference latency increases from 102 ms (no
privacy controls) to 134 ms with DP and ZKP enabled. Fed-
erated training scales linearly with the number of institutions,
and secure aggregation overhead remains below 12% of total
training time up to 20 institutions.

VIII. DISCUSSION

The experimental evaluation demonstrates that the proposed
architecture successfully balances distributed model utility
with strong privacy and compliance guarantees. Federated
learning, combined with differential privacy and secure aggre-
gation, significantly reduces the risk of data exposure while
enabling effective cross-institution collaboration. The results
show that model accuracy remains within acceptable perfor-
mance bounds even under tighter privacy budgets, confirming
the feasibility of applying formal privacy mechanisms at scale.

Zero-knowledge proofs further extend trustworthiness by
providing cryptographically verifiable evidence of policy ad-
herence without revealing sensitive system details or opera-
tional logs. Although proof generation introduces measurable
overhead, the cost remains manageable for batch and near real
time workflows and does not hinder scalability in multi cloud
deployments.

The reinforcement learning—driven governance mechanism
provides adaptivity beyond static configurations. By continu-
ously analyzing telemetry signals such as privacy leakage indi-
cators, model uncertainty, and policy violations, the controller
dynamically adjusts privacy budgets and enforcement rules.
This adaptivity reduces compliance violations and improves
robustness to shifting workloads and evolving operational
conditions.

Despite these benefits, several considerations remain for
large scale adoption. Zero-knowledge proof generation, while
practical in the prototype environment, may require hardware
acceleration or lighter proof systems for extreme low latency
applications. Federated learning could also benefit from ad-
ditional defenses against adversarial manipulation, including
poisoning attacks and inconsistent client behavior. Scalability
across thousands of institutions introduces further challenges
in orchestration, communication efficiency, and distributed
governance.

Overall, the results illustrate that a unified architecture inte-
grating privacy, compliance, and adaptive control can support
trustworthy distributed machine learning at scale. The system’s
layered design and modular mechanisms make it adaptable
to diverse environments while maintaining strong guarantees
around privacy, verifiability, and operational resilience.

IX. FUTURE WORK

Several opportunities exist to strengthen PACC-Health fur-
ther. Hardware-backed trusted execution environments such
as Intel SGX and AWS Nitro Enclaves could reduce zero-
knowledge proof overhead and reinforce secure aggregation.
Emerging foundation models for imaging and multimodal
diagnostics present new challenges for scalable, differentially
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private federated fine-tuning. The RL governance framework
could be extended to a multi-agent paradigm in which institu-
tions autonomously negotiate privacy budgets and compliance
constraints,

X. CONCLUSION

This work presented a cloud-native architecture that en-
ables privacy-preserving and compliant distributed machine
learning across heterogeneous and multi cloud environments.
By integrating federated learning, differential privacy, zero-
knowledge compliance proofs, and an adaptive governance
mechanism driven by reinforcement learning, the framework
provides strong protection against data leakage and inference
attacks while supporting verifiable policy enforcement. The
prototype evaluation demonstrated that the system maintains
high model utility, reduces membership-inference risk, and
enforces formal privacy guarantees with manageable compu-
tational overhead. The adaptive controller further improves re-
liability by responding to evolving operational conditions and
dynamically adjusting privacy and access-control parameters.

Overall, the architecture offers a practical and scalable foun-
dation for deploying trustworthy distributed machine learn-
ing systems that operate across organizational and cloud
boundaries without compromising privacy or compliance. Its
modular design, defense-in-depth protections, and operational
adaptability position it as a strong candidate for real world
large scale deployments, especially in environments where
sensitive data cannot be centralized and strict regulatory con-
straints must be met.
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