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Abstract—With the widespread use of social media platforms, it is 

imperative to provide security for the information being 

transmitted. Normally confidential data are protected by 

Standard encryption and decryption methods. As these 

techniques often include extensive arithmetic and logical 

operations, performance reduction is inevitable. Additionally, 

their reliance on private keys of fixed lengths and fixed data-

block sizes introduces vulnerabilities and security is potentially 

compromised. In this paper, a novel cryptography method for 

digital image is proposed, where a color image is used as image 

key to create a matrix private key (MPK) which is highly 

resistant to hacking. This method utilizes a preliminary state to 

configure essential parameters and secret information for 

generating the MPK. The variable data-block size and the 

selected rounds defines the complexity of the MPK, enhancing 

adaptability and security. The evaluation of the effectiveness of 

the proposed method is based on parameters such as Mean 

Square Error (MSE), Peak Signal to Noise Ratio (PSNR), 

Correlation Coefficient (CC), and throughput. The comparative 

analysis of the proposed method is done with other established 

methods of cryptography, such as Data Encryption Standard 

(DES), Blow Fish (BF), Triple-DES (3DES), Advanced 

Encryption Standard (AES). The method also maintains 

robustness while expediting the encryption–decryption process, 

making it an ideal for practical applications.  
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I. INTRODUCTION

Digital color images, are one of the most important kinds of 

data being used by individuals and organizations. These color 

images play a crucial role in various applications including 

security and medical sectors where image protection is very 

important owing to the fact that the image is of private or 

personal nature. Thus, providing security will prevent 

unauthorized use of the digital image by intruders, data 

breachers, hackers. A digital color image which is in the form 

of a three-dimensional matrix as in Fig 1 contains a substantial 

amount of information, every one of the three primary colors: 

red, green and blue is denoted by a separate two-dimensional 

matrix.  

Fig.1. Image Color Matrixes 

The key technique normally used to secure digital photos is 

cryptography, which utilizes a private key and arithmetic and 

logical operations are performed on the data through this 

private key to get an encrypted data. At the destination 

decryption is performed using the same key to get back the 

data. 

In this paper, symmetric cryptography is used, where image 

key is used to create a matrix private key (MPK) as shown in 

Fig 2 and data is encrypted by performing arithmetic and 

logical operations using this key and then the data is 

decrypted.  

 Fig.2 Cryptography process 

According to the studies the encryption–decryption process 

must be. Easy and Simple to implement, optimizes for the best 

quality parameters during encryption and decryption, 

maximizes throughput (processed bytes per second) to 

minimize encryption-decryption time, and offers strong 

security against hacking of messages. The method chosen in 

this paper will achieve the following 

• Modification of the digital image in such a way that it

becomes blurred. the strength of encryption can be

evaluated based on computed quality parameter, for
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effective encryption the mean square error (MSE) value 

should be very large, while the peak signal-to-noise ratio 

(PSNR), should be very low. 

• Very high encryption efficiency to minimize the

encryption time along with decryption time, thereby

improving the throughput by processing more bits per

second.

• Flexibility and scalability, the ability of users to change

the private key length, data block size or the number of

encryption/decompression iterations.

• Simple and easy to apply due to the use of logical and

arithmetic operations.

• Versatility of use, to support a range of information types,

such as text messages, text files, and digital images

The paper aims to enhance the classical techniques 

performance by reducing the complex operations, reducing the 

time taken to produce private keys, and enhancing the security 

level of the encryption process. 

II. LITERATURE WORK

Encryption algorithms transform data into ciphertext, ensuring 

its confidentiality. These algorithms utilize encryption keys to 

alter the information in a specific, reversible manner, allowing 

it to be decrypted back into original text using the 

corresponding decryption key. Related works highlights a 

variety of encryption algorithms [1][2][3], each tailored to 

meet distinct requirements. Additionally, as older algorithms 

become vulnerable, new encryption techniques are developed 

to maintain data security.  

To enhance efficiency without compromising data protection, 

it has been proposed to reduce the number of rounds in 

encryption algorithms [4], while still maintaining robust 

security. For instance, an innovative method to improve QR 

code security by integrating cryptography and visual 

cryptography techniques has been explored [5][6][7]. This 

multi-layered approach significantly strengthens the resilience 

of QR codes against various types of attacks, providing 

enhanced data protection. 

Many techniques are being used to encrypt-decrypt private 

data, and standard methods are used as a basis [8][9][10], Data 

encryption standard (DES), advance encryption standard 

(AES), triples DES (3DES), and blowfish method (BF) are 

some of these. These methods have been extensively studied 

and implemented due to their reliability and adaptability in 

various applications. 

III. RELATED WORK

In this research paper, the proposed method consists mainly 

of performing two operations MPK generation and Image 

encryption. The images used in this work is shown in Fig 3 

Fig. 3. Set of source images 

A. MPK Generation

color image serves as an image_key to produce a matrix 

private key (MPK) [11]. The parameters required are set as 

initial values, and secret image is chosen which is required to 

create the private key. The variable block size of the data, and 

the strength of the MPK is solely dependent on how many 

rounds is chosen  

The generation of the Matrix Private Key (MPK) involves 

using specific information to construct a 2D matrix, where the 

rows represent rotation count and columns represent the block 

size. The parameters required includes 

• selecting the color channel (1 for red, 2 for green, 3 for

blue)

• determining the type of operation (1 for extraction, 2 for

resizing the image)

• choosing the number of rounds (nr)

• specifying the block size (bs).

Additionally, the row and column from which the MPK to be 

extracted are defined, with the matrix size being equal to bs * 

nr. Finally, the MPK is saved for further use. For the Image 

_key the MPKs generated for different parameters are shown 

in Fig 4 

Initialization includes generating a 2D MPK based on the 

image_key, operation_type, color_channel, num_rounds, and 

block_size. 

Fig. 4. MPKs for different parameters 

size and values of the MPK are altered by changing the 

block length, substituting the image_key by a different 

image will modify the values of the MPK elements, as 

illustrated in the Fig 5 and Fig 6 
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B. Image Encryption

It is performed using the MPKs through a shifting operation. 

shifting value for the image blocks is decided by the element 

in the MPK, while the number of positions to be shifted is 

decided by the input image’s pixel value. The image is then 

encrypted based on these shifting values, resulting in the 

encrypted image. 

Fig. 5. Image key with corresponding MPK 

Fig. 6. Image key with corresponding MPK 

The operation process for one image _key and one secret 

image is denoted in Fig 7. The proposed algorithm for 

encryption phase is as follows 

Input: Secret Image, Image_key 

Output: encrypted Image 

1. Extract the image_key to generate MPK

2. Divide the secret image into N blocks

3. Resize the image so that MPK is the same size as

message block

Fig.7.  Operation Process
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For all message block and MPKS, XOR and shifting 

operation is performed. each element’s value will be used 

as a rotation parameter of the block. additionally, it will 

determine the number of left rotations required for the 

corresponding message block. Multiple messages and 

keys are utilized in the approach proposed. The encrypted 

images for different parameters are shown in Fig 8. 

Consider the block of image to be encrypted be 

MPK generated from the image_key is 

Each pixel of the image undergoes multiple rounds of 

XOR operations with the MPK. The result is an encrypted 

image. 

It is observed that as the rotation count and block size 

increase, the quality of the encrypted image improves. 

The block size can vary between 1 to 60. In our tests, due 

to the MATLAB specification there is a limitation on the 

block size of an image. The encryption time for the 

images that are large is satisfactory ensuring the methods 

efficiency. Therefore, selecting an image with any size is 

feasible while preserving a increased value of throughput.  

The recovered image after decryption is depicted in Fig 9 

It is similar to encryption, here the encrypted pixel value 

Is Xored with the MPK. The MPKs, which are essential 

for decryption, are securely transmitted to the receiver  

along with the encrypted image. To ensure security, a 

randomly generated secret PIN is used as an additional 

layer of protection. During the Encryption Process: 

• The image is encrypted using the encryption

algorithm, which utilizes a combination of keys, include

the MPKs

• A random PIN is generated for securing the Decryption

process

• The MPKs are transmitted securely, but they are

protected by this randomly generated secret PIN

Fig. 8. Encrypted images for different block sizes 

Fig. 9. Decryption process 
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While transmitting to the receiver: 

• The encrypted image is sent to the receiver.

• In addition to the encrypted image, the secret PIN is also

shared via a secure channel (e.g., SMS, email etc.,) as

shown in Fig 10

During decryption 

• The receiver receives the encrypted image and
the secret PIN.

• The receiver enters the PIN into the decryption

application

Key Retrieval and Decryption: 

• Upon entering the correct PIN, the decryption

application uses it to unlock the MPKs.

• The unlocked MPKs are then applied to decrypt the

image, restoring it to its original form as in Fig 11

Fig. 10. Transmission with secret pin 

Fig. 11. Reception with secret pin 
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IV. EXPERIMENTAL RESULTS

The method proposed is realized using MATLAB on a Core i5 

2.5 GHz processor with 8 GB of RAM. The increase in 

security level is based on two parameters. (1) secrecy about 

the image_key (2) the generated MPK relies on block size, 

number of rounds and color channel chosen. for the block size 

of 60 the number of combinations to break the key is (28)60 = 

2480 this gives a good security. The implementation of the 

method was done by using sequence of images wherby 

experimental results were compared with conventional 

techniques as in Table1 to demonstrate an improvement in 

efficiency, which was achieved by decreasing the encoding 

time and decoding time without retaining the quality 

parameter values such as MSE and PSNR. A novel approach 

for color image cryptography was developed, tested, and 

successfully executed. Achieved results confirmed that 

proposed method fulfills the image quality requirement by 

achieving good and acceptable values of MSE and PSNR 

during the encryption and decryption process. The proposed 

method imposes no constraints on the chosen image key, 

letting it to be of any type, size, or format as in Fig 12. While 

increasing the image size may result in longer encryption 

times, the method remains efficient even for large images. 

The message is divided into blocks, with block sizes varying 

from 1 to 60 bytes. Each block size has been tested in our 

experiments, and all the results were found to be satisfactory. 

Figure 13 depicts graphs showing different parameters values 

compared with different image keys 

The proposed method achieves excellent quality parameters 

values, i.e., MSE, PSNR, and CC. Additionally, it ensures 

high and acceptable throughput improving overall 

performance. The obtained results of PSNR, MSE and CC 

listed in the Table 1 Table 2 shows the computational analysis 

encrypted and decrypted images. The Average estimated time 

is 0.0060 seconds, while the average throughput is 5833.3 byte 

per second.  

Fig. 13. graphical analysis 

Fig.12. Encryption for different secret image with 

different keys 

Table 1. Evaluation parameters 
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Table 2.  Computational analysis 

  The comparative analysis with standard methods is tabulated in table 3 

Table 3.  Comparative Analysis 

V CONCLUSION 

This paper introduces an innovative method for 

cryptography of secret Images. The proposed approach 

establishes a high level of security, providing robust 

protection and making it extremely challenging to hack the 

encrypted messages. The technique utilizes a secret 

image_key to create MPK required for extracting the secret 

pin. A key feature of this method is its flexible key, which 

dynamically adapts based on the data block size and the 

chosen image key. 

The image key should remain confidential, known only to 

the sender and receiver. Additionally, it may be traded at 

any given time with other image without requiring 

modifications to the encryption method. 

The proposed method places no restrictions on the choice of 

the image key, meaning any image can be chosen, 

regardless of type or size, thereby enhancing its versatility 

and practical applicability The experiment results of the 

proposed method have shown that quality parameters have 

excellent values (MSE, PSNR, and CC, which meets the 

requirements of robust cryptography. The experimental 

results demonstrate that the method proposed shows notable 

rise in speed as well as efficiency. 
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