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Abstract— Phishing is an attempt by an individual or a group to
steal confidential information such as passwords, credit card
information. from unsuspecting victims for identity theft,
financial gain and other fraudulent activities. Nowadays,
phishing attacks are increasing at an alarming rate for e-
commerce websites. We aim to provide a novel anti-phishing
approach which relies on visual cryptography. According to this
novel approach, a user generates two shares of an image using
(2, 2) visual cryptography scheme. The client stores the first
share of this image and the second share is uploaded at the time
of user registration. After this, the proposed system asks for
some other information like second share of the image,
username, and password. During each login phase, the user,
along with identifying as a legitimate user, can verify the
legitimacy of a website by getting secret information with the
help of stacking both shares. There are many existing
approaches based on cryptography but they all suffer from
“False Positive” notification. However, proposed approach does
not suffer from False Positive (FP) notification and outperforms
all existing approaches. Graphical password scheme is an
authentication system that works by having the user select
images from a set of images, that is presented in a graphical user
interface. During registration, the user selects three images from
the displayed set of images in a grid view. If the user selects the
same images during login process, they can proceed for the pair
based session password. If the user fails to select the correct
images chosen by him during the registration process the user
will be barred and will have to login again with correct images.
This approach helps to enhance security.

Keywords— Phishing; Image Captcha; Sharing; Security;
Visual Cryptography.

. INTRODUCTION
Online transactions, nowadays have become very common
and with the advent of digital payments, many threats and
attacks have also become commonplace. Among various
attacks, phishing is identified as a huge threat to security and

new innovative ideas are arising to dupe users. So preventive
mechanisms should be very effective. Thus the security in
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these cases is very high and should not be easily tractable
with implementation ease.
Today, most applications are only as secure as their
underlying system. Since the design and technology of
middleware has improved steadily, the detection of phished
content is an everyday problem. As a result, it is nearly
impossible to be sure whether a computer that is connected to
the internet can be considered trustworthy and secure or not.
Phishing scams are also becoming a trouble for online
banking and e-commerce users. The question is how to
handle applications that require a high level of security.
Phishing is an attempt by an individual or a group to
thieve confidential information such as passwords, credit card
information, etc. from unsuspecting victims for identity theft,
financial gain and other fraudulent activities. In this paper we
have proposed a new framework known as "A Novel Anti
phishing framework based on visual cryptography" to solve
the problem of phishing. Here an image based authentication
scheme and Visual Cryptography (VC) is used. The use of
visual cryptography is explored to preserve the privacy of
image captcha by decomposing the original image captcha
into two shares that are stored in separate database servers
such that the original image captcha can be revealed only
when both are simultaneously available; and the other phase
is during the registration, when the users have to select any
random images which will be useful for authentication of
user when he tries to login later. The individual sheet images
do not reveal the identity of the original image captcha.

Il. VARIOUS METHODS

A. A Novel Anti-phishing framework on cloud based Visual
Cryptography =

This work by Nagesh Soradge , and K. S.Thakare, carried

out in June 2014, presents a novel method which can be used

as a secure path in opposition to phishing which is named as

"A novel technique against phishing using visual

cryptography”. In this approach the concerned website
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crosschecks its own identity and manifests that it is a
legitimate website (to use bank transaction, E-commerce and
online booking systems etc.) in front of the end users and
ensures that both the sides of the system safe and
authenticated. In this technique, the notions of image
processing and visual cryptography are used. Image
processing is a method of feeding in an image and getting the
output as either a better form of the original image and/or an
image with characteristics of the original image. Visual
Cryptography (VC) is a technique of dividing an image into
shares, with a requisite such that arranging a sufficient
number of shares discloses the secret image.

The proposed method can be divided into two phases, In
the registration phase, along with the personal information a
password and an image of users’ choice is taken from the
user. The image obtained from the user is bifurcated into
shares. One of the shares is kept on the user’s cloud account
which is created by server for each particular user. The share
which is to be stored on the server is again bifurcated into
four shares and stored over the server cloud along with a
replica for increasing the availability and security.

In the Login Phase, when a concerned user wants to
access his account, the user is asked to enter his username
and password. After receiving the strings of username and
password, the corresponding share which is stored onto the
server cloud is retrieved based on the replica. Eventually the
correlated shares are retrieved onto the server from the users
cloud account and server cloud. From these two shares, the
original users’ choice of picture which he had uploaded at the
time of registration is formed. Server generates a CAPTCHA
image and displays on the login page along with the formed
image.

B. Two level Authentication System Based on Pair Based

Authentication and Image Selection

This work by Madhuri Achmani, Radhika Dehaley, Anuja
Gaonkar, Anindita Khade was carried out in April 2016.It uses
Image Selection Authentication Scheme to ensure the two-way
authentication scheme. Graphical password scheme is an
authentication system that works by making the user select
images from a pre-ordained set of images, presented in a
graphical user interface. This is a technique that has been
evolving in recent years as a safer way of authentication. During
registration, the user selects three images from the displayed set
of images in the form of a 3*3 grid view. These selected images
are recorded and memorized in the particular order of selection
and the user is supposed to remember the images he/she selected
during the registration process. During login process, the user
has to select the same images selected by him during
registration. If the user selects the correct images the user will be
provided access for the pair based session password. If the user
fails to select the correct images chosen by him during the
registration process the user will not be authenticated and will
have to login again with correct image selection process to
proceed for pair based pair password entry. The system was
tested for various users and has been verified for the
authentication schemes. It has been observed that though the
proposed system provides a better security, the time required
for the login process is a tad bit more than a normal login
procedure. But for a safer security mechanism, this indeed is
a small compromise.

I1l.  PROPOSED SYSTEM

The proposed system is a combination of two authentication
schemes, namely graphical password and a CAPTCHA. The
system allows the user to select an image password and create
a secure password of their own. The user can choose any
point on the image as the authentication portal. The user must
have to remember the image that he chooses as the password
during the login stage. A random number session key
(CAPTCHA) is generated by the system and user has to store
it for further reference during the login. The CAPTCHA
consists of
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Fig.1 The Proposed System

numerous random characters which are required during the
login stage. The proposed system architecture is depicted in
the above figure.

The proposed system consists of three modules:

. User Registration module
. Image Selection and CAPTCHA module
. Login module

The proposed authentication system works as follows:

A. Registeration Phase

User registration phase includes registering the new users in
to the system. For registering to the system users have to
click on the “new user registration” button. It will display a
registration form. For registration the users have to first enter
their username and the other relevant data that is asked for in
the registration form. The username must be unique to the
system. The system will check whether the username already
exists in the database or not. The first-time user will also
have to set a password which is alphanumeric in nature and
should be strong enough. The details of the user obtained
from the registration form are stored in the database. After
filling the registration form successfully, the user enters the
“image selection” module.

B. Image Selection Phase

In the image selection phase, the user creates a graphical
password by first selecting the click a point on the image
(CUED CLICK POINTS). The user then chooses one more
point on the image. When the user clicks on the “Next”
button, a CAPTCHA will be generated which the user has to
enter to validate his authenticity. This whole process is to be
remembered for future reference. Finally, the user clicks on
the “Finish” button to complete the registration phase.
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C. Login Phase

For authentication (Login) the user first enters his unique
user id (username) and his alphanumeric password. Then they
click on the “Next” button. In this stage there are multiple
images shown to the user and they will have to select the
same image that they had clicked on during registration. Now
the user will have to select the click point on one the image
he had selected for security. Similarly, when they click on
“Next” button the CAPTCHA key has to be entered in the
box as the final step of authentication. If the clicks in each
level and the CAPTCHA key are correct, only then user can
successfully logon to the system. Otherwise if there is any
inappropriate entry in any of the click point, the system will
display an error message to the user.

D. Advantages of Proposed System

e For phishing detection and prevention, we are
proposing a new methodology to detect the phishing
website. Both users and websites can be identified as
secure before proceeding further. Our methodology is
based on the Image Captcha validation scheme using
visual cryptography. It stops password and other
confidential information from being leaked to the
phishing websites.

e The proposed system is a combination of (n,n) image
selection authentication scheme and (2,2) shared
captcha authentication. Thus, it ensures multi-level
authentication.

IV. CONCLUSION

Thus we propose to develop a two-way encryption based on
(n,n) image selection authentication scheme and (2,2) shared
CAPTCHA authentication for phishing detection and
prevention, to detect the phishing websites as well as
illegitimate users. It prevents password and other confidential
information from the phishing websites. Important issues
such as Security, and authentication will be addressed and
resolved.
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