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Abstract— Associating an identity with an
individual is called personal identification. A
wide variety of systems requires reliable
personal recognition schemes to either confirm
or determine the identity of an individual. The
problem of resolving the identity of a person can
be categorized into two fundamentally distinct
types of problems with different inherent
complexities: (i) Verification (authentication)
and (ii) Recognition (identification). The purpose
of such schemes is to ensure that the rendered
services are accessed only by a legitimate user
and no one else. In the absence of robust
personal recognition schemes, these systems are
exposed to the tricks of a fraud. Biometric
recognition or, simply, biometrics refers to the
automatic recognition of individuals based on
their physiological and/or behavioral
characteristics. With the increasing reliance on
electronic information, which needs to be
exchanged across the internet or stored on open
networks, cryptography is becoming an
increasingly important feature of computer
security. A biometric key dependent cryptosystem
is proposed, to ensure the security of the whole
system by using fingerprint features as a key in a
cryptosystem. In this paper, combine the features
of the fingerprint and cryptography for related
privacy concerns. Key generate from fingerprint
is combine with the system’s cryptographic key.

Index Terms—Biometrics, Fingerprint, Minutiae
points, Cryptography, Key generation.

1. INTRODUCTION

Fingerprint identification is one of the most
important biometric technologies. A fingerprint
is the pattern of ridges and valleys on the surface
of a fingertip. Each individual has unique
fingerprints. The uniqueness of a fingerprint is
exclusively determined by the local ridge
characteristics and their relationships.
Fingerprint Acquisition

The first challenge facing a finger scan system is
to acquire a high quality image of the fingerprint.
Image quality is measured by dots per inch

(DPI)- more DPI means a high resolution image.
The lowest DPI generally found is the 300 to 350
DPI range.

Fingerprint Representation

There is seven patterns of papillary ridge i.e.
Loop, Arch, Whorl, Tented Arch, Double Loop,
Central Pocked Loop and Accidental. From
seven patterns of papillary ridge there are three
patterns which most

Arch LOOP WHORL
PATTERN

A few example of papillary ridge pattern
common like depicted below:
Fig(1) ridge pattern examples
B The human population has fingerprints
in the following percentages:
e Loop-65%
e Whorl -- 30%

e Arch --5%

Double Loop

Fig(2) Some Fingerprint Patterns
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used to locate objects and boundaries like lines,
Fingerprint Basics (minutiae) curves in images. In a fingerprint image there are
foreground regions and the background regions

4 : Y _’.\. .The foreground regions show the ridges and
— — valleys while the background regions are to be

left out. The foreground regions have a high
BifiiFction  biadss Disiitile dBt variance value while the background regions

Bifurcation have low values. Segmentation separates the
foreground regions from the background image
for reliable extraction of minutiae.

The image is divided into blocks. For each block
the gray scale variance is calculated. If the value
is lower than the global threshold it is assigned
to the background else it is assigned to the
foreground.

Let V(k) be the variance for a block of size

— -_ , \ WxW. Then
§ — \E ..>/-" Vi =1/W* B Tt (1) -Mik)

Ridge crossing Ridee ending trifurcation  Opposed Where I("_J ) is the grey scale value at pixel(i.j)
ettt Bifurcation and M(K) is the mean gray value.

/ridge ending) The variance threshold separates the foreground
i " regions from the background regions. The
foreground regions that are segmented are the

areas having the ridge structures. The remaining

regions are untouched. However the threshold

must be given properly. If the threshold value is

too large, foreground regions may be incorrectly

assigned as background regions. Conversely, if

S——

Opposed Island Hook (spur) Lake
Bifurcation (short ridge) (enclosure)

Q)

D
()

Fig(3) Different minutiae

Feature Detection for Matching

crossover the threshold value is too small, background
regions may be assigned as part of the fingerprint
core foreground area. A variance threshold of around
) ) 100 has been found to give optimal results in
bifurcation terms of differentiating the foreground and
; 5 background regions.
ridge ending
. 2.2 Normalization
island It is the next step in the enhancement algorithm.
it Normali_zation_ is_ done_so that the gray level
values lies within a given set of values. The
pore fingerprint image is normalized to have a
predefined mean and variance. This is required
as the image usually has distorted levels of gray
Fig(4) Finger — scan minutiae values among the ridges and the valleys.
Normalization allows to standardize the distorted
2. Methodology of image enhancement levels of variation in the gray scale values.
e  Segmentation Normalization involves pixel-wise operations
e Normalization and does not change the ridge and valley
e Orientation estimation structures. _
e Ridge frequency estimation Normalization is a linear process. Suppose the
e Gabor filtering [12] intensity range of the image is 50 to 180 and the
desired range is 0 to 255 the process entails
2.1 Segmentation subtracting 50 from each of pix_el i_ntensij[y,
Image segmentation is the first step in the in the making the range 0 to 130. Each pixel intensity

enhancement algorithm. Image segmentation is
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is multiplied by 255/130, making the range 0 to
255.
The normalized image is given by

N{i,j) = Mo + Woll(i,j) - M)V fI(j) > M
My - Woll(ij) - MP/V  otherwise

Where for a pixel I(i,j) the estimated mean and
variances are M and V respectively. M0 and VO
denote the desired mean and variance values.
Histogram  equalization, as normalization
method, is a process to enhance the contrast of
images by transforming its intensity values.
Usually a fingerprint image has different gray
values for every pixel. It is desirable to have the
gray value around a mean value. This is achieved
by histogram equalization. It increases the local
contrast of images. Thus the intensities can be
distributed on the histogram. This allows for
areas of lower local contrast to gain a higher
contrast without affecting the global contrast.
Histogram equalization accomplishes this by
effectively spreading out the intensity values.
The histogram of the original image illustrates
that all the intensity values lie on the right hand
side of the 0-255 scale, with no pixels in the left
hand side. The histogram of the normalised
image shows that the range of intensity values
has been adjusted such that there is a more
balanced distribution between the dark andlight
pixels. Normalising the image improves the
contrast between the ridges and valleys. It does
not alter the shape of the original histogram plot.
The relative position of the values along the x
axis is shifted.

2.3 Ridge Orientation estimation

The next step is calculation of orientation image.
Orientation calculation is critical for fingerprint
image enhancement and restoration in both
frequency and spatial domain. The orientation
image represents the local orientation of the
ridges and is a matrix of direction vectors. It is
important as Gabor filtering depends on the
proper orientation.

Most of the fingerprint classification and
identification processes calculate the local ridge
orientation of the fixed-size block instead of each
pixel. The simplest and most natural approach
for extracting local ridge orientation is based on
computation of gradients in the fingerprint
image. The gradient based approach is used to
find the gradient. The gradient is perpendicular
to the orientation vector.
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Suppose the image is divided in square blocks of
15x15. In each block, frequencies F[i], i = 0...7
for eight directions are calculated. The average
frequency is computed. Then the difference
between the frequency for each direction and
average frequency is calculated. For very pixel
the gradient is calculated and standard deviation
for the eight directions is calculated. If standard
deviation is larger than a threshold, then the
direction with the maximum frequency is
regarded as the dominant direction. Otherwise,
weighted average direction is computed as the
dominant direction. The orientation vector for
each block can be found out.

For this a block of WxW is chosen. The gradient
in the horizontal and vertical directions are found
and given by 0x(i,j) and 0y(i,j).

The local orientation is given by

Vi (1,]) = D W/2 2 W2 g W22 W2 26x(D;Q)5y{P;q}

5 W2

Vy(i,]) = p=iwpa 2 iz W2 0"y(p,a)(n,al

®(ij)=0.5 tan'l(VB,Nx)
M(i,j) is the orientation estimation.

The ridges are oriented in a local direction for
proper Gabor Filtering. It can produce accurate
orientation estimates in the presence of minimal
amounts of noise, but its perform deteriorates
under high levels of noise.

2.4 Ridge frequency estimation

Local ridge frequency is another important
parameter used in the construction of the Gabor
filter. The local ridge frequency fxy at point [Xx,
y] is the number of ridges per unit length along a
hypothetical segment centered at [X, y] and
orthogonal to the local ridge orientation 6xy. A
frequency image F, analogous to the orientation
image D, can be defined if the frequency is
estimated at discrete positions and arranged into
a matrix.

The first step in the frequency estimation stage is
to divide the image into blocks of size WxW.
The next step is to project the gray-level values
of all the pixels located inside each block along a
direction orthogonal to the local ridge
orientation. It forms an almost sinusoidal-shape
wave with the local minimum points
corresponding to the ridges in the fingerprint.
The ridge spacing is calculated by counting the
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number of pixels between consecutive minima
points in the projected waveform.
Let R(i,j) be the ridge spacing. For a block of
size WxW, it is calculated by counting number
of pixels between minutiae points. Then the
ridge frequency F(i,j) is given by

F(i.5) = 1/R(ij)

The ridge frequency values are presented in
terms of ridge wavelength. The presence of noise
leads to the creation of false local minima, which
mask out the location of the true minimum
points. These false minima can then lead to an
inaccurate estimation of the ridge wavelength.
Thus the noise needs to be filtered out for proper
ridge frequency estimation. The image can now
be applied to a Gabor filter. All fingerprints do
not exhibit the same average ridge wavelength .
Different ridge wavelength values may result
from different fingerprints.

2.5 Gabor Filtering

Gabor filter is a linear filter used for edge
detection. A Gabor filter is a linear filter whose
impulse response is defined by a harmonic
function multiplied by a Gaussian function
.Gabor filter can be viewed as a sinusoidal plane
of particular frequency and orientation,
modulated by a Gaussian envelope.

The Gabor filter is represented by

Glx,y, 0, f) = exp {0.5 X'a/@’, + V'e/G', ]} cos(2rihig)

Xg= X cosB+y sinB
yg=-X5inB+ ysinf

where 0 is the orientation of the Gabor filter, f is
the frequency of the wave, 6x and Oy are the
standard deviations of the Gaussian function and
x0 , y0 denote the x and y axes of the filter
respectively.

Gabor filters have frequency-selective and
orientation-selective properties which allow the
filter to be tuned to give maximal response to
ridges at a specific orientation and frequency in
the fingerprint image. Once the ridge orientation
and ridge frequency information has been
determined, these parameters are used to
construct the even-symmetric Gabor filter.

The Gabor filter is applied to the fingerprint
image by convoluting the filter and image. For a
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pixel (i,j), the orientation value and ridge
frequency value are required.

In fingerprint enhancement, Gabor filter can be
tuned to specific frequency and orientation
values. As the ridge orientation and frequency
estimation has already been calculated, the
Gabor filter can enhances the ridges in the
direction of local orientation effectively
preserving the ridge structures. The value of ox
determines the degree of contrast enhancement
and the value of dy determines the smoothing of
the ridges. A large value will result in blurring of
the images whereas a low value would not be
effective in removing noise from the images. So
a suitable value of 0x and oy must be taken.

3. Minutiae extraction: The process of minutiae
point extraction is carried out in the enhanced
fingerprint image.

The steps involved in the extraction process are,

« Binarization: Binarization is the process of
converting a grey level image into a binary
image. It improves the contrast between the
ridges and valleys in a fingerprint image, and
thereby facilitates the extraction of minutiae. The
grey level value of each pixel in the enhanced
image is examined in the binarization process. If
the grey value is greater than the global
threshold, then the pixel value is set to a binary
value one; or else, it is set to zero. The output of
binarization process is a binary image containing
two levels of information, the foreground ridges
and the background valleys. The minutiae
extraction algorithms are good operating on
binary images where there are only two levels of
interest: the black pixels that denote ridges, and
the white pixels that denote valleys.

The input fingerprint image, the extracted
minutiae points and the intermediate results of
the

proposed approach are shown in figure Finally,
the generated 128-hit cryptographic key obtained
from the proposed approach is shown in figure
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(a) Input fingerprint image

(b) Histogram Equalized Image
(c) Wiener Filtered Image

(d) Segmented Image
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(e) Enhanced image
(f) Morphological Processed Image (g)
Fingerprint image with Minutiae points

4. Cryptography

Cryptography plays a very vital role in keeping
the message safe as the data is in transit. It
ensures that the message being sent at one end
remains confidential and should be received only
by the intended receiver at the other end.
Cryptography converts the original message in to
non readable format and sends the message over
an insecure channel. The people who are
unauthorized to read the message try to break the
non readable message but it is hard to do it so.
The authorized person has the capability to
convert the non readable message to readable
one. The original message or the actual message
that the person wishes to communicate with the
other is defined as Plain Text. The message that
cannot be understood by anyone or meaningless
message is what we call as Cipher Text.
Encryption is the process of converting plaintext
into cipher text with a key. A Key is a numeric
or alpha numeric text or may be a special
symbol. A decryption is a reverse process of
encryption in which original message is retrieved
from the cipher text. Encryption takes place at
the sender end and Decryption takes place at the
receiver end.

5. Goals of Cryptography

Cryptography provides a number of security
goals to ensure the privacy of data, non alteration
of data and so on. Due to the great security
advantages of cryptography it is widely used
today.

Following are the various goals of cryptography.

Confidentiality

Information in computer is transmitted and has
to be accessed only by the authorized party.
Authentication

The information received by any system has to
check the identity of the sender that whether the
information is arriving from a authorized person
or a false identity.

Integrity

Only the authorized party is allowed to modify
the transmitted information. No one in between
the sender and receiver are allowed to alter the
given message.

Non Repudiation

Ensures neither the sender, nor the receiver of
message can deny the transmission.

Access Control
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Only the authorized parties are able to access the
given information.

6. Types of Cryptography Key

o Symmetric Key Cryptography

In symmetric Cryptography the key used for
encryption is similar to the key used in
decryption. Thus the key distribution has to be
made prior to the transmission of information.
The key plays a very important role in symmetric
cryptography since their security directly
depends on the nature of key i.e. the key length
etc. There are various symmetric key algorithms
such as DES, TRIPLE DES, AES, RC4, RC6,
BLOWFISH.

o Asymmetric Key Cryptography

In Asymmetric Cryptography, two different keys
are used for encryption and decryption- Public
and Private. The public key is meant for general
use so it is available to anyone on the network.
Anyone who wants to encrypt the plaintext
should know the Public Key of receiver. Only
the authorized person can be able to decrypt the
cipher text through his own private key. Private
Key is kept secret from the outside world.
Symmetric Encryption Algorithm runs faster as
compared to Asymmetric key algorithms. Also
the memory requirement of Symmetric algorithm
is lesser as compared to asymmetric.

7. Background of the problem/Issues

e  User have to remember long Password

e Password can be easily assumed and
hacked.

e No more security of symmetric key so
attackers can easily attacks on secure
data.

e If unauthorized person give authorized
or copied biometric data he/she can
access sensitive data.

8. PROPOSED WORK
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Cipher fext
‘ eryption Dectyption -
Plantext ::) Enerpton :: > - ::)Plaimex:
alzorithm ¥ 1 algorithm
- Transmitted
(mput) (output)
Key Key

(obination of Biomefric Key
& Bystemn's Secret Key

System generate 128 bit system key, hear in the
proposed work we combine 128 bit biometric
key which is from fingerprint technique and 128
bit secret key which is generated by system.

128 bit Biometric Key using fingerprint
minutiae
000011111101101111111110111110101111110
0111111101111101111111011111111021111111
0111101111211110111010111111101111101110
10111111111

128 bit System Key generated by system
100101110101111101010111111100101011100
010101000110101110001001001100110010111
111111010101110000011010100011101010110
00110101001

256 bit secret key - Combination of both key
0000111111011011122111110111110101111110
011111110111110112111101111111101111112
011110111111110111010111111101111101110
101111111111001011101011111010101111111
001010111000101010001101011100010010011
001100101111111110101011100000110101000
1110101011000110101001

8. Features of proposed work
e Combine feature of fingerprint and
cryptography.
e Cannot be forgotten hard to copy or
forge, unfeasible to share and proffer
better security than a normal eight
character password
e In most cases, the passwords used
for key storage are every simple that
they can be effortlessly guessed or
broken by simple dictionary attacks. So
more significant solution of the problem
is to design cryptosystems based on
biometrics, necessitating neither storage
nor remembrance of passwords.
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e In proposed system, key generation
from combination of secret key and
biometric key. So it increases the
security.

e Long key bit key generation, so it
takes long time to be broken. So long
key provide better security.

e If unauthorized person represent
authorized biometrics data even though
person never access authorized or
sensitive data.

9. CONCLUSION

Biometrics-based Key Generation has been
found to outperform traditional cryptographic
systems, chiefly because, it is impossible for a
person to lose his/ her biometrics, and also the
biometrics are intricate to falsify or steal. In this
paper, we have presented an efficient approach
for generation of irrevocable cryptographic keys
from fingerprint biometrics using minutiae
extraction from biometric image. The approach
has been composed of three phases namely: 1)
Minutiae points’ extraction from the fingerprint
image,

2) system key generation for added security and
3) Cryptographic key generation from Secured
finger print minutiae and system’s secret key.
The resultant cryptographic combination key
thus generated has been irrevocable and unique
to a specific identity, providing better protection
and replacement features for lost or stolen
biometrics. The Proposed work have represented
the effectiveness and enhance security in
generating an irrevocable cryptographic key.
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