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Abstract  - In the era of Internet, the multimedia data are more 

popularly accessed by anyone and there are chances for an 

unauthorized user to access the data. The combined process of 

cryptography and watermarking is proposed in this algorithm 

to provide both security and identity preservation. The crypto-

graphic techniques are used to encrypt the data that converts 

the data into unreadable form. The watermarking is a tech-

nique that embeds the secret data into cover image. The pro-

posed algorithm encrypts the binary secret information using 

diffuse representation algorithm. The encrypted image is then 

embedded into the cover image using DWT and SVD which 

embeds the information in the transform domain. The pro-

posed algorithm is tested with various binary logos and the 

result shows that the PSNR and BER values are good. The 

algorithm ensures high percebility and improves the security 

level.  

 

Index Terms— Encryption, Decryption, Symmetric 

Encryption Algorithm, Diffuse Representation, Private 

Key Encryption Algorithm, Watermarking, Transform 

Domain, DWT, SVD, PSNR, BER  

 

I.  INTRODUCTION 

Visual cryptography is a cryptographic technique which 

allows visual information (pictures, text, etc.) to be encrypt-

ed in such a way that decryption becomes the job of the 

person to decrypt via sight reading. 

Visual Cryptography [12] is a special encryption tech-

nique to hide information in images in such a way that it can 

be decrypted by the human vision if the correct key image is 

used. Visual Cryptography uses two transparent images. 

One image contains random pixels and the other image con-

tains the secret information. It is impossible to retrieve the 

secret information from one of the images. Both transparent 

images and layers are required to reveal the information. 

The easiest way to implement Visual Cryptography is to 

print the two layers onto a transparent sheet. 

In cryptography, encryption is the process of encoding 

messages or information in such a way that only authorized 

parties can access it. Encryption does not of itself  

 
Fig. 1 – Shares 

prevent interference,but denies the message content to the 

interceptor. In an encryption scheme, the intended infor-

mation or message, referred to as plaintext, is encrypted 

using an encryption algorithm, generating cipher text that 

can only be read if decrypted. 

 

Symmetric-key algorithms are algorithms for cryptog-

raphy that use the same cryptographic keys for both encryp-

tion of plaintext and decryption of ciphertext.  

Diffusion is an important parameter that must be meas-

ured to judge the encryption algorithm randomization. To 

test the security of the image encryption algorithm, two 

common measures may be used: Number of Pixels Change 

Rate (NPCR) and Unified Average Changing Intensity 

(UACI) 

The [15], [16], [20] describes various visual crypto-

graphic schemes for binary image, gray-colored images. 

The Extended Hamming Code is proposed in [14]. To repre-

sent the problem of pixel oversaturation a lossless and re-

versible encryption algorithm was proposed in [11]. The 

algorithm [17] presents the probabilistics model which 

adopts the (t, n) visual cryptography scheme. This model 

efficiently manages the dynamically changing user group.  

The security level is upgraded using the bit level permu-

tation technique in [18] for chas based image ciphers. This 

technique proves better performance because the bits are 

shuffled between different bit planes. 

The error diffusion method [19] is used to provide the 

solution for management problem. Diffusion method adds a 

cover image to each share to make the share visible. The 

fallacy diffusion method is also used for shadow images 

[11]. This improves the quality of shadow image when 

compared to the existing algorithms. 

The proposed algorithm in this paper is a symmetric en-

cryption algorithm for binary images. The key used in 

symmetric encryption algorithm should not be disclosed 

publicly.  

Watermarking is process of embedding secret infor-

mation into the cover image. The watermarking can be done 

in spatial or transform domain. Spatial domain embeds the 

message in the pixels where as transform domain embeds a 

message by modifying the transform coefficients of the 

cover message as opposed to the pixel values. Ideally, trans-

form domain has the effect in the spatial domain of appor-

tioning the hidden information through different order bits 

in a manner that is robust. There are a number of transforms 

that can be applied to digital images, but there are notably 

three most commonly used in image watermarking. They 

are Discrete Fourier Transform (DFT), Discrete Cosine 

Transform (DCT) and Discrete Wavelet Transform (DWT).  

A Blind image watermarking technique propsed in [1] 

embed more number of watermark bits in the gray scale 

cover image without affecting the imperceptibility and in-

crease the security of watermarks. A hybrid cryptographic 

and digital watermarking technique for securing digital im-
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ages based on a Generated Symmetric Key was proposed in 

[2]. The method proposed in [3] for Plain image is very dif-

ficult to detect and cannot be visually distinguished.Digital 

Watermarking [4] is basically a phenomenon by which we 

can easily encrypt and decrypt a data in digital format so 

that it can be used by authorized users.In [5], data hiding 

and cryptographic techniques are combined into one secure 

simple algorithm. So, the original image is not mandatory at 

the time of watermark recovery. The algorithm specified in 

[6] focused on increasing the embedding capacity and im-

proving security of the watermarks.  But Encryption and 

Decryption process is complex. In [7], image classification 

was done which is on the basis of artificial intelligent 

scheme named as IWD (Intelligent Water drop System). 

Image used for classification is high resolution image. A 

watermarking scheme which that offers better security than 

Hwang’s method is proposed in [8], so that, attackers will 

not be able to detect ownership information. The basic tech-

nique for watermarking colored images has been proposed 

[9] which takes the transformed domain for embedding. The 

algorithm proposed in [10] is based on the generation of a 

key as an image. It improves the confidentiality.  

The rest of the paper is organized in the following man-

ner. Section II discusses the proposed algorithm from which 

this paper has been developed. Section III discusses the 

encryption algorithm. Section IV discusses the embedding 

process. Section V discusses about the experimental results 

and Section VI gives the conclusion of the paper. 

II. PROPOSED SYSTEM 

The visual cryptography technique is to encrypt the im-

age and converts it into an invisible form. The proposed 

algorithm adopts this consept to increase the security of the 

secret image after embedding. The hacker even if extracts 

the embedded information will be unable to view the data 

since it is encrypted. This increases the security level. 

The Fig. 2 describes the overall architecture of the pro-

posed work. The encryption method used in this proposed 

work uses the diffuse representation method that was pro-

posed by Houas et. al. The algorithm uses the single key. 

The number of sub images are denoted by numer of shares. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 2 – Overall Architecture 

The encrypted image is then embedded into the cover 

iumage using DWT and SVD. The embedding process is 

described in section IV. 

 

III. ENCRYPTION PROCESS 

The diffuse representation proposed in [11] takes a 

binary image and divides it into number of non – 

overlapping subimages. The subimages are then mapped on 

to the original size. The mapping of the size of subimages to 

the original size is done in order to increase the security 

level. The subimage denotes the shares to be encrypted. 

The encryption keys are generated from the subimages. 

The shares are then encrypted using the generated key.  

Let I be the image and I1 and I2 are the subimages then 

the key for encryption β is given in equation (1). 

 

                                                                                      

(1) 

The shares are then encrypted using the equation (2) and 

(3).  
 

                  (2) 

                                             (3) 

The encrypted shares are invisible and the shares are em-

bedded into cover image. 

IV. EMBEDDING PROCESS 

The watermarking process in the proposed method em-

beds the encrypted secret logo into the cover image. The 

cover image is preprocessed to divide it into R, G, B chan-

nels. The green channel is choosen to embed the encrypted 

secret logo. The channel is choosen as green because the 

modification that is done in green channel will not be visi-

ble to the end user. 

The embedding process can be done on spatial domain 

or in transform domain. The proposed algorithm embeds the 

encrypted secret logo in the transform domain. The embed-

ding is done using DWT and SVD. 

The Fig. 3 shows the embedding algorithm for the pro-

posed work. 

 

Algorithm 1:  

 

/* Notations: m x m is the unitary matrix U, n x n unitary 

matrix V, m x n diagonal matrix S, watermarked image Wi, 

robustness factor α, secret image seci, combined matrix c, 

N=  

*/ 

Read 2D color image 

Partition R,G,B planes 

Choose G plane 

Begin 

 If length N ie. f=(f1,f2,f3….fn) 

 Repeat upto 2-level DWT 

  for n=1 to N/2 
        

                                          

   end for 

Divide the sub block matrix and secret image into 

U,S,V component 

Encryption 

Start 

Embedding 

Extraction 

Decryption 

End 
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End 

Repeat 

      

Until i<S 

c=W*U*V’ 

Apply inverse 2-level DWT 

Combine R,G’,B 

End 

 
Fig. 3 - Embedding Algorithm 

 

The green channel is given as input for the embedding 

stage. The 2 level DWT is applied to find LL band of the 

channel. Initially 1-DWT is performed in the green channel 

to obtain CA(Average Co-efficient),CH(Horizontal Co-

efficient),CV(Vertical Co-efficient),CD(Diagonal Co-

efficient). The 1 level DWT is performed using ‘haar’ trans-

form. Then 2-DWT is using ‘haar’ transform is performed 

in CA. As a result low (LL) band is obtained for the selected 

channel. 

After the result of DWT, SVD algorithm is applied for 

the obtained LL and the secret image.  This embedded ma-

trices are split into three matrices, namely U,S,V. S matrix 

of the LL is used for embedding. Apply inverse 2-DWT and 

get the embedded green channel. Combine this green chan-

nel with red and blue channel. 

The Fig. 4 shows the extraction process of the proposed 

algorithm. 

 

Algorithm 2: 

 

/* Notation:m*n is the unitary matrix U, n*n unitary matrix 

V, m*n diagonal matrix S, watermarked image S1, secret 

image , robustness factor α, secret image sec, combined 

matrix com, N = 2k .                  

*/ 

Read the watermarked image 

Partition R,G,B 

Choose G channel     

        Begin 

              If length N ie. f=(f1,f2,f3…..fn ) 

              Repeat upto 2-level DWT 

              For n=1 to N/2 

 

 
             end for 

  Decompose sub block matrix and secret image  

into U,S,V component 

         End 

     repeat 

          

    Until i<s 

    com=seci*U*V’ 

    Apply inverse 2-level DWT 

    Combine R,G’,B 

End 
Fig. 4 – Extraction Process 

 

 

Extraction stage is the last stage of watermarking tech-

nique. Embedded image is given as input to the extraction 

stage. Initially 1-level DWT using 'haar' transform is per-

formed in the sub block to obtained CA(Average Co-

efficient), CH(Horizontal Co-efficient), CD(Diagonal Co-

efficient). Then 2-DWT is using 'haar' transform is per-

formed in CA. As a result low low(LL) of the selected sub 

block is obtained. After this, LL and the secret image ob-

tained by SVD Algorithm that is to be embedded are split 

into three matrices, namely U,S,V. 

      The difference between of LL of the extraction stage and 

LL of the embedded stage is calculated. Apply inverse 2-

DWT and get the original green signal. Combine the green 

channel with red and blue channel. Finally, the output is 

separated original image and secret image. 

V. EXPERIMENTAL RESULTS 

The proposed algorithm is tested with benchmark imag-

es like lena, cameraman, Barbara and baboon The secret 

image taken for testing includes logos from various insti-

tutes.  

The secret images are converted into binary image and 

then encryption is performed.  

The encrypted binay images are embedded into the cov-

er image using DWT and SVD.  

The performance of the algorithm is calculated by using 

the metrics like Bit Error Rate (BER) and Peek Signal to 

Noise Ration (PSNR).  

The PSNR is Peak Signal to Noise Ratio is an error 

comparison metrics to ensure the extraction watermark is 

not altered. The PSNR value is calculated using the formula 

mentioned in equation (4) and (5). 

 

      

  

 

 

 

      (4) and (5) 

Where,  

     L - Maximum fluctuation of input image 

     H - Height of the object 

     W - Width of the object  

The Bit Error Ratio (BER) is the number of bit errors 

divided by the total number of transferred bits during a stud-

ied time interval. The equation (6) shows the calculation of 

BER value.  

 

 

 

 

      (6) 

The Table 1 tabulates the BER values for various input bi-

nary images having Lena as a cover image.  

 

The ideal value of BER is relevant to zero and the result of 

the proposed system reflects the closest value to zero. The re-

veals that the encrypted and decrypted image looks alike. 

  

International Journal of Engineering Research & Technology (IJERT)

ISSN: 2278-0181

Published by, www.ijert.org

NCIECC - 2017 Conference Proceedings

Volume 5, Issue 09

Special Issue - 2017

3



  
 

 
 
 

The Table 2 tabulates the PSNR values of various cover 

image for a binary secret image as KCET logo. The PSNR 

values are above 30 for all images which is also the ideal value.  

 

 

The PSNR values are related with the robustness factor 

in SVD. The SVD algorithm for embedding and extraction 

contains a robustness factor α, when varying α value the 

PSNR get differs. The equation (7) shows the formula for 

extraction using SVD. 

 

   (7) 

 

Where, S is a diagonal matrix and α is a robustness fac-

tor. 

The Table 3 shows the result of PSNR value for differ-

ent α values. 

 The Fig. 5 shows pictorially that α value when in-

creased the PSNR values get decreased.  

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 5 – PSNR for Cover Image with repect to α value 

 

The Fig. 6 states that when α values get increased BER 

values get decreased. This interpretation shows that α value 

is inversely propostional to BER & PSNR. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 
Fig. 6 – BER of Secret Image after decryption 

 

 

VI. CONCLUSION 

The increase in accessing of data in day to day life in-

creases the need for secret in identity preservation. The se-

curity plays a vital role in Internet. Unauthorized should not 

have an access to the content. The proposed algorithm in-

creases the security level since the keys are generated using 

the shares. The identity is also one another fact that has to 

be considered when a product is released to the customer. 

The watermarking technique when combained with the 

cryptography decreases the possibility of unauthorized users 

from accessing the data. The results shows the good BER 

value which ensures that the content is reterived back and 

the PSNR value proves that the impercebility of the cover 

image is maintained. 
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