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Abstract— It is the method to extract the user sessions from
the given log files. Initially, each user is identified according to
his/her IP address specified in the log file and corresponding user
sessions are extracted. Two types of logs ie., server-side logs and
client-side logs are commonly used for web usage and usability
analysis. Server-side logs can be automatically generated by web
servers, with each entry corresponding to a user request. Client-
side logs can capture accurate, comprehensive usage data for
usability analysis. Usability is defined as the satisfaction,
efficiency and effectiveness with which specific users can
complete specific tasks in a particular environment. This process
includes 3 stages, namely Data cleaning, User identification,
Session identification. In this paper, we are implementing these
three phases. Depending upon the frequency of users visiting
each page mining is performed. By finding the session of the user
we can analyze the user behavior by the time spend on a
particular page.

Keywords— Web log mining ,User identification , Session
identification.

1. INTRODUCTION

The WWW as a largest information constructs has
had much progress since its advent. As the WWW has become
customary today, highlight content generated by users,
interoperability and usability. A web may allow users to
interact and collaborate with each other in a social media
dialogue as creators of user-generated context in a virtual
community. So, World Wide Web becomes more popular and
user friendly for transferring information[7] [13]. Therefore,
people are more interested in analyzing log files which can
offer more useful insight into web site usage. Data mining is
the extraction of knowledge from the huge amount of data
sets, to find a relationship and patterns in data that have been
not previously been discovered to summarize the data in
original ways to make it understand and useful to the users.
Web mining is one of the technique of data mining to extract
useful information based on users' needs, under web mining,
web usage mining is one of the application of data mining
technology to extract information from weblog to analyze the
user access to websites by [2] [14]. Web mining is the use of
data mining technique to automatically discover and extract
information from web documents and services. There are 3
general classes of information that can be discovered by web
mining [4] :

e Web activity: From server logs and web browser
activity tracking.

o Web graph: from links between pages, people and
other data.

o Web content: for the data found a web page and
inside of documents.

Major applications of web usage mining:

Web personalization: Web server logs are used to
cluster web users having similar interests. It is also defined as
adapting services and information which was available on a
website to the needs and the expectations of a target user, the
active user; the personalization task by [13] might benefit
from the knowledge gained from an analysis of the user’s
navigational behavior combined with other features which are
peculiar to a Web context, namely its structure and content.

System Improvement: load balancing, Web caching,
network transmission or data distribution is the common
application areas of web mining for improving the system
performance [8].

Site reorganization: The link structure and content
structure of any website are two significant factors for any
web site. The recent development in web mining technologies
goes towards shorter navigation sequences, for that purpose
the ease to access target page in any web domain needs to be
increased. The reorganization task can be performed with
respect to the frequent patterns extracted. Web usage data also
give information about the design of any web site with respect
to users' behaviors [5] [8]. The website owner can redesign
these pages and observe the behavior of users on these pages.

E-Commerce/Business intelligence: The Web usage
mining usage allows different organizations to understand its
customers and built customer profiles on the basis of
customer’s habits, based on interest and needs the companies
can increase their profit by “cross selling” or selling items
correlated to their demands. Hence, knowledge about the
customers’ preferences and needs make the CRM more
effective. The main goals of companies [2] are retaining their
old customer and attract new customers to beat their
competitor’s.

Usage Categorization: In this process the information
stored in Web server logs is processed by applying various
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data mining techniques so as to (a) extracting statistical
information and discovering interesting usage patterns, (b)
according to the navigational behavior [1] the users are being
clustered and (c) determine possible links between Web pages
and user groups. Others data mining techniques are also used
for finding useful patterns.

2. WEBLOG FILES

Web log files are the files which contain complete
information about the users browse activities on the web
server by [2] 11] [4]. These web log files are created
automatically by every user click to the corresponding web
servers. These log files is in text format, most of the times and
the size varies from 1KB to 100 MB.

2.1 Types of log files
There are three types of log files which are as follows:

» Web Server Logs

* Proxy Server Logs

* Browser Logs
2.1.1 Web Server Logs
History of web page requests is maintained as a log file. Web
servers are the costly and the most common data source. They
collect large volume of information in their log files. These
logs contain name, IP, date, and time of the request, the
request line exactly came from the client, etc. These data can
be bound together as a single text file, or divided into different
logs, like access log, referrer log, or error log. However, user
specific information is not stored in the server logs [15].
2.1.2. Proxy Server Logs
It acts as an intervening level of catching lies between client
browser and web servers. Proxy caching is used to decrease
the loading time of a web page as well as the reduce network
traffic at the server and client side. The actual HTTP request
from multiple clients to multiple web servers are tracked by
the proxy server [9]. The proxy server log is used as a data
source for browsing behavior characterization of a group of
unauthorized users sharing a common proxy server.
2.1.3. Browser Logs
On client side using JavaScript or Java applets the browsing
history is collected. To implement client side data collection,
user cooperation is needed. Here pre-processing discussed
using Web Server Logs [11]. Web server logs are used in the
web page recommendation to improve the E-Commerce
usability.
2.2 Types of log files format

Web log file is a simple plain text file which record
information about each user. Display of log file data in three
different formats by [11] [14] [15].

® \W3C Extended log file format
® NCSA common log file format

® |IS log file format
NCSA and IS log file format the data logged for each request
is fixed. W3C format allows user to choose properties, the
user wants to log for each request.
W3C Extended log file format

The W3C log format is the default log file format on
the 11S server. The field is separated by space, time is recorded
as GMT (Greenwich Mean Time). It can be customized, that is
administrators can add or remove fields depending on what
information want to record. In the W3C format of year is
YYYY-MM-DD [2]. Omitting unwanted attribute fields when
log file size is limited.

An example is shown below.

#software - version of IS that is running

#version - the log file format

#Date- recording date and time of first log entry.

#fields: date time c-ip cs-username s-ip cs-method cs-uri-stem
cs-uri-query sc-status sc bytes cs-bytes time-taken cs-version
cs(User-Agent) cs(Cookie) cs(Referrer)

NCSA common log file format

The NCSA Common log file format is a fixed ASCI|I
text-based format, so you cannot customize it. The NCSA
Common log file format is available for Web sites and for
SMTP and NNTP services, but it is not available for FTP sites.
Because HTTP.sys handles the NCSA Common log file
format, this format records HTTP.sys kernel-mode cache hits.
An example is shown below.

11S log file format

The 1IS log file format is a fixed ASCII text-based
format, so you cannot customize it. Because HTTP.sys
handles the IIS log file format, this format records HTTP.sys
kernel-mode cache hits.
An example is shown below.

There are some important technical issues that must be taken
into consideration because it is necessary for Web log data to
be prepared and preprocessed in order to use them in the
consequent phases of the process by [9] [11].

3. METHODOLOGY

In the data preprocessing, it takes web log data as
input and then process the web log data and gives the reliable
data. The goal of preprocessing is to choose primary features,
then remove unwanted information and finally transform raw
data into sessions. To achieve its goal Data preprocessing is
divided into Data Cleaning, user identification, and Session
Identification [12] [2].
3.1. Data cleaning

The use of data cleaning procedure is to remove all
the unwanted data used in data analysis and mining. To
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increase the mining efficiency data cleaning is very important.
The cleaned data include removal of local and global noise,
elimination of videos, graphic records and the format
efficiency, elimination of HTTP status code records, robots
cleaning.

3.1.1. The Records of- graphics, video and the format
information:

In every record of URI fieldJPEG, GIF, CSS
filename extension is found, these extensions are going to be
eliminated from the web log file. The files with these
extensions are the documents embedded in the web page. So it
is not necessary to include these files in identifying the user
interested web pages. This process support to identify user
interested sessions.

3.1.2. Failed HTTP- status code:

This cleaning process will reduce the evaluation time
for finding the user's interested sessions. In this process the
status field of every record in the web access log is checked
and the status code over 299 or below 200 are removed.

3.1.3. Robots- Cleaning:

It is also called as spider or not, it is a software tool
that scans a website periodically to extract the content. All the
hyperlinks from a web page are automatically followed by
WR. The uninterested session from the log file is removed
automatically when WR is removed.

Algorithm 1: Data cleaning

Input: log_table
Output: refine_log_table
Begin
Read records in log_table
For each record in log_table
Read fields (Status code)
If Status code=200, Then Get all fields.
Ifsuffix. URL_Link={*.gif,*.jpg,*.css,*.ico} then,
Remove suffix.URL_link
Save fields in new table.
End if
Else
8. Next record
End if

Nogkrwnhe

End
3.2. User identification
Each different user accessing the website is identified
in the user identification process. The aim of this process is to
retrieve every user’s access characteristics, then make user
clustering and provide recommendation service for the users.
Different users are identified by different ip addresses.

Algorithm 2:User identification

Input: refine_log_table
Output: identification of user

Begin

1. Read records in log_table

2. for each record in dataset do

3. If current IP is not in ListOfIP then add the current IP in
ListOfIP mark whole record as a new user and assign
userlD

4. else assign the old userID.
End else
End if

End
3.3. Session Identification

A sequence of pages viewed by a user during one
visit is known as the Session. The session is recorded in the
log file. In pre-processing it is necessary to find session of
each user. It defines the number of times the user has accessed
a web page. It takes all the page reference of a given user in a
log and divides them into user sessions. These sessions can be
used as an input data vector in classification, clustering,
prediction and other tasks. Based on a uniform fixed timeout a
traditional session identification algorithm is used. A new
session is identified when the interval between two sequential
requests exceeds the one hour.

Algorithm 3: Session identification

Input: user identified table
Output: identified sessions

Begin
1. Read records in log_table
2. for each record in dataset do
3. if time_required > one hour assign new
sessionID for that log entry
4. increment sesssionID
5. else
assign the old sessionID.
End else
End if
End

4. EXPERIMENTAL RESULTS )
We have conducted several experiments on log files

collected from web server. During Data cleansing step all
irrelevant entries are removed. Sample raw web log file is as

below:
10.0.0.153 - - [12/Mar/2004:12:2318 -0800] "GET /cgi-bin/mailgraph.cgi/mailgraph_1_err.png HTTP/1.1" 200 6949 *
10.0.0.153 - - [12/Mar/2004:12:2318 -0800] "GET /cgi-bin/mailgraph.cgi/mailgraph_3.png HTTP/1.1" 200 6644
10.0.0.153 - - [12/Mar/2004:12:2318 -0800] "GET /cgi-bin/mailgraph.cgi/mailgraph_3_err.png HTTP/11" 200 5554
10.0.0.53 - - [12/Mar/2004:12:23:40 -0800] "GET /dccstats/index html HTTP/11" 304 -
10.0.0.153 - - [12/Mar/2004:12:23:41 -0800] "GET /dccstats/stats-spam.day.png HTTP/11" 200 2964
10.0.0.153 - - [12/Mar/2004:12:23:41 -0800] "GET /dccstats/stats-spam-ratio.day.png HTTP/11" 200 2341
10.0.0.153 - - [12/Mar/2004:12:23:41 -0800] "GET /dccstats/stats-spam-ratio.week.png HTTP/11" 200 2346
10.0.0.153 - - [12/Mar/200412:23:41 -0800] "GET /dccstats/stats-spam.iweek.png HTTP/11" 200 3438
10.0.0.153 - - [12/Mar/200412:23:41 -0800] "GET /dccstats/stats-hashes.week.png HTTP/11" 200 1670
10.0.0.153 - - [12/Mar/200412:23:41 -0800] "GET /dccstats/stats-spam.imonth.png HTTP/1.1" 200 2651
10.0.0.53 - - [12/Mar/2004:12:23:41 -0800] "GET /dccstats/stats-spam-ratio.amonth.png HTTP/11" 200 2023
10.0.0.153 - - [12/Mar/2004:12:23:41 -0800] "GET /dcestats/stats-hashes.imonth.png HTTP/11" 2001636
10.0.0.153 - - [12/Mar/2004:12:23:41 -0800] "GET /dccstats/stats-spam.iyear.png HTTP/11" 200 2262
10.0.0.153 - - [12/Mar/2004:12:23:41 -0800] "GET /dccstats/stats-spam-ratio.tyear.png HTTP/11" 200 1906
10.0.0153 - - [12/Mar/200412:23:41 -0800] "GET /dccstats/stats-hashes.year.png HTTP/1.1" 200 1582
216.139.185.45 - - [12/Mar/200413:04:01 -0800] "GET /mailman/listinfo/webber HTTP/11" 200 6051
pdosfoofz.dip.t-dialin.net - - [12/Mar/2004:1318:57 -0800] "GET /razor.html HTTP/11" 200 2869
dg7082.upc-d.chello.nl - - [12/Mar/2004:13:25:45 -0800] "GET /SpamAssassin.html HTTP/11" 200 7368

Fig 1: Raw log file
Thus, after completion of Data Cleansing Web Server Log file
is cleaned and is prepared for data to be loaded into a
relational database. Here the data are loaded & stored in
MYSQL Server. The result obtained after performing data
cleaning phase is shown below.
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' Showing rows 0 - 24 (1B total. Query took 0.0007 sec)

004.16:37 27 0800 | GET
2004 163924 | 0800 | GET

[ Profiing { Inl

version _ status,

HTTP/1 1 200
HITR/1 1200

o 11 Edt ][ Explain SGL | [ Crante PHP Code ] { Rehresh

HITP/11 200 | 3732

HTTRI1 1 200
HTTPA

MITEA 1 200

figure 3.

ip date
1000153 | 11Mar2004:15:52:07 0800 GET
1000153 11Mar2004:15:52:12 0800 GET
1000153 11Mar2004:15:52:18 0800 GET
19511231210 12Mar2004:03:32:56 0800 GET
1452532089 |12Mar2004:04:5921 0800 GET
61165646  12Mar2004:05:25:20 0800 GET
1452532089 | 12Mar2004:05:44:35 0800 GET
1452532089  12Mar2004:05:44:50 0800 GET
1452532089 | 12Mar2004:05:51:36 0800 GET
100.0.153 12Mar2004:11:01:28 0800 GET
12Mar2004:11:16:36 0800 GET
671311075 12Marf2004:11:39:25 0800 GET
1000153 | 12Mar2004:122347 0800 GET
216139.185.45 12Mar/2004:13:04:01 0800 GET

ns witbts.org

Fig 2: cleaned |
Then individual user is identified based on the ip address.
After identifying user the required result is shown in the below

gmt method path

Iwikibin/view/Main/WebHome
HwikilbinviewMain/WebHome
legibinmailgraph?. cgi
[mailman/istinfo/webber

og file

v pami

Imailman/istinfolcnoce

Iwikibin/view/Main/DCC
favicon ico

fegibinmailgraph?. cgi
fdccstats/
Iwikilbin/viewMain/WebHome
legibin/mailgraph2.cgi
Imaiman/fstinfolwebber

version response bytes username sessionid

HTTPAA
HITPA1
HTTPAA
HTTPHO
HTTPAA
HITPAA
HTTPAA
HITPAA
HTTPAA
HITPA1
HTTPI.0
HITPHA
HTTPAA
HITPAA

Fig 3: user identification

No of users

200 10419 4 pi]
200 10419 4 B
200 2987 4 bi]
0 6032 15 3
20 743 16 %
200 628 17 %
200 7435 16 %
20 43% 16 %
200 1078 16 %
200 2987 4 2%
20 2985 18 %
200 10419 19 %
200 2987 4 %
200 6051 7] a

6&4.242 88 10

6&4.242 88 10

©&4.242 88 10

No of Sessions

27
i 27
27
27
27
27

27

27
27
m 27

Fig 6: Representation of no. session identification

The figure shows No.of sessions done by different users,
which was represented with different colors, each color
indicates individual user.

Finally, following table shows clear cut idea about
the work, here we have taken 1546 rows of sample weblog
dataset and after applying data cleaning algorithm 1 the
number of logs are going to reduce to 439 rows which consists
of cleaned data shown at figure 2. After getting the cleaned
data the individual users are identified by applying algorithm 2
and the result is shown in figure 3 & 4. After getting the user
identification the No.of sessions are identified for the
individual user by applying algorithm 3 and the result was
shown in figure 5 & 6. The overall result was shown in the
following table 1.

Final Result:

64.242 88.10
64.242 88 10
64.242 88.10

128227 .88.79

&4.242 88

64. 242 88

10

10

128.227 8879

64.242 88

10

128.227.88.79

64.242 88
&4. 242 88
64.242 88
64.242 88
©4.242 88
64.242 88

Fig 4: Representation of no. user identification

Then each session is identified based on the time spent on
each web page. After identifying session the required result is

shown in the below figure 5.

ip date
10.0.0.153 11Mari2004:15:52:07 -0800 GET
10.0.0.153 11Mar2004:15:52:12 | -0800 GET
10.0.0.153 11/Mar2004:15:52:18 | -0800 GET
18511231210 12Mar2004:03:32:56 -0800 GET
1452532089 | 12Mar2004:04:5921 -0800 GET
61165646  12Mar2004:05:2520 0800 GET
1452532089 | 12Mar2004:05:44:35 -0800 GET
1452532089  12Mari2004:05:4450 0800 GET
1452532089 | 12Mar2004:05:51:36|-0800 GET
10.00.153 12Mar2004:11:01:28 0800 GET
nswibtsorg | 12Mar2004:11:16:36 0800 GET
674311075  12Mar2004:11:39:25 0800 GET
10.0.0.153 12Mar2004:12.23:17 | -0800 GET
216.139.185.45 12Mar2004:13:04:01 0800 GET

gmt method path

AwikilbinkviewMain/WebHome
Puikitbiniview/Main/WebHome
Iegibinimailgraph?.cgi
Imailman/istinfofwebber

P

/mailmanfstinfo/cncce

Mwikibin/viewMainDCC
Havicon ico
legibin/mailgraph2 cgi
Idecstats!
wikifbin/view/Main/WebHome
Iegibinimaiigraph2. cgi
Imailman/Bstinfo/webber

version response bytes usemame sessionid

HTTPAL1
HTTPIA
HTTPAL
HTTPI0
HTTPI
HTTPI1
HTTPA
HTTPAA
HTTPA 1
HTTPAA
HTTP/1.0
HTTPI1
HTTPI
HTTPILA

Fig 5: Session identification

200 10419 4 7
20010419 4 2
200 2987 4 2
200 6032 15 23
200 7435 16 24
200 6208 17 25
200 7435|16 25
200 43% 16 %
200 1078 16 %
200/ 2987 4 %
200 2955 18 %
200 10419 19 %
200/ 2987 4 %
200 6051 20 7

Rows in the Rows after Total No. Total No.
Web Log Preprocessing of users Of sessions
file
1546 439 20 27

Table 1: Final result

6. CONCLUSION

Web usage mining is indeed one of the emerging areas of
research and important sub-domain of data mining and its
techniques. In order to take full advantage of web usage
mining and its all techniques, it is important to carry out
preprocessing stage efficiently and effectively. This paper tries
to deliver areas of preprocessing, including data cleansing,
session identification, user identification. Once the
preprocessing stage is well-performed, we can apply data
mining techniques like clustering, association, classification
etc for applications of web usage mining such as business
intelligence, e-commerce, e-learning, personalization, etc.
Web log mining is one of the recent areas of research in Data
mining. Web Usage Mining becomes an important aspect in
today’s era because the quantity of data is continuously
increasing. We deal with the web server logs which maintain
the history of page requests

Web log file analysis began with the purpose to offer
to Web site administrators a way to ensure adequate
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bandwidth and server capacity to their organization. By
analyzing these logs, it is possible to discover various kinds of
knowledge, which can be applied behavior analysis of users.
Our proposed system is used to analyze the user sessions from
which information regarding the problems occurred to the
users and usage of the website can be obtained within
particular intervals of time. This is used to configure the server
and adjust the Web site which is highly useful for
administrators.
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