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ABSTRACT - In the modern healthcare
ecosystem, ensuring the security of patient
medical data while enabling timely and
controlled access for authorized healthcare
professionals is a critical challenge. Traditional
healthcare record management systems often
suffer from inadequate access control, lack of
transparency, and vulnerability to data
breaches, resulting in compromised patient
privacy and data integrity. To address these
issues, this project proposes a Blockchain-based
secure Medical Data Management that provides
a patient-centric, consent-driven, and highly
secure digital healthcare solution. The proposed
system is built on a role-based architecture
involving Admin, Doctor, and Patient modules.
Patients retain full ownership and control over
their medical records, while doctors can access
patient records only after obtaining explicit,
time-bound consent from the patient.
Administrators oversee user verification, access
approvals, and system-level security monitoring.
Medical reports uploaded by doctors are
securely encrypted before storage, ensuring data
confidentiality and integrity at rest. Instead of
exposing direct file URLs, the system uses
secure, time-limited access tokens to prevent
unauthorized downloads, link sharing, and
misuse of sensitive medical data. To further
enhance security, the system integrates OTP-
based verification for critical operations such as
record access approvals and sensitive data
viewing. Patients receive real-time notifications
and OTPs, allowing them to explicitly approve
or deny doctor access requests. All access events
are recorded through audit logging and tamper-
detection mechanisms, ensuring traceability,
accountability, and compliance with security
standards. Additional functionalities such as
appointment management, emergency access
handling, real-time notifications, and
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administrative dashboards with analytics
improve system usability and operational
efficiency. The application is developed using
the MERN stack (MongoDB, EXxpress.js,
React.js, Node.js), providing a scalable and
robust architecture suitable for real-world
healthcare environments. Overall, the proposed
system ensures confidentiality, integrity,
availability, and patient-controlled access to
medical data, making it a secure, scalable, and
trustworthy solution for modern digital
healthcare record management.

Keywords--- MERN Stack, Secure Access
Tokens, Tamper Detection, Role-Based Access
Control (RBAC), Electronic Health Records
(EHR)

I. INTRODUCTION

Healthcare is one of the most critical
sectors where data accuracy, privacy, and security
play a vital role. Medical records contain highly
sensitive information such as patient identity
details, medical history, diagnostic reports,
prescriptions, and treatment plans. In recent years,
healthcare institutions have rapidly shifted from
manual paper-based record systems to digital
healthcare record management systems in order to
improve efficiency, accessibility, and quality of
patient care.

However, this digital transformation has also
introduced serious challenges related to data
security, privacy, and unauthorized access. Many
existing systems store patient records in centralized
databases with limited security controls, making
them wvulnerable to cyberattacks, data leaks, and
misuse by insiders. Once compromised, patient
data can be altered, stolen, or misused without the
patient’s knowledge.
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Hence, there is an urgent need for a secure and
patient-controlled healthcare record management
system that ensures confidentiality, integrity, and
transparency of medical data.

Il. BACKGROUND OF THE STUDY

Traditionally, medical records were
maintained as physical files within hospitals or
clinics. These records were difficult to share across
institutions and prone to loss, damage, and
duplication. With the advancement of information
technology, electronic health record (EHR) systems
were introduced to digitize patient data and allow
faster access by healthcare professionals.

Although EHR systems improved efficiency, they
introduced new security concerns. Most existing
digital systems follow a centralized access model,
where administrators or doctors can access patient
records without explicit patient approval. Patients
have minimal control over who views their data,
how long it is accessed, or for what purpose.

Furthermore, many systems lack proper audit
mechanisms to track record access and
modifications. This results in reduced transparency
and accountability, increasing the risk of
unauthorized data usage. These limitations
highlight the importance of designing a secure,
transparent, and consent-driven healthcare record
system.

I11. PROBLEM STATEMENT

Existing healthcare record management
systems do not provide sufficient security and
patient control over medical data. Medical records
are often stored in centralized databases without
strong encryption and without proper consent
mechanisms. Patients are unable to track or restrict
access to their records, leading to privacy violations
and data misuse. There is a lack of transparency in
record access, and systems fail to provide tamper-
proof audit trails. These issues demand a secure
healthcare record management solution that ensures
confidentiality, integrity, availability, and patient
ownership of medical data. The system introduces a
patient-centric approach where patients have
complete ownership and control over their medical
data.

IV. EXISTING SYSTEM
In the existing healthcare system, patient
medical records are mostly maintained either in
physical form or in centralized digital databases
managed by hospitals or healthcare organizations.
These systems allow doctors and administrators to

[JERTCONV 141 S070008

Vol. 14, Issue 07, NCIRTAI - 2026

access patient data directly without explicit
approval from the patient in many cases.

Most existing systems rely on centralized storage
models where all data is stored in a single location.
Access control is often limited to role-based
permissions, but lacks fine-grained control and
real-time consent from patients.

The conventional healthcare record management
system follows a centralized architecture in which
patient data is collected during clinical visits and
subsequently recorded or updated by healthcare
professionals. These medical records are stored in a
centralized database system, enabling authorized
doctors and administrative staff to retrieve and
modify patient information as required. Access
control mechanisms in such systems are typically
coarse-grained and institution-centric, allowing
healthcare providers continuous access without
dynamic  or  patient-driven authorization.
Consequently, patients have limited or no control
over their medical data once it is stored.
Furthermore, the system lacks transparency and
fine-grained auditing capabilities, preventing
patients from monitoring access patterns, including
who accessed their data, when it was accessed, and
for what purpose. This absence of patient-centric
control and visibility introduces significant risks
related to data privacy, unauthorized access, and
potential misuse of sensitive  healthcare
information.

V. PROPOSED SYSTEM

The proposed system introduces that focuses on
security, transparency, and patient consent. In this
system, medical records are encrypted before
storage and can only be accessed by authorized
users with patient approval. The system follows a
patient-centric model where patients are the owners
of their medical data and can control who accesses
it and for how long.

VI. SYSTEM ARCHITECTURE
The Secure Healthcare Record Management
System follows a client—server architecture. The
system consists of three major layers:

1. Presentation Layer (Frontend)
2. Application Layer (Backend)
3. Data & Security Layer

Each layer is responsible for a specific set of
operations and communicates securely with other
layers.The Presentation Layer (frontend) serves as
the user interface through which patients, doctors,
and administrators interact with the system via
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web-based dashboards. User requests generated
from this layer are forwarded to the Application
Layer (backend), where all core business logic,
authentication, and authorization processes are
executed. The backend validates user identity using
secure  mechanisms such as JWT-based
authentication and enforces role-based and consent-
driven access control policies.

Once validated, the system processes
requests such as uploading, accessing, or modifying
medical records. Sensitive data is encrypted before
being transmitted to the Data & Security Layer,
which ensures secure storage and management of
healthcare information. This layer includes a
MongoDB database for storing user data, medical
records metadata, consent details, and audit logs,
along with encrypted storage systems and
blockchain-based logging for tamper-proof record
tracking.

Additionally, the system incorporates secure view
mechanisms using time-limited tokens, ensuring
that medical records are accessed only by
authorized users for a limited duration. All
interactions, including access requests and
approvals, are recorded through audit logs and
blockchain logs to maintain transparency,
accountability, and data integrity across the system.
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Fig 1. System architecture
A.PATIENT DASHBOARD

The patient dashboard serves as a secure
and user-centric interface designed to empower
patients with full control over their medical data.
Through this system, patients can seamlessly
access and review their medical records in a secure
environment. Additionally, the platform enables
patients to grant or revoke consent to healthcare
providers, thereby ensuring that data sharing
remains strictly under patient authorization. A key
feature of the dashboard is its transparency
mechanism, which allows patients to monitor and
track all access events related to their records. This
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auditability enhances trust and accountability
within the healthcare ecosystem. Furthermore, the
system provides real-time notifications and alerts to
keep patients informed about important activities
and updates.To strengthen data privacy, the
platform implements a secure access mechanism
wherein medical reports are made available
exclusively through time-limited view tokens. This
approach minimizes the risk of unauthorized access
and ensures that sensitive health information
remains protected at all times.

Healthcare Secure Login
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Fig 2. Patient Login

B.DOCTOR DASHBOARD

The doctor dashboard is designed to
provide healthcare professionals with a secure and
efficient interface for managing patient-related
information and clinical workflows. Through this
platform, doctors can upload medical reports in an
encrypted format, ensuring that sensitive patient
data is protected both during transmission and
storage. Access to patient records is governed by a
strict consent-based model, wherein doctors are
permitted to view medical information only after
explicit authorization has been granted by the
patient. This approach reinforces patient-centric
data ownership and aligns with privacy-preserving
healthcare practices. In addition to record
management, the dashboard supports appointment
scheduling and management, enabling doctors to
efficiently organize and track their clinical
engagements. Furthermore, medical reports can be
accessed through secure, time-limited tokens,
ensuring that data visibility is restricted and
safeguarded against unauthorized access.

Doctor Secure Dashboard
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Fig 3. Doctor Accesss
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C. ADMIN DASHBOARD

The admin dashboard provides a
centralized interface for system administrators to
manage and oversee platform operations. It enables
administrators to verify and authenticate doctors,
ensuring that only authorized professionals access
the system. Additionally, the dashboard supports
continuous monitoring of system activities to
maintain operational integrity. A key feature
includes access to audit logs and blockchain logs,
which enhances transparency and traceability of all
actions within the system. The platform also
facilitates efficient handling of emergency alerts,
allowing administrators to respond promptly to
critical situations.

secure, traceable, and trustworthy healthcare record
management environment.

VIII. IPFS (InterPlanetary File System)

IPFS is a decentralized storage protocol
used in the proposed system to store encrypted
medical records across a distributed network. Files
are identified and accessed using unique content-
based hashes instead of centralized URLS, ensuring
data integrity, high availability, and resistance to
tampering while eliminating single points of
failure. The system utilizes IPFS (InterPlanetary
File System) as a decentralized storage solution for
managing medical records. Encrypted patient data
is stored across a distributed network, eliminating
reliance on centralized servers and enhancing
system resilience.

o
IPFS provides several key advantages, including
e s o3 distributed  storage, which improves data
availability, and tamper-resistant architecture,
which ensures data integrity. Additionally, the
——
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VII. BLOCKCHAIN TECHNOLOGY

Blockchain is a decentralized and tamper-
resistant digital ledger used in the proposed system
to securely record all critical activities, such as
patient consent, data access, and transaction logs.
Each event is stored as an immutable block,
ensuring that records cannot be altered or deleted.
This provides transparency, traceability, and
enhanced security, allowing all stakeholders to
verify actions without compromising sensitive
medical data. To enhance security, transparency,
and data integrity, the proposed system
incorporates blockchain technology as a core
component of its architecture. Blockchain is
utilized to maintain an immutable and tamper-
resistant record of all critical system activities,
including data access events, consent approvals,
and transaction logs. Each access request and
authorization is recorded as a transaction on the
blockchain, ensuring that all interactions with
patient data are transparent and verifiable. This
decentralized logging  mechanism  prevents
unauthorized modifications and provides a reliable
audit trail for compliance and accountability.
Furthermore, the integration of blockchain
strengthens trust among stakeholders by enabling
secure verification of data integrity without
exposing sensitive medical information. By
combining blockchain with encryption and token-
based access control, the system ensures a highly
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decentralized nature of IPFS significantly reduces
the risk of data loss and single-point failures. To
further strengthen security, only encrypted medical
files are uploaded to IPFS, ensuring that sensitive
information remains protected even within the
distributed environment.
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A.OUTCOME OF THIS DEVICE

The system ensures high levels of data
security and privacy by encrypting medical records
and storing them on IPFS, while access is
controlled via secure, time-limited tokens to
prevent unauthorized downloads or tampering.
Patients retain full control over their records,
granting or revoking doctor access in real time with
OTP-based verification for sensitive operations.
Transparency and accountability are achieved
through blockchain-based audit logging, which
records all access and consent events in an
immutable, tamper-resistant ledger. The platform
also enhances operational efficiency through role-
specific dashboards for patients, doctors, and
administrators, supporting appointment
management, emergency alerts, and real-time
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notifications. Built on the MERN stack, the system
provides a scalable and reliable architecture
suitable for modern healthcare environments.
Overall, the project establishes a secure,
transparent, and efficient framework for managing
healthcare records while maintaining patient
control and trust.

Test
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further enhances trust by allowing only verified
doctors to access patient records. One of the major
achievements of this project is the implementation
of patient consent-based access control. Patients
retain full ownership of their medical data and can
grant or revoke access to doctors for a limited time.
Secure view tokens ensure that medical reports can
be accessed only through authorized, time-bound,
and single-use links. Audit logging provides

Test transparency by maintaining a detailed record of all

Case Description Expected Result  ||Status sensitive  actions  performed  within  the
ID system.Overall, the system successfully
- demonstrates a secure, scalable, and user-friendly

Patient Patient account healthcare record management solution that

TCO1 . . created Pass
registration
successfully

prioritizes patient privacy while enabling efficient
doctor-patient interaction.
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IX.CONCLUSION AND FUTURE
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