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Abstract— Facial recognition is an important technology 
used in many real-time security systems. Just now, many 
innovative deep neural network algorithms have been developed 
to achieve impressive results in this area. This project came 
about because we need a more effective and affordable way to 
process facial recognition. We submitted a real-time facial 
recognition system that combines deep learning techniques, like 
Face Net, with traditional classifiers such as Random Forest, 
Neural Network and Logistic Regression. This system is 
designed to work well on medium hardware, making it suitable 
for less managed settings. A typical facial recognition system has 
two key components: detecting faces and recognizing them. For 
the face detection part, we use a technique called YOLO-Face, 
which is a quick and efficient real-time detector based on 
YoloV5. When it comes to recognizing the faces, we combine 
Face Net with a supervised learning method known as Random 
Forest (RF) to help classify them. Results from the experiments 
showed the Face Net + RF model reached an impressive 
accuracy rate of 99.8% when tested on the FDDB dataset. For 
same dataset, Face Net paired with Neural Network and Logical 
Regression achieved accuracies of 99.5% and 98.41%, 
respectively, while Face Net on its own attained an accuracy of 
99.6%. In the end, the proposed system shows a recognition 
accuracy of 99.97% and processes data in just 49 milliseconds 
when both the face detection and classification phases are 
carried out at the same time. 

Keywords— Face Recognition, security-systems, real-time 
security systems; machine learning; computer graphics; image 
process.  

I. INTRODUCTION

Facial recognition technology works correctly only when 
small parts come together to perform a larger task. It involves 
two main functions - detecting the face and recognizing it. 
This technology should be able to identify all types of faces in 
photos or videos, regardless of how they appear. Once a face 
is detected, the system processes the image to extract facial 
features using a feature extractor. These extracted features are 
then compared to those of enrolled faces to determine a match. 
Hence, implementing rapid algorithms can significantly 
enhance system effectiveness and boost recognition rates [1]. 

Humans have incredible skills to quickly identify a wide 
variety of objects, thanks to the brain's remarkable capacity to 
carry out complex operations for effective pattern recognition. 
Researchers have created a number of sophisticated 
algorithms in recent decades that allow computers to simulate 
some of these recognition tasks, whether in controlled 
environments or more unpredictable ones like video 
sequences. The groundwork for understanding how neurons 
and the brain work was established by McCulloch and Pitts' 
pioneering research, which marked the beginning of this quest 
to understand how machines can replicate human-like 
recognition [1]. 

Although face recognition has become a hot research topic 
in recent years, the accuracy of this technology varies greatly 
depending on the environment in which it is used. 
Performance may be hampered by a number of issues, 
specifically with non-restricted face recognition. Lower 
recognition rates can result from a number of factors, 
including complex lighting conditions, partial obstructions, 
scale variations, and pose changes. Deep learning techniques 
have gained popularity, and many branches of artificial 
intelligence have started using them for facial recognition. 
Strong learning capabilities, adaptability, and the capacity to 
generalize across various scenarios are just a few benefits of 
deep neural networks. Even so, there are still restrictions on 
real-time applications, particularly in uncertain settings where 
it is essential to achieve both high accuracy and computational 
efficiency. Face recognition is therefore still a major problem 
in real-time systems and is being actively researched in the 
fields of computer vision and deep learning. [3]. 

The ability of different, simpler subsystems to cooperate 
in order to accomplish more complicated tasks is what makes 
facial recognition technologies effective. At the core of facial 
recognition, we can identify two key operations: face 
detection and face recognition. A face recognition technology 
must operate under various conditions, detecting faces in 
images or videos, Irrespective of how they appear. Once a face 
is detected, the system processes the image to extract facial 
features using a feature extractor. These extracted features are 
then compared to those of enrolled faces to determine a match. 
Hence, implementing rapid algorithms can significantly 
enhance system effectiveness and boost recognition rates [4]. 

 In recent times, to accelerate the face identification 
process, multiple deep learning techniques have adopted one-
phase identifiers like YOLO (You Only Look Once) and SSD 
(Single Shot MultiBox Detector). Within these, the YOLO-
Face technique stands out as an efficient solution for 
addressing the challenges of detecting faces at different scales. 
Built on the YOLOV5 framework, the YOLO-Face algorithm 
utilizes different stages of feature maps, similar to the Feature 
Pyramid Network (FPN), to enhance its detection capabilities 
[5]. 

Over the past ten years, the use of deep learning for face 
recognition has grown significantly. Nowadays, most 
methods use Convolutional Neural Networks (CNNs), which 
can range from simple to complex architectures. With 
techniques like DeepFace and DeepID, we have nearly 
achieved human-level accuracy in face recognition. In present 
day these successes, researchers have developed deep learning 
methods that can recognize faces even in challenging 
conditions, achieving over 99% accuracy on the dataset [6]. 
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II. LITERATURE REVIEW

This paper presents a face recognition technology 
designed to function effectively in unconstrained 
environments. It employs a modified YOLO-Face method in 
conjunction featuring a classification model aimed at 
enhancing detection accuracy while minimizing computation 
time. Additionally, we introduce an architecture that integrates 
a Convolutional Neural Network (CNN) with a supervised 
learning approach for classification purposes. While many 
deep learning models typically utilize the SoftMax loss 
function (and its variations) as the classifier in the fully 
connected layer, recent research indicates that alternative 
classifiers, such as support vector machines (SVMs), could 
potentially boost face recognition performance compared to 
the traditional SoftMax approach [7]. 

 The author presented the latest techniques in real-time 
face detection and recognition. He introduce a modular 
automatic facial recognition system that is built on a new 
model for matching faces. This model utilizes features derived 
from Convolutional Neural Networks (CNNs) and 
incorporates a custom supervised learning classifier, like 
Support Vector Machines (SVM). Importantly, the modular 
design of our system allows for the easy replacement of 
specific algorithms, ensuring optimal performance on both 
GPU-enabled devices and machines that operate solely on 
CPUs. 

The proposed face recognition technology is designed to 
function well in real-world environments, where 
circumstances can change at any time. The two primary 
phases of its operation are face detection and recognition. 
Even in difficult circumstances, it's critical to carefully 
determine the appropriate stages and any necessary 
adjustments to guarantee the best outcomes. We'll examine 
several face detection and recognition techniques in the 
following sections, along with the adjustments required to 
improve their effectiveness. 

In past years, both traditional handcrafted methods and 
neural network-based learning techniques have grown in 
importance in the field of face recognition in recent years. 
Deep learning techniques adopt a different strategy than 
handcrafted techniques, which rely on manually chosen 
features to extract facial characteristics. These models use 
deep neural networks to automatically identify facial features 
by examining patterns and relationships in the input data. 

The two main steps of traditional facial recognition 
techniques are feature extraction and classification. When it 
comes to feature extraction, the optimal algorithm should 
highlight individual differences while minimizing variations 
within the same person. This method streamlines the 
classifier's function in facial recognition. Consistent facial 
features such as the mouth, nose, eyes, eyebrows, and general 
face shape are usually the focus of feature extraction 
techniques. Local Binary Patterns, Gabor filters, Scale-
Invariant Feature Transform, and HOG (Histogram of 
Oriented Gradients) are frequently employed descriptors for 
this purpose. Algorithms measure the separation between 
extracted facial features in order to recognize and differentiate 
people during the classification stage. Support Vector 
Machine (SVM), K-Nearest Neighbors (KNN), and Random 
Forest (RF) are well-known classifiers in this field because of 
their excellent multiclass classification capabilities[10]. 

Over the past decade, research has shifted significantly in 
favour of deep learning for facial recognition. Nowadays, a lot 
of the common techniques use Convolutional Neural Network 
(CNN) architectures, which can be as basic as CNNs or as 
complex as more intricate variants. We are getting closer to 
attaining human-level performance in this area thanks to 
notable developments like Deep Face and Deep ID. Based on 
these achievements, scientists have created deep learning 
techniques that address the difficulties of face recognition in 
unrestricted settings, obtaining remarkable accuracy rates of 
more than 99% on the LFW dataset. 

Schroff and colleagues' Face Net algorithm is one of the 
most notable contributions to face recognition. This approach 
uses a single deep neural network for both face collection and 
recognition. With more than 140 million settings to efficiently 
learn how to map face visuals, Face Net is made up of three 
layers that connect everything together to make sense of the 
data and eleven layers that assist in identifying patterns in 
images. This method uses triplet loss during training, which is 
a significant innovation. As seen in Figure 1, this method aims 
to increase the distance from an image of a different person 
while decreasing the distance between an anchor image and a 
matching image of the same person. An extensive dataset of 
100–200 million 2D facial images, representing roughly 8 
million distinct identities, was used to train the system. 
Consequently, on the LFW benchmark dataset, it obtained an 
outstanding accuracy of 99.6%. 

Fig.1: Framework for FaceNet 

Chauhan and et al. [9] had presented a hybrid intrusion 
detection model that uses an Ensemble of Gradient Boosting 
(EGB) for classification and a 1D Residual Autoencoder (1D-
RAE) for feature extraction. The approach tackles issues like 
as complicated attack patterns, skewed datasets, and high-
dimensional data that arise in cloud systems. While EGB 
increases detection accuracy and lowers false 
positives/negatives, the 1D-RAE improves feature 
representation by identifying geographical and temporal 
patterns in traffic data .The model was effective for real-time, 
scalable cloud security when tested on benchmark datasets, 
outperforming conventional techniques in accuracy, 
precision, recall, and F1 score. 
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TABLE I.  SUMMARY OF THE RELATED WORK  

III. PROPOSED METHODOLOGY

The methodology of this system is divided into four main 
phases: face detection, data collection, Data pre-processing 
and feature extraction. In the first stage - one or more faces 
are detected in the image or video frame. The second stage 
involves image processing techniques to pre-process the face 
image before passing it on to the machine learning model. In 
the third stage, would be the extraction of the face image 
features. We compare facial features with the previously 
saved facial features in the last stage. 

3.1. Face Detection Stage 

The face identification step, which is in charge of 
identifying face pictures in the input frames in unconstrained 
contexts, is described in this section. This stage's face detector 
technique needs to be able to work with the high variability 
factors—like stance, scale, illumination, etc.—that are present 
in the photos. Following a thorough analysis of multiple face 
detection schemes, the chosen approach is intended for real-
time applications such as YOLO-Face. The foundation of this 
technique is a one-stage deep neural network methodology. 
Unlike the quicker R-CNN,  technique, these solutions 
estimate classes and their bounding boxes immediately 
without a second-stage proposal process. This method's 

primary contribution is to address the speed issue that arises 
with two-stage approaches.. 

3.2. YOLO-Face 

The YOLO-Face system is a specialized face detection 
model built using the YoloV5 framework, which is based on 
Intelligent learning system techniques for object 
identification. This approach noticeably enhances the 
capability of face detection systems. 

Fig.2: General real-time face recognition framework in 
video systems. 
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Fig.3: General real-time face recognition framework in video 
systems. 

Key Features of YOLO-Face 

A. Class Prediction:
Unlike traditional multi-label classification models, YOLO-
Face simplifies the task by treating it as a binary classification 
problem — identifying objects as either a "face" or "non-
face." To improve accuracy, YOLO-Face uses a specialized 
loss function with four key components: 

 Coordinate regression loss (to improve the accuracy of 
face positioning). 

 Confidence loss for anchors with objects (to ensure 
detected faces are accurate). 

 Confidence loss for anchors without objects (to reduce 
false positives). 

 Classification loss (to improve the system’s ability to 
distinguish faces from non-faces). 

B. Network Architecture:
YOLO-Face is built on the darknet-53 network, which 
combines elements from dark net-19 (used in YOLOv2) and 
balanced networks. With 53 layers for pattern recognition, 
Darknet-53 offers improved performance compared to its 
predecessor, Darknet-19. YOLO-Face also outperforms 
ResNet-101 and achieves similar results to Res Net-152 but 
with better efficiency [9, 10]. 

C. Addressing Small Object Detection:
A challenge with YoloV5 is its reduced performance

when detecting small-scale objects like distant or low-
resolution faces. YOLO-Face addresses this by enhancing the 
original darknet-53 structure. Specifically, the number of 
layers in the first two balanced blocks is increased, from 1 
and 2 layers to 4 and 8 layers, allowing the network to capture 
more detailed facial features early in the process. 
Additionally, YOLO-Face scales down feature maps more 
effectively using convolutional layers with a stride of 2, 
improving its ability to handle small faces. 

D. Performance:
The YOLO-Face network includes 71 convolutional layers, 
referred to as the "deeper darknet." This deeper architecture 

enhances the system’s ability to extract fine details from face 
images. According to results shown in Figure 3, YOLO-Face 
achieves a detection speed comparable to the Face Attention 
Network (FAN), but with better overall efficiency [11, 12]. 

3.3. Datasets 

This section gives a brief overview of the datasets used to 
evaluate the proposed system. 
 FDDB: This dataset has 5,171 face images across 2,845 

pictures. It's designed to test face detection in challenging 
conditions, like images with low resolution, major cover-
ups, and difficult angles. 

 CelebA: This dataset contains 202,599 celebrity face 
images. Each image includes 40 labeled attributes, 
offering a wide range of poses and background changes. 

 Easy, Medium, and Hard: These terms likely refer to 
different difficulty levels in the dataset, though further 
details are not provided. 

 Honda/UCSD: This video dataset is mostly used for 
evaluating face detection and tracking. It includes various 
facial expressions and poses, including rotations in both 
2D and 3D planes. 

 LFW (Labeled Faces in the Wild): This popular dataset 
has over 13,000 web-sourced face visuals of 1,680 
individuals, with at least two images per person. It’s 
widely used for testing face recognition systems. 

 YTF (YouTube Faces): This dataset includes 3,425 video 
clips of 1,595 individuals. It’s designed to test face 
recognition in real-world, unconstrained conditions. 

3.4. The pre-analysis phase 

The preprocessing stage plays a crucial role in improving the 
quality of features that are extracted in later stages of a face 
recognition system. Different preprocessing methods are 
applied depending on the type of data and the specific 
problem being addressed. In real-time facial recognition, 
detected face images often vary in size and lighting 
conditions.  
-Image Resampling: Resampling is particularly important
when using deep learning models like CNNs, which require
input images of the same dimensions for effective processing.
Bicubic interpolation, which smoothly resizes images to the
desired size, was selected as the resampling technique in this
investigation.
-Super-Resolution Techniques: When face images need to
be enhanced to a higher resolution, super-resolution methods
can improve image clarity and detail [13].
-Normalization: To improve system performance, the L2
norm method is used, a common normalization technique that 
minimizes variations in pixel values. This method reduces
inconsistencies caused by differences in lighting conditions,
enhancing recognition accuracy.
-Colour Transformation: The face detection process starts
by converting colour images to grayscale, which simplifies
the data and improves detection speed for methods like the
Viola-Jones algorithm [14].
-Image Rescaling: This ensures face images are adjusted to
the correct size before feature extraction. Without proper
scaling, the extracted features may not align correctly with
the trained model’s data.
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-Image Normalization: This step adjusts pixel value ranges
to maintain consistency across images. Without
normalization, the system may produce embeddings (feature
representations) with excessive variation, reducing
recognition accuracy [15, 16].

3.5. Feature Extraction Stage 
Recent advancements in the process of extracting features 
have introduced deep convolutional neural networks (CNNs) 
as powerful tools for analyzing and recognizing face images. 
These CNN-based methods have become highly effective for 
learning facial features directly from image data. In the 
proposed system, CNN-based feature extraction (like 
FaceNet) is combined with traditional machine learning 
classifiers for improved performance. The system explores 
the following combinations:  

 FaceNet + RF (Random Forest): Built using 100 decision 
trees and requiring at least 5 samples per leaf node. 

 FaceNet + NN (Neural Network): Trained using a linear 
kernel and a regularization parameter of 1x10³. 

 FaceNet + KNN (K-Nearest Neighbors): Set up with 10 
neighbors, equal weights, and a Murkowski distance of 2. 

 FaceNet + LR (Linear Regression): It set up the 
categorical data from the dataset in the probabilistic 
function. 

Fig. 4: A function of FaceNet + Classifier Technique  

IV. EXPERIMENTAL RESULT

This section provides a detailed evaluation of various face 
detection methods, including VJ (Viola-Jones), MTCNN 
(Multi-task Cascaded Convolutional Networks), Face-
SDD, and YOLO Face. The goal is to identify the most 
suitable method for use in the proposed face recognition 
system. To assess their effectiveness, these face detection 
methods were tested on several well-known and 
challenging datasets: 
 Face Detection Data Set and Benchmark 
 CelebA dataset 
 WIDER FACE dataset  
 Honda/UCSD dataset 

4.1. Face Recognition Evaluation 
For the face recognition steps, the recommended models 
were evaluated using two widely recognized 
benchmarks: 

 Labeled Faces in the Wild (LFW) — a dataset 
containing real-world face images. 

 YouTube Faces (YTF) — dataset featuring video 
frames to test recognition accuracy [17, 18, 19]. 

. 

Fig. 5: Face Detection of  CelebA, Wideer Face and FDDB 

These evaluations ensure the system's effectiveness across 
diverse and challenging face detection and recognition 
scenarios 

We also evaluated the same face detection models that are 
built using the CelebA dataset, which includes nearly 20,000 
images of faces. The results, shown in Table 2, indicate that 
all models perform quite well. Notably, Face-SSD slightly 
edges out YOLO-Face with an accuracy of 99.6%, while 
YOLO-Face follows closely behind at 99.7%. 
 When we looked a t the WIDER FACE validation dataset, 
YOLO-Face achieved scores of 99.8%, 98.2%, and 98.4% on 
the Easy, moderate, and Hard subsets, respectively, as 
highlighted in Table 3. Fig showcases some examples of face 
detection results from the WIDER dataset, and it’s clear that 
YOLO-Face excels at detecting smaller faces.  

Overall, these results highlight the effectiveness of YOLO-
Face in various scenarios. As shown in the following Fig. 6: 
that it is more specific and clear image from the other images 
of the dataset. 

In Table 1, we present the results from our experiments using 
the FDDB dataset. Our findings reveal that YOLO-Face 
achieves impressive scores of 99.8% in precision, 72.9% in 
recall, and 72.8% in accuracy. The only model that surpasses 
YOLO-Face is MTCNN, which boasts an accuracy of 81.5%. 
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TABLE 1: Results of the different AI Techniques in 
accuracy percentage 
S.No. Methods Scenario AScenario BScenario C

1 FaceNet 99.41% 99.32% 99.26% 

2 FaceNet+RF 99.87%   99.84%   99.81% 

3 FaceNet+NN 99.58%   99.54%   99.48% 

4 FaceNet+LR 98.61% 99.14% 99.21% 

5 FaceNet+KNN 99.51% 99.36% 99.43% 

As the implementation have don on the MTCNN and Face-
SSD and YOLO-Face have compared with the following 
table, TABLE 2.  . 

TABLE 2: Different method for the obtaining the result 

 Videos No. of 
frame 

VJ 
[16] 

MTCNN 
[25] 

Face-
SSD 
[19] 

  YOLO-
Face 
[31] 

1 377 75.3 93.9 97.1 96.9 

2 323 58.7 92.0 98.9 99.5 

3 383 58.6 83.2 94.0 96.9 

4 482 51.6 81.9 96.3 97.1 

5 371 46.2 83.8 96.0 95.1 

6 345 44.6 93.0 93.8 97.1 

7 289 46.2 83.8 96.9 98.2 

8 311 43.5 81.3 89.1 94.4 

9 659 81.3 98.2 98.5 99.5 

10 421 61.7 91.9 95.1 94.9 

  Fig. 6: (a) Result detected by Face SSD,  (b) Face Detected    by MTCNN,  (c) Face Detected by YOLO- Face 

V. CONCLUSION AND FUTURE SCOPE

Real-time face recognition has become an essential part of 
many user authentication, security, and surveillance systems. 
The efficiency of face detection and recognition systems has 
been greatly improved by utilizing the YOLO (You Only 
Look Once) architecture, which is renowned for its 
remarkable speed and accuracy. The most recent iterations of 
YOLO, YOLOv8 and YOLO-NAS, have significantly 
improved model precision, lightweight design, and 
adaptability to complex scenarios, such as small-face and 
occluded detection. 
    Challenges like scale variation, low light conditions, and 
masked faces can be addressed by combining attention 
mechanisms, feature refinement, and lightweight modules, as 
shown by recent studies like YOLO5Face, YOLO-FaceV2, 
and GMC-YOLO. Face embedding and recognition accuracy 
have also been improved by developments in loss functions, 
such as triplet loss and anchor optimization (as demonstrated 
in Hambox and ADYOLOv5). 
     These models can be deployed on mobile and edge devices 
without sacrificing performance thanks to the combination of 
real-time detection and effective face recognition pipelines, as 
investigated in LSR-YOLO and AMLN. Furthermore, in-
depth evaluations and comparative studies have produced 
useful standards that direct the choice of suitable YOLO-
based models for particular uses. 
     Real-time face recognition is made reliable, scalable, and 
effective by combining deep learning methods with YOLO-
based architectures. Future studies might concentrate on 
developing even more lightweight frameworks for broad 
implementation in real-world situations, improving privacy-
aware recognition systems, and improving model 
generalization across a variety of demographics. 
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