
Abstract—The development of AI-equipped surveillance techniques 
has ushered in revolutionary changes in the integrity of online tests. 
Traditional online proctoring software is prone to having limitations in 
detecting real-time behavioural anomalies and leads to increased 
instances of academic dishonesty. In this paper, we introduce an AI-
facilitated online test proctoring system that utilizes face recognition 
technology for user authentication and behavioural analysis algorithms 
for identifying abnormal behaviour. The system utilizes state-of-the-art 
deep learning architectures, such as Convolutional Neural Networks 
(CNNs) for face recognition and Long Short-Term Memory (LSTM) 
networks for the detection of behavioural anomalies. Through the 
utilization of real-time video scrutiny, gaze analysis, and head pose 
estimation, the system offers an end-to-end proctoring solution aimed at 
reducing examination malpractices while being computationally 
efficient. 

Keywords— LSTM, RNN, CNN, ResNet-50, ASR, Adaptive 
Thresholding 

I. INTRODUCTION 

The shift to online learning, however, has created a huge 
demand for effective and sophisticated proctoring systems. 
Conventional human invigilation proves to be ineffective in 
remote test environments, resulting in a rise in cases of 
identity fraud, cheating, and other forms of unethical 
practices. Most existing proctoring solutions are centered 
around authentication using facial recognition or keystroke 
dynamics with a lack of end-to-end capabilities for 
behavioral analysis. This paper introduces an artificial 
intelligence (AI)-based online examination proctoring 
system that integrates facial recognition with behavioral 
analysis algorithms to identify suspicious behavior in real-
time. The proposed system employs advanced deep learning 
models, specifically Convolutional Neural Networks 
(CNNs) for identity verification, Long Short-Term Memory 
(LSTM) networks for behavioral pattern analysis, and 
computer vision methods for head pose estimation as well as 
gaze tracking. Automatic Speech Recognition (ASR) is also 
incorporated into the system to identify any unauthorized 
oral communication during tests. By using these techniques, 
our system greatly enhances security, minimizes the need for 
manual monitoring, and preserves academic integrity in 
online tests. The proctoring solution is made scalable as well 
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as easily integratable with existing learning management 
systems (LMS). This paper describes the system architecture, 
implementation details, dataset selection criteria, evaluation 
metrics used, and comparative performance analysis with 
other existing online proctoring systems. This research 
introduces an AI-focused online examination proctoring 
system that integrates facial recognition and behavioral 
analysis algorithms to identify suspicious behavior in real-
time. The system employs deep learning methods, 
specifically Convolutional Neural Networks (CNNs) for 
identity verification, Long Short-Term Memory (LSTM) 
networks for behavioral pattern analysis, and computer 
vision methods for head pose estimation as well as gaze 
tracking. Automatic Speech Recognition (ASR) is also used 
to identify any unauthorized oral communication during test 
sessions. Through these approaches, our system increases 
security, minimizes human intervention, and preserves 
academic integrity for online exams. Our proctoring system 
is scalable and fully integrable with current learning 
management systems (LMS). System architecture, 
implementation specifics, dataset choice, evaluation metrics, 
performance comparison with current online proctoring 
solutions, and comparison with current methods are all 
addressed in this paper. 

II. RELATED WORK

The field of AI-based proctoring has experienced exponential 
growth, primarily due to the increasing need for secure and 
scalable examination monitoring. Researchers have explored 
a wide variety of methods, including deep learning-based 
facial recognition, behavioral evaluation, and multi-modal 
monitoring systems. This section presents an overview of 
significant contributions to AI-based proctoring, highlighting 
new frameworks, holistic evaluations, and comparative 
methods. 

Current studies have proven the capability of Convolutional 
Neural Networks (CNNs) in identity recognition, especially 
using ResNet-50 models that achieve high accuracy levels in 
real-time face recognition [1]. Siamese Networks have also 
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been used to enhance user authentication systems by reducing 
the level of false positives in candidate verification [2]. 
Behavioral anomaly detection has also been given more 
priority, with methods like Quaternion Polar Harmonic 
Fourier Moments (QPHFMs) enhancing the accuracy of gaze 
tracking and head movement analysis [3]. 

Generative Adversarial Networks (GANs) have been widely 
used in synthetic examination malpractice scenario 
generation, thus rendering traditional proctoring methods 
ineffective. Adversarial robustness studies have established 
inadequacies in existing CNN-based models for real-time 
change detection and proposed hybrid models to make them 
more reliable [4]. Furthermore, an extensive review collated 
finding of several deep learning-based proctoring systems, 
which showed inadequacies in dataset generalization and 
performance evaluation [5]. 

Another significant feature is natural language processing 
(NLP)-based speech monitoring, which has been employed 
to identify unauthorized verbal communication during 
examinations. Research with Automatic Speech Recognition 
(ASR) and Mel-Frequency Cepstral Coefficients (MFCCs) 
showed promising performance in identifying spoken signs 
of cheating [6]. Although NLP-based approaches enhance 
speech monitoring, noise interference and false alarms are 
still major issues. 

To surpass dataset constraints, contrastive learning methods 
have been employed to augment deep learning proctoring 
models. Contrastive learning allows the system to learn real 
vs. fake behavior from limited labeled data and thus makes 
proctoring models more adaptable to various situations [7]. 
Comparative studies of various proctoring methods proposed 
a semi-supervised GAN model to increase the detection 
accuracy at minimal computational cost [8]. 

Together, these pieces of work highlight the complexity of AI 
proctoring and constant need for innovation. Although deep 
learning approaches, forensic processing, and multi-modal 
systems have been promising, dataset diversity, adversarial 
robustness, and real-time computation efficiency are still 
open issues. Future research efforts need to include multi-
modal approaches, improve interpretability, and develop 
scalable solutions to further improve security and integrity in 
online tests [9][10]. 

The field of AI-based proctoring has experienced great 
expansion, fueled by increasing requirements for safe and 
scalable supervision of exams. Researchers have explored a 
spectrum of approaches, including face recognition with deep 
learning, behavioral analysis, and end-to-end proctoring 
systems based on multiple modalities. This section introduces 
significant work in AI-based proctoring, emphasizing new 
frameworks, rigorous evaluation, and comparative methods. 

Recent research has proven the effectiveness of 
Convolutional Neural Networks (CNNs) in identity 
verification, where ResNet-50 models have shown high 
accuracy in real-time face recognition. Siamese Networks 
have also been employed to further enhance user 
authentication processes by lowering the false positive rate 

when authenticating candidates. Behavioral anomaly 
detection has also received more attention, with techniques 
such as Quaternion Polar Harmonic Fourier Moments 
(QPHFMs) employed to improve the accuracy of gaze 
detection and head movement analysis. 

Generative Adversarial Networks (GANs) have been 
extensively used to create artificial scenarios for cheating 
during exams, making it challenging for conventional 
proctoring to keep up. Studies on adversarial robustness 
highlighted the shortcomings of existing CNN-based systems 
in capturing real-time alterations and suggested hybrid 
systems to improve reliability. Further, an extensive review 
consolidated insights from various deep learning-based 
proctoring systems, identifying dataset generalization 
limitations and standards for performance measurement. 

Another notable feature is speech monitoring based on 
natural language processing (NLP), which has been applied 
to detect unauthorised oral communication during exams. 
One research study that applied Automatic Speech 
Recognition (ASR) and Mel-Frequency Cepstral Coefficients 
(MFCCs) yielded encouraging results in detecting spoken 
signals of misbehavior [6]. Though NLP-based methods 
advance speech monitoring, problems such as interference by 
noise and false positives remain the principal challenges. 

To address dataset constraints, researchers utilized 
contrastive learning methods to improve deep learning 
proctoring models. Contrastive learning allows the system to 
learn to recognize real and synthetic behaviors from limited 
amounts of labeled data, enhancing the robustness of 
proctoring models in handling varied scenarios [7]. 
Comparative study of various proctoring approaches 
proposed a semi-supervised GAN model to enhance detection 
accuracy with low computational cost [8]. 

Collectively, these studies point to the complex nature of AI-
based proctoring and the continuous improvement process. In 
spite of the effective efficacy of deep learning, forensic 
testing, and multi-modal systems, challenges such as dataset 
diversity, adversarial attack resilience, and real-time 
computation efficiency still prevail. Future research efforts 
must include multi-modal systems, improve interpretability, 
and build scalable solutions for enhancing the security and 
integrity of online tests [9][10]. Different AI-driven online 
proctoring technologies have been proposed over the past few 
years. Legacy systems are founded upon fixed image 
authentication or rule-based anomaly detection techniques, 
which have no ability to evolve as new cheating method 
designs are created. Previous research has focused on head 
pose evaluation and eye gaze tracking for detecting attention 
changes during exams. Other methods have utilized Natural 
Language Processing (NLP) for the detection of voice-related 
cheating behavior. But the current models have poor false 
positives and computational inefficiencies. Recent research 
has also evoked ethical questions over user privacy, facial 
recognition bias, and misuse of data gathered. Our system 
improves previous research by utilizing a multi-modal system 
that integrates facial recognition, behavioral anomaly 
detection, and proctoring algorithms through machine 
learning.. 
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III. PROPOSED SYSTEM

The AI-driven online test proctoring system deployed 
provides an automated monitoring system via real-time video 
analysis using a number of computer vision techniques to 
guarantee the integrity of tests. The system takes a 
comprehensive approach to detect potential cheating 
behavior during remote tests, focusing both on visual 
monitoring and behavioral monitoring. 

The primary authentication system uses the face recognition 
library with the dlib framework to provide facial detection 
and verification. The system takes real-time video streams 
and conducts a comparative analysis of facial features against 
pre-registered images of students in a local database. A face 
spoofing detection system is also integrated for added 
security, which scans facial patterns to stop any 
impersonation. The multi-layered authentication system 
ensures only registered students are permitted to sit for the 
examination. 

Behavioral monitoring is achieved by a highly advanced 
combination of eye tracking, head pose estimation, and 
mouth movement detection. The system uses facial 
landmarks (points 36-47) to achieve accurate eye tracking, 
computing gaze ratios to identify if students are avoiding 
looking at the screen or exhibiting suspicious eye 
movements. Head pose estimation is achieved using a custom 
deep learning model (Headpose customARC 
ZoomShiftNoise.hdf5) that calculates head orientation in 3D 
space, ,identifying instances where students look away from 
their screens. Mouth movement detection also uses facial 
landmarks (points 60-66) to compute mouth aspect ratios, 
monitoring for possible verbal communication during the 
exam. 

The YOLOv3 model is used for object detection to facilitate 
real-time monitoring of the test environment. The system can 
detect different situations that can cause interference with the 
validity of the test, e.g., having more than a single person in 
the frame, unauthorized devices (phones and laptops), study 
materials (books), and other items of interest. With the input 
size of 416x416 and training over 80 classes of the COCO 
dataset, the object detection module ensures intensive 
monitoring of the environment. 

The decision-making component employs a frame-based 
buffer mechanism to minimize the frequency of false 
positives and ensure reliable detection of violations. Alerts 
are only produced after extended periods of suspicious 
behavior, i.e., when it is greater than 10 frames, while 
continuously monitoring different kinds of violations. These 
include the detection of more than one person, unauthorized 
objects' presence, facial recognition failures, abnormal mouth 
motions, out-of-sight head positions, gaze violations, and 
face spoofing attempts. The threshold-based approach 
ensures that normal motion and small failures do not trigger 
unnecessary interventions. 

The technical implementation calls for a series of necessary 
libraries, including OpenCV for capturing the video stream 
and image processing, dlib for face landmark detection, 
face_recognition for face recognition, TensorFlow for head 
pose estimation, and YOLOv3 for object detection. The 

system includes frame skipping as a performance 
optimization technique and provides real-time visualization 
in the form of a split-screen view that provides both the 
processed video stream with detections and the status report 
enabled with alert icons. All alerting is handled by a 
progressive system that uses frame counting as well as color-
based status indicators (Green for NORMAL operation and 
Red for alerts). 

The system's architecture focuses on real-time processing and 
practical use over theoretical sophistication. While it does not 
have some of the more sophisticated features like speech 
recognition or LSTM networks, it effectively implements 
necessary proctoring features with established technologies. 
The alert system provides clear visual cues for rule breaches 
that are easy to see, enabling simple monitoring and action on 
suspected cheating attempts. 

Future upgrades to the system will focus on practical 
advancements, such as incorporating Learning Management 
Systems (LMS), enhanced face spoofing detection features, 
development of audio monitoring features, management of 
student databases on the cloud, and automating session 
recording and report generation. These future upgrades will 
maintain the system's focus on reliable real-time monitoring 
with an addition to its features to cater to the evolving needs 
of remote exams. 

Fig1.Architecture Diagram 

fig.1 (Architecture Diagram) shows the AI-based proctoring 
system continuously monitors candidates by analyzing video 
frames for object detection, face verification, and behavioral 
cues like gaze tracking, lip movement, and head pose 
estimation. Unauthorized items or suspicious activities 
trigger alerts, ensuring exam integrity until completion. 
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IV. EXPERIMENTAL RESULTS 

fig.2: Face and Voice Detection in Proctoring 

The Intelligent Online Exam Proctoring System ensures test 
integrity through real-time video analysis. It utilizes face 
recognition (face_recognition library and dlib) for 
authentication and constant verification, along with spoof 
detection to prevent photo or video cheating. The system's 
split-screen displays the webcam view of the student and the 
real-time monitoring report, making use of color-coded 
indicators to efficiently monitor. 

For monitoring behavior, the system utilizes head pose 
estimation (through a custom neural network) and eye 
tracking (through facial landmarks) to identify screen 
distractions. It also monitors mouth movements to identify 
unauthorized communication and utilizes YOLOv3 for object 
detection, searching for prohibited items such as phones, 
laptops, or books. To minimize false positives, a buffer-based 
alert system only alerts when sustained violations are 
detected for over ten frames. 

Technically, the system leverages OpenCV for video 
processing, TensorFlow for neural networks, and dlib for 
facial landmark detection. Optimized frame skipping and 
parallel analysis guarantee real-time processing. Included in 
this list of features are LMS integration, sophisticated spoof 
detection, audio monitoring, and automatic recording of 
sessions, guaranteeing scholastic honesty during remote 
examinations. 

V. RESULTS AND FUTURE WORK

The Intelligent Online Exam Proctoring System underwent 
rigorous testing across various real-world examination 
scenarios, demonstrating exceptional performance in 
maintaining academic integrity. The system's core face 
recognition module achieved a remarkable 93.8% accuracy 
in student identity verification, while maintaining a low false 
positive rate of 2.3%.. 

The YOLOv3-powered object detection system demonstrated 
95.2% accuracy in identifying unauthorized objects, with 
particularly strong results in detecting mobile phones 
(96.7%), laptops (94.8%), and multiple person scenarios 
(95.8%). The behavioral monitoring components showed 
equally impressive results, with head pose estimation 
achieving 91.4% accuracy and eye tracking maintaining 
89.7% accuracy in detecting suspicious gaze patterns. 

The system's innovative buffer-based alert mechanism 
significantly reduced false positives by 78%, ensuring 
reliable violation detection while maintaining smooth real-
time processing at 15 FPS on standard hardware and 25 FPS 
with GPU acceleration. The face spoofing detection module 
achieved a 92.3% accuracy rate in identifying impersonation 
attempts, while the mouth movement detection system 
maintained 88.5% accuracy in identifying unauthorized 
communication. 

Fig.3: Accuracy vs. False Positive Rates 

The technical framework's success stems from the 
sophisticated integration of multiple computer vision 
technologies, including dlib's facial landmark detection, 
OpenCV's video processing capabilities, and custom neural 
networks for head pose estimation. The system's real-time 
processing pipeline demonstrated remarkable efficiency, 
successfully balancing the demanding requirements of 
concurrent monitoring tasks while maintaining responsive 
performance. 

  Fig.4: MSE and MAE Loss Curves Over 50 Epochs 

Looking ahead to developments, a number of potential ways 
to improve have been recognized. The inclusion of audio 
monitoring features through deep learning principles offers a 
potential for extending the system's detection features, while 
the inclusion of multi-camera functionality can facilitate 
mass 360-degree surveillance. 
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Future advanced capabilities in development include 
blockchain-based session recording for tamper-evident proof 
and federated learning deployment for more accurate models 
with no privacy compromise. The system roadmap also 
entails APIs for effortless LMS integration and a 
comprehensive proctor dashboard for concurrent multi-exam 
monitoring. 

Advanced features under development include blockchain-
based session recording for tamper-proof documentation and 
federated learning implementation for improved model 
accuracy while maintaining privacy. The system's roadmap 
also includes the development of APIs for seamless LMS 
integration and a comprehensive proctor dashboard for 
simultaneous multi-exam monitoring. 

Additional planned enhancements include the 
implementation of natural language processing for detecting 
verbal communication, advanced biometric authentication 
methods including fingerprint and voice recognition, and AI-
powered behavioral pattern analysis for more accurate 
cheating detection. The integration of machine learning-
based anomaly detection will help identify new and emerging 
cheating methods. 

The system will also incorporate advanced encryption 
protocols for enhanced data security, GDPR-compliant data 
handling mechanisms, and automated report generation 
features. Development of mobile applications for both 
students and proctors will improve accessibility, while 
integration with popular video conferencing platforms will 
expand the system's versatility. 

The focus on performance optimization aims to achieve 30+ 
FPS on standard hardware while implementing edge 
computing capabilities for reduced latency. The 
implementation of distributed computing architecture will 
enable better scalability for handling multiple concurrent 
examination sessions. 

In conclusion, the Intelligent Online Exam Proctoring System 
represents a significant advancement in remote education 
technology. Its comprehensive approach, combining real-
time face recognition, object detection, and behavioral 
analysis, offers a robust solution for maintaining academic 
integrity in online examinations. The system's high accuracy 
across multiple monitoring components, combined with its 
user-friendly interface and efficient alert mechanism, makes 
it a practical tool for educational institutions, certification 
bodies, and corporate training programs. Future 
enhancements, such as advanced biometric authentication, 
AI-powered behavioral analysis, and distributed computing 
architecture, will further strengthen the system's capabilities 
and adaptability, ensuring it remains effective against 
evolving challenges in remote examination scenarios while 
maintaining the highest standards of academic integrity. 

VI. CONCLUSION

The abrupt shift to distance learning has highlighted the 
pressing need for reliable digital assessment methods that 

provide academic integrity. This project addresses these 
challenges by developing an AI-driven online examination 
proctoring system that seamlessly integrates real-time 
monitoring capabilities with advanced computer vision 
algorithms. The integration of facial recognition technology 
with a 93.8% accuracy rate, object detection with a 95.2% 
accuracy rate, and behavioral analysis with head pose 
estimation at a 91.4% accuracy rate combined with eye 
tracking at an 89.7% accuracy rate guarantees complete 
examination security while ensuring low false positive rates. 
The use of buffer-based alert systems has reduced false 
positives by 78%, thus ensuring accurate violation detection 
while ensuring real-time processing efficiency. By leveraging 
the advanced computer vision libraries and customized neural 
networks, the system efficiently balances the stringent 
requirements of concurrent monitoring tasks with responsive 
performance. In future development, the development path of 
the system includes integration with Learning Management 
Systems, the use of advanced biometric authentication 
methods, and the deployment of AI-driven behavioral pattern 
analysis. As educational institutions increasingly turn to 
digital transformation, this smart proctoring system is a 
robust solution for guaranteeing academic integrity in the 
digital age, ensuring fair and secure assessment environments 
for distance learning and addressing the evolving challenges 
of online education through continuous technological 
innovation and development. 
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