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Abstract 

Question paper leakage is a critical issue in conventional 

examination systems, causing unfair evaluation and loss of 

credibility. Existing centralized mechanisms for question 

paper storage and distribution are highly vulnerable to 

unauthorized access, data manipulation, and insider threats. 

This paper presents a Blockchain-based Question Paper 

Leakage Prevention System designed to enhance the security, 

integrity, and transparency of the examination process. The 

proposed system utilizes blockchain technology to store 

encrypted question papers in a decentralized and tamper-

resistant ledger. Smart contracts are implemented to enforce 

role-based access control and time-lock mechanisms, ensuring 

that question papers are accessible only to authorized entities 

and only at the scheduled examination time. Cryptographic 

encryption techniques protect the confidentiality of question 

papers until they are officially released. Any access or 

modification attempt is immutably recorded on the 

blockchain, enabling complete traceability and auditability. 

Experimental results indicate that the proposed system 

significantly reduces the risk of question paper leakage while 

improving trust, automation, and reliability in examination 

management systems. The proposed approach offers a secure 

and scalable solution suitable for modern digital examination 

environments. 
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Prevention, Smart Contracts, Cryptography, Decentralized 
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I. INTRODUCTION

Ensuring the confidentiality and integrity of question papers 
is a fundamental requirement of any examination system. 
Conventional examination frameworks depend on 
centralized databases and manual coordination between 
multiple authorities, which increases the risk of 
unauthorized access and question paper leakage. To 
overcome these limitations, this project proposes a 
Blockchain-based Question Paper Leakage Prevention  

System composed of five tightly integrated 
modules: Authentication Module, Question Paper 
Creation Module, Smart Contract Module, Question 
Paper Distribution Module, and User Interface Module. 
Each module plays a crucial role in securing the 
examination lifecycle from question paper generation to 
final distribution. 

1. Authentication Module:

The Authentication Module is responsible for verifying 

the identity of all stakeholders involved in the 

system, including examination authorities and 

examination centers. Secure login mechanisms, 

supported by cryptographic credentials and 

blockchain-based identity verification, ensure that 

only authorized users can access system 

functionalities. This module prevents unauthorized 

entities from entering the system and forms the first line 

of defense against internal and external security threats. 

2. Question Paper Creation Module:

The Question Paper Creation Module allows 

authorized examination authorities to generate and 

upload question papers in digital format. Before 

storage, each question paper is encrypted using 

cryptographic algorithms to maintain confidentiality. 

The encrypted question papers are then prepared for 

secure storage on the blockchain network. This module 

ensures that question papers cannot be viewed or altered 

during the creation and storage phase. 

3. Smart Contract Module:

The Smart Contract Module governs the core security
and automation of the system. Smart contracts are deployed 
on the blockchain to define access rules, role-based 
permissions, and time-lock constraints. These contracts 
automatically enforce that question papers can only be 
accessed by authorized examination centers and only at the 
scheduled examination time. By eliminating manual 
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II. LITERATURE REVIEW

A. Concept

The security of examination systems has been a major area 
of research due to increasing incidents of question paper 
leakage and digital fraud. Traditional examination 
management systems primarily rely on centralized 
architectures where question papers are stored in secured 
servers with restricted access. Several studies have explored 
the use of encryption techniques and password-protected 
databases to secure question papers. While these approaches 
improve confidentiality, they still suffer from single points 
of failure and insider threats, making them vulnerable to 
data breaches. 

To address limitations of centralized systems, researchers 
have proposed cloud-based examination systems. These 
systems offer scalability and ease of access; however, cloud 
platforms remain susceptible to unauthorized access, data 
tampering, and lack of transparency. Trust in third-party 
cloud providers also becomes a critical concern, especially 
for high-stakes examinations. 

Recent advancements in blockchain technology have 
introduced new possibilities for secure data management. 
Blockchain is widely studied for its decentralized nature, 
immutability, and cryptographic validation mechanisms. 
Several research works have demonstrated the effectiveness 
of blockchain in preventing data tampering and ensuring 

secure access control in applications such as electronic 
voting, healthcare data management, and digital identity 
verification. These studies highlight that blockchain 
eliminates the need for a centralized authority while 
maintaining transparency and trust. 

Smart contracts have further enhanced blockchain-based 
systems by enabling automated enforcement of predefined 
rules. Research shows that smart contracts can effectively 
manage role-based access control and time-bound data 
release without human intervention. This concept is 
particularly relevant for examination systems, where 
question papers must remain confidential until a specific 
time. 

B. Related Works

The concept underlying the five vital modules are - 

Authentication Module: 

Authentication plays a crucial role in securing systems 
against unauthorized access. Traditional authentication 

mechanisms, such as username/password and two-factor 

authentication, have been widely used in examination 

platforms. However, these methods are susceptible to 

credential theft and insider attacks. To strengthen 

authentication, decentralized identity management has 

been explored in blockchain-based systems, where user 

identities are verified using cryptographic keys stored on 

the blockchain. Research by Zhang et al. demonstrates that 

blockchain-based identity verification can significantly 

reduce unauthorized access risks [1]. These approaches 
align with the Authentication Module of the proposed 

system, ensuring secure identity verification without 

reliance on central authorities. 

Question Paper Creation Module: 

Encryption techniques have traditionally been used to 
protect sensitive data, including question papers. 

Symmetric and asymmetric cryptography ensures 

confidentiality but does not prevent tampering when stored 

in centralized systems. Cloud-based question paper storage 

solutions have been proposed, utilizing secure access 

protocols and multi-tier encryption; however, cloud 

architectures still represent a centralized point of failure 

[2]. Recent research has suggested the use of decentralized 

storage mechanisms to overcome these limitations. IPFS 

combined with blockchain has been shown to provide 

secure and tamper-resistant storage for sensitive documents 

[3]. These works support the design decisions in the 
Question Paper Creation Module, emphasizing encryption 

and decentralized storage. 

Smart Contract Module: 

Smart contracts are self-executing programs on the 
blockchain that enforce predefined rules without human 

intervention. Studies by Christidis and Devetsikiotis have 

explored smart contracts for access control and automated 

workflow management, demonstrating improvements in 

transparency and reliability [4]. In the context of 

examination systems, smart contracts have been utilized to 

 

intervention, smart contracts enhance transparency, trust, 
and system reliability. 

4. Question Paper Distribution Module:

The Question Paper Distribution Module securely
delivers question papers to authorized examination centers. 
Access requests are verified through smart contracts, and 
only encrypted question papers are transmitted through the 
blockchain network. The question paper is decrypted only 
at the examination center and only after the examination 
time is reached. All distribution activities are immutably 
recorded on the blockchain, ensuring traceability and 
accountability. 

5. User Interface Module:

The User Interface Module provides a user-friendly and
secure interface for interacting with the system. It enables 
users to perform operations such as authentication, question 
paper upload, access requests, and monitoring system status. 
The interface connects with the blockchain network through 
secure APIs, ensuring seamless communication between 
users and backend modules. This module enhances usability 
while maintaining strong security controls. 

Rest of the paper explains the existing approaches in the 
form of Literature review in section 2. The methodology of 
the work in Section 3, technologies used in the project in 
section 4, the results and discussion of the system 
implemented in Section 5, as well as conclusions and future 
scope are introduced in Sections 6 and 7. 

Published by : International Journal of Engineering Research & Technology (IJERT)
https://www.ijert.org/ ISSN: 2278-0181
An International Peer-Reviewed Journal Vol. 14, Issue 04, ICTEM 2.0 (2026)

IJERTCONV14IS040046 Page 2

(This work is licensed under a Creative Commons Attribution 4.0 International License.)



 

enforce time-locked access and ensure only authorized 

entities retrieve sensitive documents at specified times [5]. 

This body of work directly informs the Smart Contract 

Module of the proposed system, where automated and 

transparent access control is essential. 

Question Paper Distribution  Module: 

Secure distribution of sensitive documents has been 

investigated in decentralized systems to prevent leakage 

and ensure traceability. For example, work by Kshetri and 

Voas highlights blockchain’s effectiveness in supply-

chain data distribution, where each transaction is recorded 

immutably to prevent tampering and unauthorized sharing 

[6]. In examination systems, this concept has been adapted 

to ensure secure delivery of encrypted question papers to 

authorized centers, with audit trails recorded on the 

blockchain. These approaches complement the design of 

the Question Paper Distribution Module, highlighting 

blockchain’s role in securing data transmission. 

User Interface Module: 

A user-friendly interface is critical for adoption and 

usability of secure systems. Research on blockchain-based 

applications emphasizes the need for interfaces that 

abstract technical complexity while maintaining security 

[7]. Frameworks such as Web3.js and decentralized 

application (DApp) frontends have been used to provide 

intuitive interaction with blockchain backends. These 

works inform the development of the User Interface 

Module, enabling seamless interaction between users and 

the blockchain network. 

C. Proposed System

The proposed system introduces a Blockchain-based 

Question Paper Leakage Prevention System to ensure 

secure, transparent, and tamper-proof examination 

management. The system is composed of five integrated 

modules: authentication, question paper creation, smart 

contracts, question paper distribution, and user interface. 

Authorized users are authenticated using secure credentials 

before accessing the system. Question papers are created 

by authorized authorities, encrypted, and stored on a 

decentralized blockchain network to prevent unauthorized 

access and modification. Smart contracts enforce role-

based access control and time-lock mechanisms, ensuring 

that question papers are accessible only to authorized 

examination centers at the scheduled examination time. 

The distribution of question papers is securely managed 

through the blockchain, with all access activities 

immutably recorded for auditing and traceability. A user-

friendly interface enables seamless interaction. This 

approach significantly reduces the risk of question paper 

leakage and enhances trust and reliability in the 

examination process 

III. METHODOLOGY

The methodology of the proposed Question Paper Leakage 
Prevention System using Blockchain is designed to ensure 

end-to-end security, transparency, and integrity of question 

papers throughout the examination process. The system 

follows a modular and sequential approach that integrates 

authentication, cryptography, blockchain technology, and 

smart contracts. 

First, the system initializes with user authentication, where 

examination authorities and examination centers are 

registered and verified. Only authenticated and authorized 

users are allowed to access the system, which prevents 

unauthorized entities from entering the examination 
workflow. 

Next, in the question paper creation phase, the authorized 

examination authority prepares the question paper in digital 

format. Before storing the question paper, it is encrypted 

using cryptographic algorithms to ensure confidentiality. 

Encryption guarantees that even if the data is accessed 

illegally, its content cannot be understood without the 

decryption key. 

After encryption, the encrypted question paper is stored on 

the blockchain network. The blockchain provides a 
decentralized and immutable ledger, ensuring that once the 

question paper is uploaded, it cannot be altered or deleted. 

This step eliminates the risk of data tampering and single-

point failure associated with centralized storage systems. 

The smart contract module is then used to manage access 

control and automation. Smart contracts define role-based 

permissions and time-lock conditions. These contracts 

automatically enforce rules such as allowing access to the 

question paper only to authorized examination centers and 

only at the scheduled examination time, without manual 
intervention.During the question paper distribution phase, 

authorized examination centers request access to the 

question paper. The smart contract verifies the user’s 

identity and checks the time constraints. If all conditions are 
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satisfied, access to the encrypted question paper is granted. 

The question paper is decrypted only at the examination 

center, ensuring secure and controlled distribution. 

Finally, all actions such as uploads, access requests, and 

distributions are recorded on the blockchain. This creates a 

transparent audit trail that enables monitoring, traceability, 

and post-examination verification. The combination of 

encryption, blockchain immutability, and smart contract 

automation significantly reduces the risk of question paper 

leakage. 

IV.TECHNOLOGIES USED

The proposed system utilizes modern web and blockchain 
technologies to ensure security, transparency, and reliability 
in preventing question paper leakage. The key technologies 
used in this project are described below. 

A. Blockchain Technology

Blockchain is the core technology used in this system. It

provides a decentralized, immutable, and tamper-resistant

ledger for storing encrypted question papers and transaction

records. Due to its distributed nature, blockchain eliminates

single points of failure and ensures data integrity throughout

the examination process.

B. Smart Contracts
Smart contracts are self-executing programs deployed on

the blockchain. They are used to define role-based access

control and time-lock mechanisms. Smart contracts

automatically enforce access rules without human

intervention, ensuring that question papers are accessible

only to authorized users and only at the scheduled

examination time.

C. Cryptography

Cryptographic techniques are used to encrypt question

papers before storing them on the blockchain. Encryption
ensures confidentiality and prevents unauthorized users

from reading sensitive data even if access is attempted

illegally. Hashing techniques are also used to maintain data

integrity.

D. Ethereum Platform

The Ethereum blockchain platform is used to deploy smart

contracts and manage decentralized transactions. Ethereum

supports programmable smart contracts and provides a

secure execution environment suitable for building

decentralized applications (DApps).

E. Solidity Programming Language

Solidity is used to write smart contracts on the Ethereum

platform. It defines the logic for authentication, access

control, and time-based release of question papers.

F. Web3.js

Web3.js is used to enable communication between the user

interface and the Ethereum blockchain. It allows the web

application to interact with smart contracts and perform 

blockchain transactions securely. 

G. MetaMask

MetaMask acts as a digital wallet and gateway between the

web application and the blockchain network. It manages

user accounts, private keys, and transaction signing,

ensuring secure authentication and authorization.

H. Ganache (Local Blockchain Network)

Ganache is used for local blockchain development and

testing. It provides a private Ethereum network for
deploying and testing smart contracts before real-world

deployment.

I. Frontend Technologies

Frontend technologies such as HTML, CSS, and JavaScript

(or React.js) are used to build a user-friendly interface. The

interface allows users to authenticate, upload question

papers, request access, and monitor system status.

J. Backend Technologies

Backend technologies such as Node.js and Express.js are
used to handle server-side logic, API communication, and

integration with the blockchain network.

V. RESULTS AND DISCUSSION

The proposed Blockchain-based Question Paper Leakage 

Prevention System was implemented and rigorously tested 

to evaluate its effectiveness in securing the entire 
examination process. The system successfully demonstrated 

secure authentication, encrypted question paper storage, 

controlled access via smart contracts, and traceable 

distribution. During testing, authorized users such as exam 

authorities and examination centers were able to 

authenticate themselves and access system functionalities 

without any security breaches, while unauthorized access 

attempts were consistently denied, highlighting the 

robustness of the authentication module. 

The question paper creation module allowed exam 

authorities to generate digital question papers, which were 

immediately encrypted and stored on the blockchain. This 
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encryption ensured that the content remained confidential 

and tamper-proof throughout its lifecycle. Deployment of 

smart contracts on the Ethereum blockchain provided 

automated enforcement of role-based access control and 

time-locked access, ensuring that only authorized 

examination centers could access the papers and only at the 

scheduled examination time. Attempts to bypass these 

controls were successfully blocked, demonstrating the 

reliability of smart contracts in maintaining system security. 

The question paper distribution process was executed 

seamlessly, with authorized centers receiving encrypted 
papers and decrypting them only when the examination time 

arrived. All interactions, including uploads, access requests, 

and downloads, were permanently recorded on the 

blockchain, providing full transparency and auditability of 

the system. The user interface facilitated easy interaction 

with the blockchain network via Web3.js and MetaMask, 

allowing users to upload, request, and monitor question 

papers in real time. 

Overall, the system effectively mitigated risks associated 
with traditional centralized examination management 

systems, such as insider threats, unauthorized access, and 

data tampering. While blockchain operations introduced 

minimal computational overhead, the system successfully 

maintained high security, transparency, and reliability. 

These results confirm that integrating blockchain 

technology, smart contracts, and cryptography into 

examination systems provides a robust solution for 

preventing question paper leakage while ensuring trust and 

accountability in the examination process. 

VI. CONCLUSION

 This research presented a Blockchain-based Question 

Paper Leakage Prevention System designed to enhance the 

security, transparency, and reliability of examination 

management. By integrating authentication mechanisms, 

cryptographic encryption, decentralized blockchain storage, 

and smart contracts, the system ensures that question papers 
are securely created, stored, and distributed only to 

authorized users at the scheduled examination time. The 

implementation demonstrated that all modules—including 

authentication, question paper creation, smart contract 

enforcement, distribution, and user interface—worked 

cohesively to prevent unauthorized access and eliminate the 

risk of leakage. The blockchain ledger provides a permanent 

and immutable record of all activities, enabling traceability 

and auditing for future verification. Overall, the proposed 

system offers a robust and scalable solution for educational 

institutions and examination boards, ensuring fair and 
secure examinations while maintaining trust and 

accountability.  

VII. FUTURE SCOPE

The proposed Blockchain-based Question Paper Leakage 
Prevention System can be further enhanced to improve 

security, scalability, and usability. Future developments 

may include integrating biometric authentication for 

stronger user verification, using decentralized storage 

solutions like IPFS to handle large question papers 

efficiently, and implementing AI-based monitoring to 

detect suspicious access patterns. The system can also be 

expanded for large-scale, multi-center examinations and 

strengthened with advanced encryption techniques to 

protect against emerging cyber threats. Additionally, a 

mobile-friendly interface can improve accessibility for 

authorized users. These enhancements will make the 
system more robust, scalable, and suitable for modern 

digital examination platforms. 
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