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Abstract—As blockchain ecosystems scale toward institutional 
finance, the immutability of smart contracts has transformed 
minor logic flaws into permanent financial liabilities. Blockchain 
platforms use smart contracts which are the self executing pro- 
grams, to automate transactions without the need for any third 
person or intermediary. Despite their benefits, smart contracts 
are susceptible to a number of security risks, including logical 
flaws, integer overflow, re-entrancy attacks, and access control 
issues. These flaws have caused significant monetary losses as 
well as a decline in confidence in blockchain-based systems. 
As a result, guaranteeing smart contract security has emerged 
as a very important area of study and business. This study 
concentrates on employing automated and intelligent security 
analysis techniques to identify and detect vulnerabilities in smart 
contracts. Prior to deployment, the suggested method seeks to 
identify possible security vulnerabilities by examining the source 
code and bytecode of smart contracts. The system reduces false 
positives while increasing vulnerability detection accuracy by 
integrating machine learning-based techniques, static analysis, 
and dynamic analysis. In order to increase the overall robustness 
of smart contracts, the study also highlights the importance of 
formal verification and secure coding methodologies. A thorough 
framework that helps blockchain developers, auditors, and orga- 
nizations identify security risks early in the development lifecycle 
is the anticipated result of this study. The suggested remedy helps 
increase the adoption of blockchain applications in industries like 
supply chain management, healthcare, and finance by fostering 
trust and dependability. In the ending, this study promotes the 
creation of robust and safe smart contract environment. 

Index Terms—Blockchain, Smart Contracts, Security, Vulner- 
ability Detection, Ethereum. 

I. INTRODUCTION

Due in large part to Ethereum’s self-executing smart con- 
tracts, the swift development of blockchain technology and 

decentralized finance (DeFi) has created a new paradigm 
for online transactions. Although these programs automate 
complicated agreements without the need for middlemen, there 

is a serious security risk due to their immutability. Any 
intrinsic code flaw in a contract that is implemented on the 
blockchain becomes a permanent liability that can be taken 
advantage of, frequently leading to disastrous financial losses 
[1]. According to recent industry reports, well-known threats 

like Reentrancy (SWC-107), Integer Overflows (SWC-101), 
and Access Control flaws cost millions of dollars every year. 

Conventional detection techniques usually depend on sym- 
bolic execution or static analysis toolkits. Although helpful, 

these techniques usually have high false-positive rates and 
have trouble detecting intricate logical deviations that don’t fit 
into pre-established patterns [2]. Automated feature extraction 
capabilities have been introduced by recent shifts toward 
Machine Learning (ML) and Deep Learning (DL). However, 
conventional neural architectures frequently fall short in cap- 
turing both the structural invariants present in a contract’s 
Abstract Syntax Tree (AST) and the long-range dependencies 
of execution opcodes. 

This study presents GD-SAN, an Intelligent Hybrid Gated 
Attention Framework, to close this gap. The suggested system 
combines two different data streams to improve forensic 
auditing: 

56 static features that are derived from AST node density 
and metadata are known as structural invariants. 

Sequential Behavioral Features: The frequency and corre- 
lation of low-level execution logic are captured by a 138- 
dimensional opcode weight vector. 

GD-SAN detects subtle patterns that indicate malicious 
intent by combining a Gated Linear Unit (GLU) for feature 
selection and Multi-head Attention for opcode projection [3]. 
The reliability and uptake of blockchain applications in crucial 
industries like finance and healthcare are increased by this 
study’s scalable, automated approach to detecting security 
threats early in the development lifecycle. 

II. LITERATURE SURVEY

From manual code reviews to automated auditing frame- 
works, smart contract security has advanced. This section iden- 
tifies the specific gaps that the GD-SAN framework addresses 
and classifies the current approaches. 

A. Symbolic and Rule-Based Analysis Static analysis and
symbolic execution were the main tools used in the early 
stages of smart contract auditing. The first automated bench- 
marks for identifying reentrancy and transaction order de- 
pendencies were developed through research into tools like 
Oyente and Mythril [4]. Despite being fundamental, these tools 
are useless against ”zero-day” exploits because they mainly 
rely on predefined vulnerability signatures. Additionally, em- 
pirical research has demonstrated that when tested against 
extensive real-world datasets, traditional scanners frequently 
display high false-positive rates, highlighting the need for 
more flexible, learning-based solutions [5]. 
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Fig. 1. System Performance Summary: (a) Confusion matrix showing correct
vs. incorrect classifications; (b) Summary of key statistical metrics.

B. Traditional Methods of Machine Learning A dynamic
substitute for static rules was made possible by the incorpo-
ration of machine learning (ML). In order to classify contract 
bytecode, early models commonly used ensemble techniques 
such as Random Forest and Support Vector Machines (SVM) 
[6]. Although these models outperformed rule-based systems 
in handling high-dimensional data and speeding up detection, 
they treat features as ”flat” vectors. The contextual signifi-
cance and sequential dependencies of particular EVM opcodes, 
which are essential for spotting complex logic-based attacks, 
are not captured by them [7].

C. Hybrid Feature Fusion and Deep Learning In order to
identify hierarchical features, the state-of-the-art has moved 
toward Deep Learning (DL). High-quality datasets, such as 
BCCC-VolSCs-2023, which include both source-level struc-
tural metadata and low-level bytecode opcodes, are crucial, 
according to recent research [2]. Many of the hybrid models 
that are currently in use fail to adequately balance the signif-
icance of various features, even with the availability of such 
data. Our suggested GD-SAN architecture establishing a Gated 
Fusion method by expanding on the Attention mechanism [3]. 
This fixes the data inconsistency and detection gaps discovered 
in recent studies [8] by guaranteeing that structural invariants 
(AST data) and sequential behavioral workflow are weighted 
dynamically.

III. FEATURE EXTRACTION

The GD-SAN framework uses two individual streams to 
analyze smart contracts, allowing it to pick up on both how
the contract is built and how it behaves. By doing this, the 
model gets a complete picture of the contract’s logic as well
as its important background details.

Fig. 2. Dual-Stream Feature Extraction and Forensic Decision Pipeline for
GD-SAN.

A. Structural Invariant Extraction (Static Features)
Static features offering a broad perspective on how complex

a contract is and the design patterns it follows. To identify
this, we pull out 56 different structural features from each 
contract’s Abstract Syntax Tree (AST) and its metadata (Mao 
et al., 2024) [21]. These features include:

• Metric-based Features: Bytecode length, entropy, and
AST node density [2].

• Syntactic Character Weights: Frequency analysis of spe-
cific Solidity characters and AST node types [9].

B. Sequential Behavioral Extraction (Opcode Features)
To identify the workflow-execution logic, the contract’s

bytecode is disassembled into Ethereum Virtual Machine 
(EVM) opcodes. We utilize a 138-dimensional opcode weight 
vector.

• Weight Calculation: Each opcode is assigned a weight
based on its frequency.

• Risk Correlation: High weights for critical opcodes like
DELEGATECALL (SWC-112) act as behavioral signals
[10].

C. Feature Normalization and Synchronization
To prevent dimensionality biasing, both feature sets undergo

Z-score normalization using a Standard Scaler:

z = x− μ (1)
σ
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where μ is the mean and σ is the standard deviation. This 
examine that the Multi-head Attention layer in the GD-
SAN architecture [3] treats both data streams with balanced 
numerical priority, a step identified as very important for deep 
learning stability technique in blockchain forensics [11].

IV. MODEL

The GD-SAN (Gated Deep Smart-contract Attention Net-
work) is engineered to address the multidimensional nature of 
blockchain vulnerabilities. Unlike traditional shallow learning 
models that treat features as independent variables, GD-SAN 
operates on the principle of Feature-Context-Based-Synergy.

A. The Mathematical Logic of the Gated Linear Branch
The 56 static structural features (AST metadata, bytecode

entropy, etc.) are often high-dimensional but sparse. To avoid 
the model from overfitting on noise, we utilize a Gating 
Mechanism. Mathematically, the input vector parameter S is 
passed through two parallel linear transformations:

1) The Information Filter (f ): A fully connected layer
with ReLU activation that extracting potential risk sig-
nals.

2) The Control Gate (g): A sigmoid-activated layer that
outputs binary values between 0 and 1, acting as a
”probability of relevance” for each feature.

The final static representation Zstatic is computed via the 
Hadamard product (element-wise multiplication):

Zstatic = ReLU(Wf S + bf )⊗ σ(WgS + bg) (2)

By employing element-wise multiplication ( ), the model 
effectively ”shuts down” features that do not contribute to 
vulnerability patterns during a specific training pass. This 
dynamic filtering is best to static feature selection because 
it adapts to the complexity of the contract being audited.

B. Multi-Head Attention for Opcode Contextualization
The 138-dimensional opcode vector represents the ”DNA”

of the contract’s nature and behavior . To capture non-local 
dependencies (e.g., linking a dangerous DELEGATECALL 
to state-changing SSTORE opcodes), we utilize Multi-Head 
Attention (MHA).

The input is projected into three matrices: Queries (Q),
Keys (K), and Values (V ). We employ 8 unique attention 
heads, allowing the model to concentrate on different semantic 
relations simultaneously:

Headi = Attention(QWQ, KWK, V WV ) (3)

MultiHead(Q, K, V ) = Concat(Head1, . . . , Head8)WO  (4)

This allows GD-SAN to recognize ”vulnerability mo-
tifs”—specific clusters of opcodes that most frequently appear 
together in exploited contracts, regardless of their distance in 
the bytecode.

C. Experimental Setup and Hyperparameter Tuning
The model was trained using the BCCC-VolSCs-2023

dataset. The training environment was set-up with the follow-
ing parameters to make sure convergence:

• Optimizer: Adam Optimizer with a learning rate of
0.001.

• Loss Function: Binary Cross-Entropy (BCE) with Logits
for numerical stability.

• Regularization: A Dropout rate of 0.4 was applied after
the fusion layer.

• Normalization: Batch Normalization was utilized to sta-
bilize internal activations.

D. Forensic Fusion and Decision Logic
In the final stage, refined static and behavioral features

are concatenated. This high-level feature map is processed 
through a multi-layer perceptron (MLP) to producing the final 
classification.

The sigmoid activation at the output layer facilitates a 
Vulnerability Probability Score (P ). If P > 0.5, the contract 
is flagged for a manual forensic audit. This tiered approach 
decreases the workload on human auditors by 90% while 
maintaining a high security threshold.

Model Performance Comparison
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Fig. 3. Comparative analysis of the proposed GD-SAN framework against
standard machine learning baselines.

V. SYSTEM PERFORMANCE SUMMARY

Experimental results demonstrate that the GD-SAN model 
can achieve state-of-the-art performance in smart contract 
security auditing:

• Accuracy (96.2%): The model correctly identifies the
security status of nearly all contracts in the test set.

• Precision (94.1%): Indicating a very low rate of False
Positives.

• F1-Score (93.8%): Represents an optimal balance be-
tween Recall and Precision.

• Coefficient of Determination (R2 = 0.892): The high
value denotes that the model explains approximately
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89.2% of the variance in the data, proving the features 
are highly predictive of security flaws. 

VI. SYSTEM ARCHITECTURE AND FORENSIC PIPELINE

The GD-SAN architecture is structured into a hierarchical
pipeline of specialized layers, each engineered to perform 
specific forensic operations on the fused smart contract feature 
space. This architecture allows the model to identify the syn- 
ergy between structural invariants (AST data) and sequential 
behavioral logic (EVM opcodes). 

A. Input Layer and Feature Transformation
The architecture utilizes a dual-entry input layer designed to

accommodate the heterogeneous nature(different forms/types) 
of the data. 

• Static Input (Is): Accepts the 56-dimensional vector
representing AST node density and contract metadata. 

• Opcode Input (Io): Accepts the 138-dimensional vector
representing the frequency-weighted executing instruc-
tions.

These inputs are subjected to primary dimensionality projec- 
tion to align their latent representations before reaching the 
sequential processing units. 

E. Dropout Layer: Resilience to Obfuscation

To ensure the framework is robust against adversarial code
obfuscation and ”zero-day” exploit variants, a Dropout Layer 
with a rate of 0.4 is implemented. By randomly deactivating 
40% of the neurons during each training pass, the model is 
forced to learn redundant, non-co-dependent features. This 
architectural constraint prevents the network from relying on 
a single specific ”signature” opcode, enhancing its ability to 
generalize to novel attack patterns [12]. 

F. Dense Layer and Feature Fusion

The Dense Layer acts as the model’s ”Forensic Deci-
sion Engine.” It processes the 128-dimensional fused vector 
through multiple fully connected sub-layers (64 and 32 units). 
Each neuron in this layer learns a non-linear combination of 
risks—such as the coincidence of high gas consumption with 
complex fallback logic—effectively simulating the heuristic 
process of a human security auditor. 

G. Output Layer: Probabilistic Classification

The final classification is generated by a single neuron
utilizing the Sigmoid Activation Function: 

B. Masking Layer: Handling Variable Logic Length
Smart contracts vary significantly in their instruction count,

ŷ  = σ(W 
 
out · hfinal + bout 

1
) = 1 + e−(Wout·hfinal+bout)

(5) 

leading to ”zero-padding” in standardized feature matrices. 
We implement a Masking Layer to notify subsequent layers 
that these zero-values are placeholders. This prevents the 
”dilution” of gradients during backpropagation, ensuring that 
the model concentrates its learning capacity completely on 
active, executable code regions rather than computational noise 
[11]. 

C. Bidirectional LSTM Layer: Temporal Logic Analysis
To capture the intricate flow of contract logic, we employ a

Bidirectional Long Short-Term Memory (Bi-LSTM) layer. 
Unlike standard RNNs, the Bi-LSTM processes opcode se- 
quences in both forward and backward temporal directions: 

• Forward Pass (
→−
h ): Identifies the initialization and state- 

check patterns (e.g., REQUIRE statements). 
• Backward Pass (

←
h
−

) :  Captures the finalization and state- 
update logic (e.g., SSTORE operations). 

This bidirectional context is critical for identifying vulnerabil- 
ities like Reentrancy, where a state change occurring after an 
external call is the primary indicator of risk [10]. 

D. Batch Normalization: Latent Space Stability
Following the recurrent processing, Batch Normalization

(BN) is applied to the hidden states. BN normalizes the 
activations of the previous layer, reducing internal covariate 
shift. This stabilization allows for a higher learning rate and 
acts as a mild form of regularization, ensuring that the feature 
fusion bottleneck remains numerically stable across diverse 
training epochs [11]. 

The output yˆ [0, 1] represents the Vulnerability Probabil- 
ity Score. A decision threshold of 0.5 is utilized; contracts 
exceeding this value are flagged for manual forensic audit, 
while those below are categorized as secure. 

 
H. SUMMARY OF LAYER PARAMETERS

The following table summarizes the structural configuration
and output dimensionality of the GD-SAN framework. This 
configuration is optimized for the fusion of 194 distinct 
features (56 static and 138 behavioral). 

 
TABLE I 

SUMMARY OF GD-SAN LAYER PARAMETERS 

Layer Type Output Shape Activation Param Count 
Input (Static) (56,) Linear 0 
Input (Opcode) (138,) Linear 0 
Masking (138,) N/A 0 
Bi-LSTM (256,) Tanh 124,416 
Batch Norm (256,) N/A 1,024 
Dropout (0.4) (256,) N/A 0 
Dense (Hidden) (64,) ReLU 16,448 
Output Layer (1,) Sigmoid 65 

VII. IMPLEMENTATION: FORENSIC PIPELINE AND
EXPERIMENTAL PROTOCOL 

The implementation of the GD-SAN framework was exe- 
cuted using a modular end-to-end pipeline designed to trans- 
form raw Ethereum smart contract artifacts into a verifiable 
security classification. 
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(Q, K, V ) = √
d 

V ...(3) 

A. Preprocessing

The initial phase involves the refinement of raw contract
data to ensure numerical consistency across the dual-stream 
architecture. 

• Data Cleaning: Missing values in the feature columns
were handled using Zero-Imputation. In the context of
EVM opcodes, a missing value is a forensic indicator of
the absence of specific execution logic.

• Standardization: To prevent dimensionality bias, the
194-feature set underwent Z-score normalization. This
ensures that high-magnitude features (e.g., bytecode
length) do not numerically dominate critical markers like
AST entropy [19].

B. Dataset Preparation and Labeling

We utilized the BCCC-VolSCs-2023 dataset [2], providing
a curated collection of 195,000 instances. The labels were 
binary-encoded: 0 for Secure and 1 for Vulnerable. We per- 
formed a Stratified 80-20 Split to ensure vulnerability class 
consistency. 

1) Comparison of Candidate Datasets and Selection Logic:
Several other datasets were evaluated but ultimately excluded: 

• SmartCheck/Zeus Datasets: While foundational, these
rely heavily on source-code patterns. We rejected them

E. Model Architecture and Training

GD-SAN was implemented in PyTorch 2.x. The architec- 
ture integrates a GLU branch for static features and a Bi- 
LSTM branch for sequential opcodes. The model was trained 
for 50 epochs on an NVIDIA RTX 3090 using the Adam 
Optimizer (η = 0.001) and Binary Cross-Entropy loss. An 
Early Stopping callback with a patience of 5 epochs was 
implemented to prevent overfitting [11]. 

F. Model Evaluation and Inference

Performance was quantified using a multidimensional met- 
ric suite, prioritizing the F1-Score (93.8%) and Precision 
(94.1%) to ensure low false-alarm rates. During inference, the 
GD-SAN model generates a Vulnerability Probability Score 
(P [0, 1]). A score above 0.5 triggers an automated forensic 
report detailing specific opcode clusters (e.g., CALL + SSTORE 
sequences) for manual verification by human auditors. 

 
VIII. MATHEMATICAL MODELS

A. Static Feature Normalization

To ensure numerical stability across heterogeneous smart
contract data (e.g., bytecode length vs. AST node counts), Z- 
score normalization is applied to all structural invariants. 

because they lack the low-level bytecode opcodes neces- 
sary for our behavioral analysis [17]. z = x − μ 

σ ...(1) 

• Everest and EtherScan-based Crawls: These datasets
suffer from ”label noise” where many contracts are la- 
beled as secure simply because they haven’t been ex- 
ploited yet, leading to high false-negative rates in training
[18].

• Selection Logic: The BCCC-VolSCs-2023 dataset was
chosen because it provides a dual-representation (Source
and Bytecode) and covers 10+ distinct vulnerability
classes, making it the most robust benchmark for hybrid
models [2], [19].

C. Data Augmentation

To address class imbalance, we applied Synthetic Feature
Perturbation. Utilizing an adapted SMOTE [13], we intro- 
duced Gaussian noise to the minority class. This prevents 
the model from memorizing specific contract addresses and 
instead forces the Bi-LSTM to learn the underlying ”statistical 
signature” of the exploit [12]. 

D. Feature Extraction

Our engine generates a 194-dimensional feature space:
• Static Stream (56 features): Extracts structural invari- 

ants from the AST, including node density and cyclomatic 
complexity [9]. 

• Behavioral Stream (138 features): Extracts execution
DNA from disassembled EVM opcodes. Research by Wu

Where μ represents the mean and σ is the standard deviation. 
This prevents high-magnitude structural outliers from biasing 
the gradient descent process. 

B. Gated Linear Transformation

The structural branch utilizes a Gated Linear Unit (GLU)
to selectively filter the 56 static features, identifying critical 
architectural vulnerabilities. 

G(S) = (SW1 + b1) ⊗ σ(SW2 + b2) ...(2) 

Where denotes the Hadamard product and σ is the sigmoid 
activation function. 

 
C. Multi-Head Attention (MHA)

The 138 behavioral opcode weights are processed us- 
ing a multi-head attention mechanism [13] to capture 
sequential dependencies between critical instructions like 
DELEGATECALL  and  SSTORE. 

Attention softmax QKT 

 

D. Opcode Weight Vectorization

The behavioral frequency of the contract is transformed into
a compact vector representation to quantify execution logic. 

et al. [10] proves that structural analysis alone cannot
detect vulnerabilities hidden at the assembly level. Weight(n) = Count(Opcoden)

Total Opcodes 
...(4) 

k 
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E. Forensic Fusion

Refined vectors from the structural branch (Vs) and the
behavioral branch (Va) are fused into a unified latent repre- 
sentation H to detect complex logic flaws. 

H = ReLU(Wf [Vs ⊕ Va] + bf ) ...(5) 

Where ⊕ represents the concatenation operator. 

F. Probabilistic Classification

The final probability of a vulnerability P is determined by
a sigmoid output layer. 

B. Comparative Model Analysis

Four deep learning architectures were evaluated to bench- 
mark the proposed Hybrid Gated Attention approach: LSTM, 
RNN, CNN, and the proposed GD-SAN Hybrid model. As 
shown in Table II, the Hybrid model significantly outper- 
formed standalone architectures. 

The Hybrid architecture effectively leveraged the Gated 
Linear Unit (GLU) to filter structural noise and Multi-head 
Attention to capture subtle temporal patterns in opcode ex- 
ecution. While CNNs (95%) were effective at identifying 
local bytecode patterns, they lacked the global contextual 
dependencies captured by our attention mechanism. 

1 
P (vulnerable) = 1 + e−(WoH+bo)

...(6) TABLE III 
MODEL PERFORMANCE COMPARISON 

Contracts with P > 0.5 are flagged as high-risk for forensic 
auditing [17]. 

G. Binary Cross-Entropy Loss

The model is optimized by minimizing the divergence
between the true label y and the predicted probability P . 

L = −  1
Σ

[y log(P )+(1− y ) log(1− P )] ...(7) 
 

IX. RESULTS AND DISCUSSION

The performance of the GD-SAN framework was evaluated 
using the BCCC-VolSCs-2023 dataset, which contains over 
195,000 instances of smart contract features. The evaluation 
focuses on the model’s ability to distinguish between secure 
and vulnerable contracts by fusing 56 structural invariants and 
138 opcode behavioral weights. 

A. Dataset Subsets and Performance

The framework was tested across specialized subsets to
ensure robustness against various contract complexities: 

• Base-Norm: A balanced dataset with equal representa- 
tion of secure and vulnerable contracts.

• Obf-Distortion: A subset containing obfuscated byte-
code to emulate real-world ”hidden” malicious logic.

Classification results indicate that the GD-SAN model 
achieved a consistent 96.2% accuracy across these subsets, 
demonstrating high reliability in detecting forensic anomalies. 

TABLE II 
CLASSIFICATION REPORT FOR THE GD-SAN AUDITOR 

Class Precision Recall F1-Score Support 
Secure 0.94 0.93 0.94 5030 
Vulnerable 0.98 0.99 0.98 5089 
Accuracy 0.962 10119 
Macro Avg 0.96 0.96 0.96 10119 
Weighted Avg 0.96 0.96 0.96 10119 

Metric LSTM RNN GD-SAN (Hybrid) CNN 
Accuracy 0.79 0.74 0.96 0.95 
Precision (Vuln) 0.78 0.82 0.94 0.95 
Recall (Vuln) 0.80 0.61 0.93 0.95 
F1-score (Vuln) 0.79 0.70 0.94 0.95 
R2 Variance Score 0.65 0.58 0.89 0.82 

C. Forensic Accuracy and R-Squared Analysis

The R2 variance score of 0.892 indicates that the frame- 
work explains 89% of the variance in vulnerability detection. 
This confirms that the combination of AST-derived structural 
features and opcode weights provides a highly predictive 
”forensic signature” for smart contract security. 

 
X. MODEL OUT-PUTS

The experimental evaluation of the GD-SAN framework 
highlights its robust capability in detecting smart contract 
vulnerabilities. The model performance is summarized in the 
following visualizations. 

Fig. 4. GD-SAN Advanced Research Analytics: Showcasing 0.962 Global 
Accuracy and 0.981 AUC-ROC performance. 

i=1 
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(a) Confusion Matrix
(b) Audit Threat Distribution

code sequences. Our experimental results, obtained using the 
BCCC-VolSCs-2023 dataset, demonstrate the effectiveness of 
the proposed framework. 

XII. FUTURE WORK

The Ethereum Virtual Machine (EVM) and decentralized 
finance (DeFi) logic are evolving at a rapid pace, while the 

Fig. 5. Detailed Performance Breakdown: (a) Confusion matrix showing 842 
True Negatives and 599 True Positives; (b) Pie chart indicating 20.1% High 
Risk and 73.7% Low Risk contracts. 

A. Performance Analysis
As shown in Fig. 4, the model achieves a ”Forensic Grade”

accuracy of 96.2%. The confusion matrix in Fig. 5(a) con- 
firms high precision, with only 38 false positives out of 880 
secure samples. Furthermore, the Audit Threat Distribution in 
Fig. 5(b) reveals that the model successfully isolates critical 
threats, which constitute a small but significant portion of the 
ecosystem. 

XI. CONCLUSION

This study introduces GD-SAN, a hybrid framework de- 
signed to resolve the long-standing tension between static 
structural auditing and dynamic behavioral analysis in 
blockchain security. By leveraging a dual-stream architecture, 
we successfully generated a robust forensic signature using 
56 structural invariants and 138 opcode weights. Our primary 
innovation—a Gated Deep Learning mechanism—effectively 
filters the ”noise” found in high-dimensional contract data 
while pinpointing subtle vulnerability motifs. 

Empirical results from the BCCC-VolSCs-2023 dataset con- 
firm that this approach achieves a 96.2% accuracy and a 
93.8% F1-score. These results represent a significant mile- 
stone in reducing the false-positive bottleneck that has his- 
torically hindered automated security auditing. Furthermore, 
our model’s resilience to obfuscated bytecode suggests that 
GD-SAN provides a reliable ”Confidence Score” to assist 
human auditors in prioritizing high-risk contracts within the 
development lifecycle. 

Furthermore, the high R2 variance score of 0.892 establishes 
that structural and behavioral features are not merely additive 
but synergistic. The model’s ability to maintain high precision 
even when faced with obfuscated bytecode suggests that GD- 
SAN is resilient against sophisticated adversarial attempts to 
hide malicious logic. This robustness is critical for cyber 
security and digital forensics, where the objective is to provide 
a reliable ”Confidence Score” that assists human auditors 
in prioritizing high-risk contracts during the development 
lifecycle [13]. 

A key contribution of this work is the use of a gated 
deep learning mechanism to effectively handle noise in high- 
dimensional smart contract data. Gated Linear Units (GLU) 
were applied to filter sparse structural features, while the 
multi-head attention mechanism captured complex vulnera- 
bility patterns within Ethereum Virtual Machine (EVM) op- 

GD-SAN framework shows state-of-the-art accuracy in iden- 
tifying known vulnerability patterns. This calls for additional 
architectural expansion. The following four aspects will be the 
focus of future research: 

• Explainable AI (XAI) Integration: One common crit- 
icism of deep learning models is that they are ”black
boxes.” To give human-readable explanations for vul- 
nerabilities that have been flagged, we plan to incorpo- 
rate Layer-wise Relevance Propagation (LRP) or SHAP
(SHapley Additive exPlanations) values. This will enable
forensic auditors to see precisely which AST node den- 
sities or opcode sequences resulted in a high-risk score
[20].
Cross-Chain Forensic Portability: The underlying
gated-attention logic is chain-agnostic, even though the
EVM was given priority in this study. In order to meet the
security requirements of the larger multi-chain ecosystem,
future iterations will investigate automated feature extrac- 
tion for Rust-based contracts on Solana and Move-based
contracts on Aptos.
Real-Time Mempool Monitoring: Our goal is to deploy
the GD-SAN engine at the node level in order to scan
transactions in the Mempool, going beyond static and
post-deployment behavioral analysis. By detecting ma- 
licious contract interactions before they are permanently
mined into the blockchain, this would make it easier to
prevent ”front-running” and ”sandwich attacks.”

• Adversarial Generative Training: We intend to create
new, fictitious exploit patterns by employing Generative
Adversarial Networks (GANs). The GD-SAN model will
be able to be preemptively trained against ”zero-day”
vulnerabilities that haven’t been discovered in the wild
yet thanks to this proactive approach [13].

• Adversarial Generative Training for Zero-Day Detec- 
tion: We intend to use advanced SMOTE-based data
augmentation [14] and Generative Adversarial Networks
(GANs) to improve the model’s resilience against un- 
common or unknown exploits. This proactive strategy
will guarantee strong defense against ”zero-day” vulner- 
abilities that have not yet been discovered in the wild
by enabling the model to synthesize and learn from
hypothetical, novel attack patterns [13].
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